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“Law has become an important weapon in the strategic arsenal. In this remark-
able book, Orde Kittrie gives us the first comprehensive examination of the tech-
niques, promises, and perils of ‘lawfare.’ I believe Kittrie’s book will long remain 
the best such examination of lawfare, for it unites a scholarly meticulousness 
with a pragmatic flair for policy proposals. This fine book is lucid and systematic, 
rich with valuable and pragmatic proposals. It will become a vade mecum, a man-
ual kept close at hand, for a new generation of officials who must cope with the 
rise of market states—those decentralized … networked post-industrial states 
that are at present emerging—and with the vulnerabilities that come with this 
development.”

Philip C. Bobbitt, Herbert Wechsler Professor of Jurisprudence and Director 
of the Center for National Security, Columbia Law School

“With this seminal volume, Orde Kittrie opens a novel and exciting branch 
of scholarship and international practice. Alongside conventional tools—  
diplomacy, economic sanctions, covert action, and kinetic warfare—lawfare can 
now take its proper place both for offense and defense in the realm of interna-
tional combat. The United States excels at deploying conventional tools, but it is 
far behind the curve in applying lawfare. Kittrie not only spells out the possibili-
ties but also sounds a much needed wake-up call.”

Gary Clyde Hufbauer, Reginald Jones Senior Fellow, Peterson Institute for 
International Economics, and former Deputy Assistant Secretary of the Treasury

“In the first comprehensive study of ‘lawfare,’ Orde Kittrie very ably analyzes 
how terrorists and insurgents around the world now use legal procedures and 
allegations of legal violations to hobble nations committed to the rule of law. 
While lawfare is generally an asymmetric threat—a tactic of conflict that is 
more effectively employed against developed nations than by them—Kittrie 
also describes emerging ways in which private parties have employed civil litiga-
tion to undermine terrorist organizations and their sponsors. This thorough vol-
ume is mandatory reading for scholars and policy makers in the field of counter 
terrorism.”

Gregory E. Maggs, Professor of Law, The George Washington University Law 
School, and Colonel, Judge Advocate, U.S. Army Reserve
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FOREWORD BY  R. JAMES WOOL SE Y,  JR .

My first introduction to international law was a class with Leon Lipson, a Yale 
professor who started the class with the following line:  “This is the only class 
you’ll take in law school in which there is a reasonable argument that the subject 
does not exist. The reason is that there’s no sheriff.”

In the Wild West, the vacuum caused by the lack of a sheriff was often filled 
by self-appointed lawmen, also known as vigilantes. As one scholar of the period 
put it, “self-constituted courts sprang up,” “‘Judge Colts’ who made their own 
law often graced the frontier bench,” “juries were easily influenced by friends 
or intimidated by foes,” and “law enforcement . . . lagged behind violation of 
the law.”1 In addition, even when sheriffs did nominally exist, they were often 
not upstanding models of the rule of law. Wyatt Earp, Henry Plummer, and Bat 
Masterson, among others, served either simultaneously or alternately as lawmen 
and outlaws.2

Lawfare: Law as a Weapon of War, by Orde Kittrie, provides a fascinating anal-
ysis of how the vacuum caused by the lack of a sheriff is playing out today in the 
international legal arena. Many of the resulting phenomena are reminiscent of 
the Wild West. Lawfare describes foreign courts claiming “universal jurisdiction” 
over crimes allegedly committed by U.S. officials in third countries. It also details 
the International Criminal Court (ICC) claiming its own form of jurisdiction 
over U.S. officials notwithstanding the United States’ refusal to join the ICC.

In addition, decisions by such international organizations and tribunals as 
do exist are largely the result of popularity contests manifested by nonaligned 
movement bloc voting. Meanwhile, international laws are routinely violated by 
many governments and non-state actors. Many of the most egregious violators 
simultaneously seek to sit in judgment of others. For example, the U.N. Human 
Rights Council features many of the world’s worst human rights abusers— 
including the governments of China, Russia, and Saudi Arabia—hypocritically 
passing judgment on the human rights practices of governments with far better 
records.

As Lawfare convincingly illustrates, law is today, for many current and poten-
tial U.S. adversaries, a very useful weapon, wielded to oppress dissidents domes-
tically and advance policy objectives internationally. In a jurisdiction subject to 
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the rule of law, law would serve as a relatively fixed check on power. In a country 
like China or Russia, or in the international arena, which lacks an upstanding 
sheriff, law serves as a malleable instrument of power. Focused as it is on the 
international arena, the book provides numerous, painstakingly documented 
examples of how, in recent decades, both other governments and non-state actors 
have increasingly altered and deployed law both to augment their own power and 
constrain that of the United States and its allies.

However, while Lawfare does an outstanding job of diagnosing the role of law 
in the international arena, its greatest strength lies in its proposed antidotes—its 
balanced and practical recommendations for how the United States and its allies 
should respond. There are several options for how the United States and its allies 
might choose to deal with the absence of an upstanding sheriff and the fact that 
law-flouting rogue states and terrorists are today largely the source of interna-
tional conflict—that is, that because of them, we still live, internationally, in a 
decidedly Hobbesian world.3

One approach might be to ignore our legal obligations as blithely as do our 
adversaries and potential adversaries. However, that would contribute to erod-
ing the good that law does and could do in the international arena and bring us 
down to the level of our opponents; ignoring legal obligations would be beneath 
a country such as ours that prides itself on its values and commitment to the rule 
of law. Lawfare explicitly rejects such an approach. “This book’s recommended 
approach to lawfare,” writes Kittrie, “does not counsel violating either domestic 
or international law, or, as with the torture memos, developing convoluted argu-
ments as to how an unlawful or morally reprehensible course of action can be 
portrayed as lawful.”

A second approach is reflected in the reasoning of some in the United States 
and elsewhere who ignore the evidence that we live in a Hobbesian rather than 
a Lockean world and who insist that the United States must behave as if the 
Taliban, Hamas, and China are all genteel members of a collegial social contract. 
Those who take the second approach focus on holding the United States and its 
allies to standards that go far beyond the requirements of international law while 
ignoring clear-cut violations by our opponents. For example, Lawfare describes 
how various international bodies have ignored the illegality of the practice of 
militants attacking while dressed as civilians or hiding and firing weapons in or 
near schools, houses of worship, homes, and other civilian buildings. Lawfare 
also rejects this second approach.

The book also strikingly contrasts the white-glove, hyperdeferential practice 
of international law by the U.S.  government with the pervasively instrumen-
tal and brass-knuckles approach to U.S.  domestic law of attorneys within the 
United States. As an illustration of the latter, the book quotes Professor Robert 
W. Gordon’s description of the “advocacy ideal,” taught in U.S.  law schools, as 
providing that while attorneys “should not tell outright lies to judges or fabricate 
evidence . . . they may, and if it will serve their clients’ interest must, exploit any 
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gap, ambiguity, technicality or loophole, any not-obviously-and-totally-implau-
sible interpretation of the law or facts,”4 even if the result is a failure to “enforce[] 
the substantive law against its violators.”5 Lawfare notes that “it is surely a pecu-
liarity of U.S. jurisprudence and its practicing attorneys that they, by and large, 
wield law more aggressively against each other than they do against the U.S.’s 
foreign adversaries.”

A third approach for how the United States and its allies might choose to deal 
with the absence of an upstanding sheriff in a Hobbesian world is that advocated 
by Kittrie in Lawfare. The book recommends that the United States and its allies 
comply with their legal obligations while at the same time far more aggressively 
and creatively waging and defending against lawfare—in other words, deploying 
law as a weapon against our adversaries and countering their efforts to use it as a 
weapon against us.

Kittrie makes a compelling case for the benefits of this third approach. His 
book provides numerous remarkable examples of how U.S private sector attor-
neys, and occasionally U.S. government lawyers, have already impactfully waged 
lawfare against U.S. adversaries.

In light of the significant impact of lawfare waged by U.S. actors outside of the 
federal executive branch, readers will be surprised to learn that the U.S. execu-
tive branch is itself largely failing to wage lawfare as systematically as are some 
of our adversaries. For example, the book describes how the People’s Republic 
of China has adopted lawfare as a major component of its strategic doctrine 
and is waging it aggressively and systematically across the maritime, aviation, 
space, cyber, and nonproliferation arenas. Indeed, while this is the first English-
language book to provide an overview of lawfare, the Chinese People’s Liberation 
Army has already published several such books.

Having worked for more than two decades as a private sector litigator, I found 
of particular interest the book’s several case studies of impactful lawfare waged 
by private sector litigators. The most fascinating may be Kittrie’s description and 
analysis of how private sector litigators won a judgment against Iran (and have 
seized some $2 billion in Iranian assets) on behalf of the families of the 241 U.S. 
Marines killed in the 1983 Marine barracks bombing. As the book discusses, 
the U.S.  executive branch never retaliated against Iran for the attack—despite 
quickly acquiring strong evidence that the attack had been orchestrated by Iran. 
A plan to respond by bombing an Iranian base in Lebanon was developed but 
never implemented.

In 1994, more than a decade after the Marine barracks bombing, Secretary of 
Defense Casper Weinberger insisted that “we never had the fidelity on who per-
petrated that horrendous act.”6 George Shultz, who was Secretary of State at the 
time, later criticized the lack of a response, stating: “We may never have the kind 
of evidence that can stand up in an American court of law, but we cannot allow 
ourselves to become the Hamlet of nations, worrying endlessly over whether and 
how to respond.”7
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As the book describes, it was, ironically, in an American court of law, on May 
30, 2003, almost twenty years after the blast, that Iran was finally held account-
able for the Marine barracks bombing. On that day, a U.S. district court judge 
ruled that Iran was responsible for the Marine barracks bombing and awarded 
$2.657 billion in compensation to its victims. In 2008, $2 billion in Iranian 
assets were seized as a result of the verdict. “For despots, taking their money 
away can be more important than dropping a few bombs and killing a few of 
their citizens, about whom they may not care very much,” said Steve Perles, an 
American private sector lawyer who represented the plaintiffs in the Marine 
barracks bombing case.

The book goes on to provide a thoughtful analysis of why so much of the United 
States’ most effective and creative lawfare is being waged not by the U.S. govern-
ment but rather by private sector or other non-governmental attorneys. Kittrie 
describes how economic globalization, the information technology revolution, 
and the continued rigidity of the U.S. government bureaucracy have all in recent 
decades increased the ease and likelihood of effective ideas and implementation 
emerging from private sector and other non-governmental practitioners of law-
fare, rather than from government attorneys.

Kittrie quotes John Hamre, a former Deputy Secretary of Defense who 
became head of CSIS, a Washington, D.C., think tank, putting it simply: “Big 
bureaucracies do not invent new ideas.”8 He also quotes Michele Flournoy, a for-
mer U.S. Under Secretary of Defense for Policy, recently questioning whether 
the United States’ national security decision-making processes are “agile 
enough and responsive enough to . . . keep pace with the speed of the modern 
world.”9 “Sometimes it feels,” said Flournoy, “like our interagency process is 
horribly slow and clunky compared to the demands being placed on it from the 
environment.”10

Having served in the federal government in four different administrations, I am 
not unfamiliar with bureaucratic frustrations. As chairman of the Foundation for 
Defense of Democracies, I have enjoyed the opportunity to advise and participate 
in its efforts to nimbly develop, and implement or encourage implementation of, 
creative new ideas for lawfare against U.S. adversaries. Two of the organization’s 
success stories—regarding Iranian gasoline imports and Iranian dependence on 
the SWIFT (Society for Worldwide Interbank Financial Telecommunications) 
financial transaction system—are detailed in this book, alongside similar case 
studies of creative lawfare waged by other NGOs.

As a former general counsel to the Senate Armed Services Committee, I also 
found very interesting the book’s description of the tensions over private sector 
lawfare between the executive branch, which mostly considers it a bothersome 
interference in its foreign policy prerogatives, and Congress, which keeps passing 
new laws facilitating private sector litigation against state sponsors of terrorism 
and the like. As one analyst put it, “who could vote against . . . the belief in the law 
as the ultimate arbitrator of social justice; the reliance on the rights and energies 
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of the individual; the emotional and moral draw of the common man taking on a 
dictatorial terrorist state in a courtroom showdown.”11

The book explains that notwithstanding the Supreme Court’s ruling in the 
recent case of Zivotofsky v. Kerry, the idea that the President speaks for the nation 
with one voice in dealing with other governments does not square with either the 
Constitution or U.S. practice. Aside from Congress exercising the considerable 
foreign policy powers provided to it in the Constitution, there is an extensive 
record of U.S. states, cities, and non-governmental actors undertaking lawfare-
type actions to influence U.S. foreign policy.

These and other deployments of lawfare are wonderfully described in this 
thoroughly researched, thought-provoking, and compellingly readable book. 
Lawfare is both an invaluable work of scholarship and also a vitally important 
call to action. Both the U.S. government and the broader American legal com-
munity contain tremendous legal expertise. Their failure to engage with lawfare 
systematically, while our adversaries and potential adversaries are doing so, is a 
missed opportunity and is increasingly dangerous. U.S. and allied policymakers 
and lawyers should read this important book and heed its call to action.
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CHAP TER 1

A Conceptual Overview of Lawfare’s 
Meaning, Variety, and Power

Lawfare is “the strategy of using—or misusing—law as a substitute for traditional military 
means to achieve a warfighting objective” 

— Maj. Gen. Charles J. Dunlap, Jr., USAF (ret.)1

Law is becoming an increasingly powerful and prevalent weapon of war.  
 The reasons for this development include the increased number and reach 

of international laws and tribunals, the rise of non-governmental organizations 
(NGOs) focused on law of armed conflict and related issues, the information 
technology revolution, and the advance of globalization and thus economic 
interdependence.

The following are four recent illustrative examples of “lawfare,” the use of law 
as a weapon of war:

• Palestinian Authority (PA) President Mahmoud Abbas wrote in a 2011 
New  York Times op-ed that UN recognition of Palestine as a member state 
“would pave the way for the internationalization of the conflict as a legal 
matter, not only a political one. It would also pave the way for us to pursue 
claims against Israel at the United Nations, human rights treaty bodies and 
the International Court of Justice.”2 Since then, the PA has joined dozens of 
international treaties and organizations, including the International Criminal 
Court. In addition, Palestinian and allied NGOs have filed lawsuits and insti-
gated criminal prosecutions in Europe against companies accused of aiding 
alleged Israeli war crimes by supplying Israel with security technology or con-
struction equipment. Some of these companies have felt compelled to stop 
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doing business with Israel. As the PA advanced its lawfare strategy, the Israeli 
government became so concerned that it decided to trade the release of doz-
ens of Palestinian prisoners who had murdered Israelis in exchange for a nine-
month respite from PA lawfare. Thus, the Palestinian Authority has begun to 
win by “internationalization of the conflict as a legal matter” what it could not 
achieve through either armed force or negotiations.

• A  Russian ship, the MV Alaed, was at sea in June 2012 carrying helicopter 
gunships bound for Syria’s Assad regime. The U.K. wished to stop the ship-
ment but understood that forcibly intercepting a Russian ship could have 
risked World War III. So the U.K.  persuaded the ship’s insurer, London’s 
Standard Club, to withdraw the ship’s insurance.3 As a result, the ship and its 
deadly cargo turned around and returned to Russia.4

• The People’s Republic of China (PRC) has explicitly adopted “legal warfare” 
as a major component of its strategic doctrine and is currently waging it in 
the maritime, aviation, space, cyber, and other arenas. For example, “China 
has,” according to two U.S. Navy attorneys, “recently begun to engage in a 
resourceful legal warfare, or ‘lawfare’ strategy to deny access to its coastal 
seas to warships and aircraft of the United States, Japan, and other countries 
in the region.”5 A Naval War College professor calls this a part of “China’s 
ongoing lawfare strategy to misstate or misapply international legal norms 
to accommodate its anti-access strategy.”6 According to another U.S. Navy 
lawyer, China’s maritime lawfare strategy is “slowly proving effective … . 
[I] f successful, China will have achieved through the use of lawfare what 
it traditionally would have had to achieve almost solely through military 
force.”7

• The Taliban have regularly placed military assets within or around schools, 
religious sites, and hospitals, in hopes of either deterring attacks or, if attacks 
do take place, accusing the United States and its allies of harming innocent 
civilians.8 In response, the United States and its allies have adopted targeting 
standards more stringent than required by international law.9 As U.S. Major 
General Charles Dunlap, Jr., put it, NATO’s creation of restrictions beyond 
what is required by international law “creates for its adversary a substitute for 
conventional military weaponry … . [F] or the Taliban to survive it is not nec-
essary for them to build conventional air defenses; rather, just by operating 
amidst civilians they enjoy a legal sanctuary … that is as secure as any for-
tress bristling with anti-aircraft guns.”10

In recognition of law’s increasing utility as a weapon of war, Dunlap, then a colo-
nel in the U.S. Air Force Judge Advocate General’s Corps, in November 2001 
introduced the term “lawfare” into the mainstream legal and international rela-
tions literature.11 He ultimately defined “lawfare” as the strategy of “using—or 
misusing—law as a substitute for traditional military means to achieve an opera-
tional objective.”12
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Despite the term having been coined by a U.S.  government official, the 
U.S. government has only sporadically engaged with the concept of lawfare. It 
has no lawfare strategy or doctrine, and no office or interagency mechanism that 
systematically develops or coordinates U.S.  offensive lawfare or U.S.  defenses 
against lawfare.

In contrast, the People’s Republic of China (PRC) has adopted the similarly 
defined concept of “legal warfare” as a major component of its strategic doctrine. 
In addition, law has become a preeminent weapon in the Israeli-Palestinian con-
flict, leading the Israeli government to create an office focused on waging and 
defending against lawfare.

The U.S.  government’s lack of systematic engagement with lawfare is a tre-
mendous missed opportunity. Lawfare is not going to entirely or even largely 
replace traditional, kinetic warfare (“shooting warfare”).13 However, many of 
this book’s case studies of impactful lawfare demonstrate that lawfare, deployed 
systematically and adeptly, could in various circumstances save U.S. and foreign 
lives by enabling U.S. national security objectives to be advanced with less or no 
kinetic warfare.

Lawfare is almost always less deadly than traditional warfare. “We have every 
reason to embrace lawfare,” says Phillip Carter, an attorney and former U.S. 
Army officer, “for it is vastly preferable to the bloody, expensive, and destructive 
forms of warfare that ravaged the world in the 20th century.”14 As Carter wryly 
puts it, “I would far prefer to have motions and discovery requests fired at me than 
incoming mortar or rocket-propelled grenade fire.”15

Lawfare is also almost always less financially costly than traditional warfare. 
Lawfare is thus a weapon eminently suitable for the U.S. public’s aversion to casu-
alties and the current U.S. focus on reducing government spending.

Lawfare can sometimes also be more effective than kinetic warfare. “For des-
pots, taking their money away can be more important than dropping a few bombs 
and killing a few of their citizens, about whom they may not care very much,” 
said Steve Perles, an American civil litigator who has, as described in Chapter 3, 
collected hundreds of millions of dollars in U.S. court judgments against state 
sponsors of terrorism.16

In addition, if some portion of warfare can be shifted from kinetic com-
bat to the legal arena, that should be to the United States’ great advantage. 
While the United States does have more sophisticated lethal weapons than do 
its adversaries, its advantage in sophisticated legal weapons has the potential 
to be even greater.17 The United States is a far more law-oriented society, with 
a much higher percentage of its best minds going into the legal field and cre-
atively using law to achieve their objectives than is, say, the PRC. Yet the PRC 
is currently waging lawfare much more diligently and systematically than is 
the United States.

Despite lawfare’s advantages over traditional warfare, little scholarly atten-
tion has been paid to lawfare thus far. This is the first English-language book to 
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provide a broad and systematic overview of “lawfare,” defined here, as Dunlap 
defines it, as “the strategy of using—or misusing—law as a substitute for tradi-
tional military means to achieve a warfighting objective.”18

This chapter, Chapter  1, analyzes lawfare conceptually. Section I  of this 
chapter addresses the definition of lawfare, provides a brief overview of previ-
ous lawfare scholarship, and then discusses this book’s goals, structure, and 
methodology. Section II of this chapter offers a lawfare typology. Section III 
provides an overview of the U.S. approach to lawfare thus far. Section IV, the 
final section of this chapter, analyzes why lawfare’s impact and prevalence are 
increasing.

Each of this book’s seven subsequent chapters focuses on lawfare waged 
by a distinct actor or set of actors:  U.S. NGOs and individuals (Chapter  2); 
the U.S. government (Chapter 3); the PRC (Chapter 4); the PA (Chapter 5); 
Palestinian NGOs and their allies (Chapter  6); Hamas (Chapter  7); and 
Israel (Chapter  8). Each of these chapters uses case studies and other data 
to describe and analyze how and why lawfare has been waged and what the 
consequences have been for the wagers of lawfare, their adversaries, and other 
affected parties.

Chapters 2, 3, 4, 7, and 8 each conclude with a discussion of lessons learned 
and an assessment of how lawfare by the respective actor or set of actors may 
develop in the future. For Chapters 5 and 6 together, the discussion of lessons 
learned and potential future lawfare is contained at the conclusion of Chapter 6. 
The book’s Conclusion highlights key opportunities for next steps in the study 
of lawfare, including by suggesting some ways in which future lawfare research 
could inform legal and international relations scholarship and vice versa.

I. THE MEANING AND STUDY OF LAWFARE

A. The Origins and Def inition of Lawfare

While the concept of law as a weapon of war was first termed “lawfare” in an essay 
by Charles Dunlap, Jr., in November 2001, both the concept and the term preex-
isted Dunlap’s linking of them. The use of law as a weapon of war arguably goes 
back all the way to Hugo Grotius, the “father of international law.” During the 
first decade of the 1600s, European countries, including Grotius’s Holland, were 
competing intensely over the control of seafaring trade routes.19 Portugal was 
attempting to protect its lucrative spice trade by deploying its navy to exclude the 
Dutch East India Company (DEIC) from the Indian Ocean.20 The DEIC hired 
Grotius to devise a theory under which “war might rightly be waged against, 
and prize taken from the Portuguese,” on the grounds that the Portuguese had 
“wrongfully tried to exclude the Dutch.”21

In response to the DEIC’s commission, Grotius wrote his classic book, Mare 
Liberum, first published in 1609, in which he made the case that under the “Law 
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of Nations,” “the sea is common to all” and all nations are free to use it for sea-
faring trade.22 By the 1700s, “most states” had adopted Grotius’s “idea of mare 
liberum—the freedom of the seas.”23 Thus, “Grotius used law to accomplish an 
objective that Dutch military power could not and thereby solidified the concept 
of freedom of the seas in modern international law.”24

Grotius’s success was so striking in part because it predated by some four 
hundred years many of the socioeconomic and technological factors that are 
making law a more powerful and prevalent weapon in twenty-first-century 
conflicts. These factors—which will be discussed in detail in Section IV of this 
chapter—had started to come to the fore by the mid-1990s. Thus, it is not surpris-
ing that during the five years before Dunlap’s essay, a number of international 
legal and policy officials and analysts referred to the increasing power of law as a 
weapon of war, in many senses anticipating his argument—albeit without using 
the term “lawfare.” For example, in 1996, PRC President Jiang Zemin advised a 
group of Chinese international law experts that China “must be adept at using 
international law as a weapon.”25

In 1999, a book titled Unrestricted Warfare, which was written by two PRC 
colonels and published by the PRC military, repeatedly referenced the concept 
of using law as a weapon, sometimes referring to it as “legal warfare.”26 The book 
provided a list of “examples of non-military warfare,” which included “establish-
ing international laws that primarily benefit a certain country.”27 The list also 
included “the use of domestic trade law on the international stage,” which the 
book asserted “can have a destructive effect that is equal to that of a military 
operation.”28

Dunlap’s seminal November 2001 essay, in which he first used the term 
“lawfare,” was framed in part as an explicit response to an influential essay 
from the prior year by David Rivkin and Lee Casey. In their essay, Rivkin and 
Casey asserted that both U.S. allies and adversaries have “chosen to use” inter-
national law “as a means to check, or at least harness, American power.”29 Rivkin 
and Casey pointed to examples including the emerging International Criminal 
Court, with its ability to prosecute U.S. officials for violating international laws 
that are “ambiguous in their meaning and remarkably fluid in their application.”30 
“If the trends of international law in the 1990s are allowed to mature,” warned 
Rivkin and Casey, “international law may prove to be one of the most potent 
weapons ever deployed against the United States.”31

“The good news,” asserted Rivkin and Casey, “is that international law … 
can function as a positive force, capable of promoting a more stable international 
environment and advancing our national interest.”32 In order to achieve this, they 
urged that the United States “actively work to shape international law” as the 
Dutch did in employing Grotius to advocate for the freedom of the seas.33 Rivkin 
and Casey noted that “as the world’s pre-eminent power,” the United States has 
“both the greatest opportunity and the most pressing need to shape international 
law.”34 They recommended that the United States could most effectively seize this 
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opportunity if it were to integrate international law into “American statecraft,” 
“consciously coordinate foreign policy and international law imperatives,” and 
“approach the current problems posed by international law holistically, rather 
than one issue at a time.”35

In contrast with the concept of law as a weapon of war, the word “lawfare” 
seems to have first appeared in 1975 in a paper on mediation by John Carlson 
and Neville Yeomans.36 Expressing concern that the Western legal system had 
become too adversarial, Carlson and Yeomans wrote that “[l] awfare replaces war-
fare and the duel is with words rather than swords.”37 For Carlson and Yeomans, 
lawfare was clearly a portmanteau of—that is, a word whose form and meaning 
are derived from a blending of—the two distinct words “law” and “warfare.”

The “lawfare” portmanteau coined by Carlson and Yeomans seems to have 
gone largely or entirely unnoticed by the international legal and policy arena 
until Dunlap married it in 2001 to the concept of law as a weapon of war. The 
November 2001 essay by Dunlap, then a colonel in the U.S. Air Force JAG Corps, 
both married the concept to the term and vaulted the term “lawfare” into wide 
circulation in the international legal and policy arenas.38

In his essay, Dunlap asserted that “‘lawfare’, that is, the use of law as a weapon 
of war, is the newest feature of 21st century combat.”39 He also offered a second, 
slightly different definition, stating that “lawfare describes a method of warfare 
where law is used as a means of realizing a military objective.”40 In subsequent 
essays, Dunlap adopted a third, and again slightly different definition, defining 
lawfare as “the strategy of using—or misusing—law as a substitute for traditional 
military means to achieve a warfighting objective.”41

It is important to note that all three of these definitions of lawfare are value-
neutral. Defined as such, lawfare is intrinsically neither good nor bad but can, 
as with most other weapons, be “wielded by either side in a belligerency”42 and 
used “for good or bad purposes, depending on the mindset of those who wield 
it.”43 As Dunlap explained in a 2011 article, “lawfare … focuses principally on 
circumstances where law can create the same or similar effects as those ordinar-
ily sought from conventional warmaking approaches.”44 Lawfare, said Dunlap, is 
“simply another kind of weapon, one that is produced, metaphorically speaking, 
by beating law books into swords.”45

In contrast with his later value-neutral definition of the term lawfare, Dunlap’s 
November 2001 essay described lawfare’s impact as largely malign, at least from 
the perspective of U.S.  national security. For instance, he wrote that “there is 
disturbing evidence that the rule of law is being hijacked into just another way 
of fighting (lawfare), to the detriment of humanitarian values as well as the law 
itself.”46 He also said that “foes of the United States” who are “no longer able to 
seriously confront—let alone defeat—America militarily … resort to a strategy 
that can be labeled ‘lawfare.’”47

However, in subsequent essays, Dunlap provided numerous examples of law-
fare having a beneficial impact on U.S.  national security. He noted that many 
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such “uses of ‘legal weapons’… avoid the need to resort to physical violence” 
while being equally or more effective than traditional military means.48 As 
illustrations, Dunlap included “establishing the rule of law”49 in order to secure 
the population from insurgents, and “the use of legal processes to deconstruct 
terrorist financing.”50 As an example of the latter, Dunlap referenced the State 
Department officially designating the Pakistani Taliban as a “foreign terrorist 
organization,” which “has the effect of criminalizing material support provided 
them.”51 Dunlap noted that while attacking the funding of terrorist groups “may 
be called ‘financial warfare’ rather than ‘lawfare’” by some, “it nevertheless 
depends upon legal instruments and methodologies.”52

Dunlap also included targeted trade sanctions as an example of where 
“actions that could be characterized as ‘lawfare’ have been carried out by the 
United States,” noting that such “legal ‘weaponry’ can have effects utterly indis-
tinguishable from those produced by their kinetic analogs.”53 As an illustration, 
during the 2003 invasion of Iraq by the United States, “the Iraqi Air Force found 
itself hobbled by a legal device—sanctions—as effectively as by any outcome 
from traditional aerial combat.”54 “By preventing the acquisition of new aircraft 
as well as spare parts for the existing fleet, Iraqi airpower was so debilitated,” 
said Dunlap, “that not a single aircraft rose in opposition to the coalition air 
armada.”55

As of 2015, “lawfare” is the only term widely used in English to describe the 
concept of law as a weapon of war. However, “lawfare” as defined by Dunlap 
is not the only usage of the term. Before proceeding, it is important to briefly 
address the other leading usages of “lawfare” and why this book adopts Dunlap’s 
definition.

Lawfare:  Hard National Security Choices is the title of a popular blog on 
U.S. national security law issues. The blog is not focused on lawfare as defined 
by Dunlap and this book, but rather addresses “that nebulous zone in which 
actions taken or contemplated to protect the nation interact with the nation’s 
laws and legal institutions.”56 The founders of the blog explained their choice of 
name as follows: “The name Lawfare refers both to the use of law as a weapon of 
conflict and … to the depressing reality that America remains at war with itself 
over the law governing its warfare with others.”57 The blog’s founders explained 
that in titling theirs the Lawfare Blog, they adopted “[t] his latter sense of the 
word—which is admittedly not its normal usage.”58

In addition, while both Dunlap and this book define lawfare to have neu-
tral connotations, that is, “using—or misusing—law as a substitute for tradi-
tional military means to achieve a warfighting objective,” some commentators 
define lawfare as carrying solely negative connotations. For instance, an advo-
cacy group called the Lawfare Project asserts that lawfare denotes “the abuse of 
Western laws and judicial systems to achieve strategic military or political ends” 
and insists that lawfare “must be defined as a negative phenomenon to have any 
real meaning.”59
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In light of the somewhat confusing variety of other usages and definitions 
of “lawfare,” this author briefly considered coining a new portmanteau for law 
as a weapon of war, say “juriscombat.” However, in a nod to Dunlap, the author 
decided to stick with “lawfare.”

This book is principally about the use of law as a weapon of war (rather than, 
for example, about the evolving use of the term lawfare). As this book will illus-
trate, law is an increasingly powerful yet understudied weapon of war. The book 
aims to shed light on the phenomenon. In doing so, the book will use the term 
“lawfare” as shorthand for “the use of law as a weapon of war,” matching the term 
with the concept and ascribing to them the same meaning as Dunlap did.

In identifying examples of lawfare, the book will focus on both effects and 
intention. In order to qualify as lawfare, an action must therefore meet two 
tests: (1) the actor uses law to create the same or similar effects as those tradi-
tionally sought from conventional kinetic military action—including impacting 
the key armed force decision-making and capabilities of the target; and (2) one 
of the actor’s motivations is to weaken or destroy an adversary against which the 
lawfare is being deployed.

The second test, inspired by a Merriam-Webster definition of warfare,60 is 
designed to exclude from the definition of lawfare actions such as a scholar or 
organization advocating a new international law or interpretation for purposes 
that do not include weakening or destroying a particular state or non-state actor 
or actors. Although intent is notoriously difficult to discern, it is nevertheless a 
key element of many domestic and international crimes. If guilt or innocence of 
a criminal offense, with the accompanying stigma and punishment, can turn on 
the actor’s intent, it seems reasonable that whether or not an action qualifies as 
lawfare, a value-neutral act, can also turn on the actor’s intent.

The book uses the term “lawfare” in recognition of Dunlap’s pioneering work 
on the topic of law as a weapon of war and because “lawfare” remains the only term 
widely used in English to describe the concept. The book ascribes neutral conno-
tations to the concept and term because the author believes, as does Dunlap, that 
there is clear value in having a neutral term to describe the use of law as a weapon 
of war, while simultaneously being able to label some, but not all, uses of lawfare 
as “illicit lawfare.” Ascribing neutral connotations to the concept is also consis-
tent with the Chinese term falu zhan (most directly translated as “legal warfare”), 
which is a major component of the PRC’s strategic doctrine, and is used in China’s 
relatively advanced literature on the use of law as a weapon of war.

B. A Brief Overview of the Lawfare Literature

The existing English language literature about lawfare, defined as the use of law 
as a weapon of war, is still relatively thin. To this author’s knowledge, there has 
been only one major scholarly conference on lawfare: the Lawfare! conference, 
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conducted at the Case Western University School of Law in September 2010, 
which posed the threshold question of whether lawfare is a useful concept from 
a scholarly perspective. Based on the proceedings, the conference organizer, 
Professor Michael Scharf, concluded that “‘lawfare’ is a potentially powerful con-
cept that reflects the importance of law in the conflicts of the 21st Century.”61 The 
author of this book participated in the conference, and his article titled Lawfare 
and U.S. National Security is included in a journal issue dedicated to the confer-
ence,62 which is the only existing English-language, book-length scholarly treat-
ment of the concept of lawfare.

Other than the Case Western journal issue and the several articles in which 
Dunlap defines (and then updates his definition of) lawfare,63 the most signifi-
cant grouping of American scholarly articles explicitly addressing lawfare (or the 
concept of law as a weapon of war) is a series of essays by U.S. Navy attorneys 
about Chinese maritime lawfare.64

There are also a handful of books focused on particular case stud-
ies, or other narrow slices, of lawfare. For example, Lawfare:  Use of 
the Definition of Aggressive War by the Soviet and Russian 
Federation Governments (2010), by Christi Bartman, focuses narrowly 
on the use of the definition of aggressive war by the Soviet and Russian gov-
ernments. Israel and the Struggle Over the International Laws of 
War (2012), by Peter Berkowitz, focuses on two case studies relating to Israeli 
defensive warfare. Lawfare:  The War Against Free Speech:  A  First 
Amendment Guide for Reporting in an Age of Islamist Lawfare 
(2011), by Brooke M.  Goldstein and Aaron Eitan Meyer, focuses on advis-
ing journalists about how to protect themselves against what the book calls 
“‘Islamist lawfare,’ the use of the law as a weapon of war to silence and pun-
ish free speech about militant Islam, terrorism and its sources of financing.” 
Lawfare: The Colombian Case (2012), by Juan M. Padilla, focuses on the 
use of lawfare by non-state actors in Colombia.65

The closest English-language analog to this book in scope is probably the 
superb Treasury’s War, a history of U.S.  financial lawfare by Juan Zarate. 
Zarate served in the George W.  Bush administration as Assistant Secretary of 
the Treasury for Terrorist Financing and Financial Crimes, and later as Deputy 
National Security Adviser for Combating Terrorism. Zarate’s book covers some 
of the same ground as this book’s chapter on U.S. financial lawfare against Iran. 
However, there is very little overlap between Treasury’s War and the other 
seven chapters of this book.

As described in more detail in this book’s Chapter 4 (on PRC lawfare), there 
are currently more books in Chinese that broadly address lawfare than there 
are in English. Over the last decade, the PRC’s People’s Liberation Army has 
published at least three books that broadly address falu zhan.66 For example, 
Analysis of 100 Cases of Legal Warfare (2004), coauthored by leading 
Chinese jurist Cong Wensheng, describes and analyzes one hundred case studies 
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of other countries, including the United States, using lawfare. Legal Warfare 
in Modern War (2005), by Xun Hengdong, an attorney who is a high-ranking 
military officer, asserts and explains how the law of armed conflict should be 
treated not as an inviolable set of rules but rather as a weapon to achieve vari-
ous objectives.67 A PLA text titled Under Informatized Conditions: Legal 
Warfare (2007) defines its topic, “legal warfare,” to include “activities con-
ducted by using the law as the weapon.”68 Unfortunately, none of these books 
are publicly available in English, beyond relatively short quotations that have 
appeared in translation in various scholarly articles.

C. This Book’s Goals, Structure, and Methodology

In this initial chapter, the book discusses and analyzes lawfare holistically. 
Each of the following seven chapters focuses on lawfare waged by a particu-
lar actor or set of actors. The protagonists were selected with an eye toward 
what the author considers to be the twenty-first century’s most sophisticated, 
educational, impactful, and potentially precedent-setting lawfare deployments 
thus far. Lawfare waged by U.S. NGOs and individuals, the topic of Chapter 2, 
was selected because of its remarkable impact, creativity, and variety. The 
U.S.  government’s deployment of financial lawfare against Iran, the topic of 
Chapter 3, was selected because that has been the U.S. government’s most sys-
tematic, sustained, and impactful deployment of lawfare thus far. The PRC’s 
coordinated deployment of lawfare across the maritime, space, aviation, and 
nonproliferation arenas, the topic of Chapter 4, was selected because the PRC 
is the United States’ leading rival for global primacy, and its lawfare in these 
arenas illustrates the PRC’s comparatively more systematic and coordinated 
approach to lawfare.

Chapters  5 through 8 focus on wagers of lawfare in the Israeli-Palestinian 
conflict. Much as the Spanish Civil War served as a testing ground for weapons 
and tactics subsequently used in World War II,69 the Israeli-Palestinian conflict 
is foreshadowing lawfare strategies and tactics that will inevitably be replicated 
in other conflicts. In light of the cutting-edge intensity, sophistication, and inter-
play of lawfare in the Israeli-Palestinian conflict, this book includes four chapters 
on lawfare in that conflict—one each on lawfare as waged by the PA, Palestinian 
NGOs and their allies, Hamas, and Israel.

While the book is far more wide-ranging than any previous English language 
book about lawfare, it is not meant to be either a comprehensive history or a com-
prehensive theoretical analysis of lawfare. Rather than seeking to catalog every 
case, or even every interesting case, of lawfare, the author decided to dig into a 
selection of cases that seemed to him to be particularly significant or indicative 
of lawfare’s current state and future prospects.
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Reflecting its pioneering nature, the book is designed to spur discussion and 
encourage further analysis by other authors. With regard to its case studies, the 
author has, wherever possible, relied on and cited to primary sources, including 
especially actual court filings rather than news media summaries. In order to 
facilitate future research by other scholars, the book is heavily endnoted, with 
the notes including links to those court filings and other primary documents the 
author was able to find online.

Some of the case studies include information derived from interviews. Because 
of the sensitivity of the lawfare deployments, many of which are ongoing, several 
interviewees (in particular government officials) were willing to be identified 
only on background (i.e., identified only by affiliation), and several others were 
willing to be interviewed only on deep background (i.e., not quoted or identified 
in any manner).70

II. A LAWFARE TYPOLOGY

Lawfare has thus far predominantly taken two interrelated forms:  (1)  “instru-
mental lawfare”—the instrumental use of legal tools to achieve the same or simi-
lar effects as those traditionally sought from conventional kinetic military action; 
and (2) “compliance-leverage disparity lawfare”—lawfare, typically on the kinetic 
battlefield, which is designed to gain advantage from the greater influence that 
law, typically the law of armed conflict, and its processes exerts over an adversary.

This book focuses largely on the first of these forms. As the book will illustrate, 
a vast range of actors—from international organizations to sovereign states to 
individual activists—have engaged in, and seem likely to in the future engage in, 
the instrumental use of legal tools to achieve the same or similar effects as those 
traditionally sought from conventional kinetic military action. Instrumental 
lawfare has been waged, and could in the future be waged, using a great variety 
of laws and forums, ranging from international laws in international forums to 
sub-national laws in sub-national forums. Instrumental lawfare is characterized 
by its remarkable variety and lends itself to exceptional creativity. It is also the 
type of lawfare that will typically be waged by Western state actors and Western 
non-state actors.

In contrast, a smaller set of actors are in position to take lawfare actions 
designed to gain advantage from the greater influence that law and its processes 
exerts over an adversary. Such compliance-leverage disparity lawfare is neces-
sarily waged by state or non-state actors against adversaries over which law has 
significantly greater leverage or which otherwise feel more compelled to comply 
with the relevant type or provision of law.

For example, on the kinetic battlefield, such compliance-leverage disparity 
tactics typically have been used by terrorist groups and other non-state actors 
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against Western state actors. As briefly discussed in Section II.B below, these 
battlefield tactics have been used to substantial effect by non-state actors includ-
ing the Islamic State of Iraq and Levant (the Islamic State), Hamas, the Taliban, 
and Colombian rebel groups, and have received considerable media attention. 
Chapter  4 of this book provides an example of compliance-leverage disparity 
lawfare being waged in an arena outside of the kinetic battlefield. It describes 
the PRC’s long history of gaming the international legal system by entering into 
legally binding nuclear nonproliferation obligations with which its rivals (includ-
ing the United States, Japan, and South Korea) tend to comply, while China 
secretly violates those obligations by providing nuclear technology to its allies, 
often through proxies. While this book focuses less attention on compliance-
leverage disparity lawfare than on instrumental lawfare, both are important and 
worthy of further study.

A. The Instrumental Use of Legal Tools

1. Types of Actors That Can Wage Instrumental Lawfare

This book provides examples of instrumental lawfare waged by:

• International organizations, including the Arab League and the European 
Union;

• Sovereign states, including Israel, the PRC, and the United States;
• Quasi-sovereign states, including the Palestinian Authority;
• U.S. states, including California, Florida, Massachusetts, and New York;
• U.S.  cities, including Berkeley, California; Cambridge, Massachusetts; and 

New York City;
• Militias, including Hamas and Hezbollah;
• Advocacy networks and non-governmental organizations, including Al-Haq; 

the Boycott, Divestment, and Sanctions movement; the Foundation for Defense 
of Democracies; the Palestinian Centre for Human Rights; Shurat HaDin; the 
Sudan Divestment Task Force; and United Against Nuclear Iran; and

• Individual activists, such as Raphael Lemkin, and individual litigators, such 
as Gary Osen and Steven Perles.

2. Types of Laws and Forums That Can Be Used for Instrumental Lawfare

Instrumental lawfare can be waged using legal tools including international, 
national, and sub-national laws and forums, and different combinations thereof. 
The book includes the following varieties (with a salient example provided 
for each).
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a. Using International Laws in International Forums

• Creating new international laws designed to disadvantage an adversary. For 
example, the Arab League successfully advocated insertion into the ICC 
statute of an offense designed to make a war crime out of Israeli settlements. 
This new international law proscribes settlements Israel believes serve its 
security needs, puts Israeli officials at risk of ICC prosecution, and serves as 
ammunition for lawfare steps in other fora. (Further details are provided in 
Chapter 5.)

• Reinterpreting existing international laws so as to disadvantage an adversary. The 
PRC is engaged in various initiatives to reinterpret in its favor the law of the 
sea, space law, and cyberlaw. If the PRC succeeds, the reinterpretations will 
considerably tilt future maritime, space, and cyber battlefields in favor of the 
PRC. (Chapter 4)

• Generating international law criminal prosecutions in international tribunals. 
The PA has joined the International Criminal Court and is acting to instigate 
prosecutions of Israeli officials for alleged war crimes relating to combat in 
Gaza and settlements in the West Bank. Israel was so concerned about the 
prospect of the PA joining the ICC that it released seventy-eight Palestinian 
prisoners, many of them convicted of murdering Israeli civilians, in exchange 
for the PA refraining for eight months from joining the ICC and other interna-
tional organizations and treaties. (Chapter 5)

• Using international law to generate intrusive and protracted investigations by 
international organizations. The BDS (boycotts, divestment, and sanctions) 
movement generated a seventeen-month-long U.K. government investigation 
of G4S, a British vendor of security technology to Israel. The BDS complaint 
had asserted that G4S had contributed to alleged Israeli war crimes, in viola-
tion of guidelines issued by the Organization for Economic Cooperation and 
Development. The investigation contributed to G4S announcing its with-
drawal from future business in Israel. (Chapter 6)

• Generating international organization votes to disadvantage an adversary. The 
PA and its allies successfully campaigned for passage of the U.N. General 
Assembly resolution that granted non-member observer state status to 
Palestine. The new status, as well as other provisions of the resolution, 
strengthened Palestine’s claim to statehood and the legal rights that come 
with it without the PA having to make any concessions to Israel or defeat it on 
the kinetic battlefield. (Chapter 5)

• Generating international law advisory opinions in international forums. Arab 
states successfully campaigned for a General Assembly resolution request-
ing an International Court of Justice (ICJ) Advisory Opinion on the legal 
consequences of the construction by Israel of a security barrier separating it 
from much of the West Bank. The resulting Advisory Opinion declared both 
the security barrier and Israel’s West Bank settlements to be in violation of 
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international law. Despite assertions by Israeli officials and admissions by 
Hamas leaders that the security barrier hindered suicide bombing attacks 
against Israel, the ICJ concluded that Israel is “under an obligation” to dis-
mantle the barrier. The ICJ’s Advisory Opinion was the basis for subsequent 
actions in European courts against companies doing business with the settle-
ments. (Chapter 5)

b. Using International Laws in National Forums

• Using international law as grounds for “universal jurisdiction” prosecutions of 
third-country officials in national courts for alleged war crimes. Iraqis brought 
“universal jurisdiction” prosecutions in Belgian courts against then Secretary 
of Defense Donald Rumsfeld and Secretary of State Colin Powell for alleg-
edly committing war crimes in Iraq. After Rumsfeld threatened to withdraw 
NATO from Belgium, the law was changed and the prosecutions eliminated. 
However, many other countries still have such laws on their books, and former 
President George W. Bush cancelled a 2011 trip to Switzerland amid threats of 
legal action against him there for alleged mistreatment of suspected militants 
at Guantanamo. (Chapter 1)

• Using international law as grounds for criminal prosecutions of domestic com-
panies in national courts for alleged war crimes. A Palestinian NGO generated 
a Dutch criminal investigation of the Dutch company Riwal for war crimes 
allegedly committed by Riwal’s rental for sixteen days to Israel of equipment 
that Israel used in constructing the separation fence and settlements in the 
West Bank. The complaint referenced the ICJ’s Advisory Opinion that the 
fence and settlements violated international law. The investigation lasted 
three years, included Dutch police raids of Riwal headquarters and officials’ 
homes, and concluded without prosecution only after Riwal halted all activi-
ties anywhere in Israel. (Chapter 6)

• Using international law as a defense to criminal prosecutions in national courts. 
BDS activists twice broke into and damaged a Raytheon facility in Northern 
Ireland. Both times, they were acquitted after asserting as their defense that 
Raytheon supplies arms to Israel and that they were acting to prevent alleged 
Israeli war crimes against the people of Gaza and Lebanon. Citing the acquit-
tals, Raytheon closed the facility. (Chapter 6)

c. Using National Laws in National Forums

• Creating new national laws designed to put foreign vendors of strategic products to 
a choice between one’s own market and that of an adversary. A U.S. law in 2010 
put foreign companies to a choice between providing gasoline to Iran and 
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sanctions, including exclusion from the U.S. market. As a result, the United 
States managed to reduce Iran’s gasoline imports as much as 90 percent with-
out intercepting a single tanker or firing a single shot. (Chapter 2)

• Creating new national laws enabling lawsuits against terrorist groups, their mate-
rial supporters, and their state sponsors. Stephen Flatow, the attorney father of 
a victim of Iranian-sponsored terrorism, successfully advocated for several 
amendments to U.S. law that enabled his subsequent successful lawsuit hold-
ing Iran accountable for his daughter’s death. These amendments also facili-
tated numerous successful lawsuits by other plaintiffs against Iran and other 
state sponsors of terrorism including Cuba, Iraq, Libya, North Korea, and 
Syria. (Chapter 2)

• National legislature actions other than passing new laws. The mere prospect of 
either new legislation or implementation of existing legislation can some-
times be enough to have an impact. Eight members of the U.S. Congress 
sent a letter to the U.S. Export-Import Bank in 2008 asking it to review over 
$900 million in loan guarantees for Reliance Industries, an Indian company 
that was providing 10 percent of Iran’s monthly gasoline consumption. On 
the first trading day after the letter was featured in the Indian press, shares in 
Reliance Industries dropped by over $1 billion on the Indian stock exchange. 
Reliance soon stopped supplying gasoline to Iran. In addition, the U.S.  law 
that in 2010 required all foreign companies to choose between providing 
gasoline to Iran and exclusion from the U.S. market had a significant effect 
on gasoline exports to Iran even before enactment, with different companies 
halting their exports at different stages of the bill’s progress toward passage. 
(Chapter 2)

• National government criminal prosecutions of organizations that fund terrorist 
groups. The U.S. government criminally prosecuted the Holy Land Foundation 
and several individuals for providing material support to Hamas. The pros-
ecutions resulted in the imprisonment of several leading Hamas funders, con-
tributed to the closure of the Holy Land Foundation, and helped significantly 
reduce Hamas fundraising in the United States. (Chapter 2)

• National government criminal or civil enforcement actions against banks that pro-
vide financial services to rogue states or terrorist groups. The U.S. government 
mounted a campaign of enforcement actions to discourage foreign banks from 
transacting with Iran and other rogue states. During the Obama administra-
tion’s multiyear campaign to halt Iran’s nuclear weapons program without 
bombing it, “the Treasury Department became Mr. Obama’s favorite non-
combatant command.”71 The U.S. government’s enforcement efforts resulted 
in most of the world’s top financial institutions halting or dramatically reduc-
ing their transactions with Iran. Iran’s total foreign currency reserves dropped 
by as much as $110 billion, and the value of Iran’s currency dropped by more 
than 50 percent. This economic pressure helped coerce Iran to make conces-
sions regarding its nuclear program. (Chapter 3)
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• National permitting processes. Shurat HaDin, an Israeli NGO, persuaded mari-
time insurers to stop insuring ships in a flotilla poised to sail to Gaza from 
Greece, then formally notified the Greek government that the ships had lost 
their insurance. The Greek officials confirmed the lack of insurance and pro-
hibited the ships from sailing. (Chapter 8)

• Civil lawsuits holding state sponsors of terrorism liable for terrorist acts against 
civilians. A lawsuit in a U.S. federal court by three families of Brothers to the 
Rescue pilots shot down by the Cuban Air Force resulted in a $187.6 million 
judgment against Cuba. The families collected on the judgment by seizing 
$96.7 million in Cuban assets in the United States. (Chapter 2)

• Civil lawsuits holding terrorist states liable for servicemen’s deaths. A lawsuit was 
brought against Iran in a U.S. court on behalf of victims and family members 
of victims of the 1983 Iranian-sponsored bombing of the U.S. Marine bar-
racks in Beirut. In this and subsequent similar cases, Iran was ordered to pay 
over $9 billion to the barracks bombing victims. The plaintiffs succeeded in 
freezing some $2 billion in Iranian government funds when the U.S.  gov-
ernment alerted them to the funds’ location in a New  York bank account. 
(Chapter 2)

• Civil lawsuits holding organizations and individuals that fund foreign terrorist 
groups liable for the groups’ terrorist acts. A lawsuit in a U.S. court resulted in a 
$156 million judgment against several U.S.-based funders of Hamas on behalf 
of the family of a seventeen-year-old U.S. citizen killed by Hamas. The lawsuit 
and verdict helped shut down the Hamas fundraising network in the United 
States, contributed to U.S. executive branch action against the network, and set 
a precedent that has deterred other fundraising for terrorists and spurred a num-
ber of subsequent lawsuits against material supporters of terrorism. (Chapter 2)

• Civil lawsuits holding banks that provide financial services to terrorist groups lia-
ble for the groups’ terrorist acts. A lawsuit in a U.S. court resulted in Arab Bank 
being held liable for damages suffered by victims and family members of vic-
tims killed or injured in terrorist attacks by Hamas. The amount of damages, 
to be set after this book goes to press, was estimated to be around $1 billion. 
The verdict was expected to set a precedent that would deter other banks from 
providing financial services to terrorist groups and spur subsequent lawsuits 
against such providers. (Chapter 2)

• Civil lawsuits targeting multinational companies for their activities in third coun-
tries. Shurat HaDin threatened that maritime insurers would be sued and held 
liable in U.S. courts for Hamas terrorist acts if they provided material support 
to Hamas by insuring boats departing from Greece to breach the Gaza block-
ade. As noted above, the insurers pulled their coverage, and the flotilla was 
prevented from departing. (Chapter 8)

• Non-governmental organizations “naming and shaming” companies for run-
ning afoul of national law. United Against Nuclear Iran has systematically 
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uncovered and publicized information about companies doing business with 
Iran in violation of U.S. sanctions. According to the New York Times, “compa-
nies frequently respond by cutting ties with Iran.”72 (Chapter 2)

d. Sub-national Laws in Sub-national Forums

• Sub-national legislation. At least twenty-four states (including most of the 
largest ones) divested from, and six states prohibited public contracts with, 
foreign companies with substantial investments in Iran’s energy sector. State 
pension funds control about $2.7 trillion in total investments and oversee 
more than $1.7 trillion in spending each year. This economic pressure con-
tributed to coercing Iran to make concessions regarding its nuclear program. 
(Chapter 2)

• Sub-national executive discretion. Minnesota Governor Tim Pawlenty threat-
ened to block state infrastructure subsidies and perhaps even construction 
permits unless Essar, a prospective investor in Minnesota, withdrew from 
investing $5 billion in building a refinery in Iran. Essar promptly with-
drew from the Iranian investment. This economic pressure helped sustain 
Iran’s vulnerable dependence on importing refined petroleum and contrib-
uted to coercing Iran to make concessions regarding its nuclear program. 
(Chapter 2)

• Sub-national civil enforcement actions against banks that provide financial ser-
vices to rogue states or terrorist groups. Enforcement action by the New York 
State Department of Financial Services (NYDFS) against London-based 
Standard Chartered Bank for providing prohibited financial services to Iran 
resulted in a $640 million penalty, a NYDFS monitor being installed inside 
the Bank, and the Bank exiting lines of business at high risk for Iranian trans-
actions. In another case relating to transactions with Iran, the NYDFS report-
edly used its leverage to insist that BNP Paribas fire thirteen senior employees. 
(Chapter 3)

B. Compliance-Leverage Disparity Lawfare

The second major type of lawfare is lawfare designed to gain advantage from the 
greater leverage that international law and its processes exert over an adversary. 
This subsection includes detailed analysis of the following:  (1)  compliance-
leverage disparity lawfare on the kinetic battlefield, (2)  the definition of 
compliance-leverage disparity lawfare, (3) factors that contribute to compliance-
leverage disparity lawfare, and (4) compliance-leverage disparities and lawfare 
outside the kinetic battlefield.
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1. Compliance-Leverage Disparity Lawfare on the Kinetic Battlefield

In his 2001 article on lawfare, Dunlap provided the example of battlefield tac-
tics, deployed by U.S.  adversaries including the Taliban, which were designed 
to “make it appear that the U.S.” was waging war in violation of the law of armed 
conflict.73 Dunlap suggested that these tactics were designed to achieve two main 
objectives:  (1)  to cause U.S.  armed forces to self-impose restraints that would 
render them less effective, and (2) to erode the American public’s will to fight by 
making it appear that the United States was waging war in violation of the law of 
armed conflict.

On the kinetic battlefield, the same enemy act can accomplish both objec-
tives.74 For example, in June 2007, Taliban fighters fired at NATO forces while 
the Taliban fighters were positioned among civilians.75 On this occasion, NATO 
forces fired back, and were heavily criticized for the resulting civilian deaths.76 
Australia’s foreign minister, Alexander Downer, responded to the criticism by 
asserting that “the Taliban … make every effort to cause civilian casualties and 
to create situations where we might not be able to avoid civilian casualties.”77 
Despite Downer and others holding the Taliban responsible for the civilian casu-
alties, a NATO spokesman subsequently announced that its forces “would not 
fire on positions if it knew there were civilians nearby.”78

A year later, the Washington Post reported that the Taliban were continuing 
to win “propaganda points by quickly denouncing and sometimes exaggerating 
the civilian deaths” that resulted from NATO airstrikes.79 Brigadier General 
Richard Blanchette, chief spokesman for NATO’s 53,000 troops in Afghanistan, 
responded that, “If there is the likelihood of even one civilian casualty, we will 
not strike, not even if we think Osama bin Laden is down there.”80

According to Dunlap, the former Deputy Judge Advocate General of the Air 
Force, by creating such “restrictions beyond what the law of armed conflict would 
require,” NATO “encourage[d]  the Taliban to shield themselves from air attack by 
violating the law of armed conflict through embedding themselves among civil-
ians.”81 “This permits a form of lawfare,” said Dunlap, “where NATO’s adherence 
to its own rules … creates for its adversary a substitute for conventional military 
weaponry.”82 “For the Taliban to survive,” said Dunlap, “it is not necessary for 
them to build traditional air defenses; rather, just by operating amidst civilians, 
they enjoy a legal sanctuary created by NATO’s own self-imposed restrictions 
that is as secure as any fortress bristling with anti-aircraft guns.”83

These actions by the Taliban clearly violated the law of armed conflict. The 
placement of military assets in or around noncombatant facilities, so as to deter 
attacks, is a violation of articles 51 and 58 of Additional Protocol I to the Geneva 
Conventions, both of which are considered to be norms of customary interna-
tional law.84 Thus, the Taliban violated these provisions of the law of armed con-
flict in an effort to draw U.S. forces into taking steps that could be portrayed by the 
Taliban and others as violating another requirement of the law of armed conflict, 
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namely, to distinguish between the civilian population and combatants and to 
direct operations only against military objectives. This requirement is princi-
pally set forth in article 48 of Additional Protocol I to the Geneva Conventions 
and is also considered to be a norm of customary international law.85

These Taliban lawfare tactics succeeded in causing U.S. armed forces to self-
impose restraints that would render them less effective. The tactics also contrib-
uted to eroding popular support for the war by making it appear that the United 
States was waging war in violation of the law of armed conflict. It comes as no 
surprise, then, that “provoking or exploiting civilian casualties” became a “prin-
cipal strategic tactic of the Taliban,” as Secretary of Defense Gates put it in May 
2009.86

The Taliban are not the only U.S.  adversary to engage heavily in the use of 
kinetic battlefield tactics designed to gain advantage from the greater leverage 
that the law of armed conflict and its processes exert over the United States. 
For example, according to a detailed briefing by the U.S. Defense Department, 
the Iraqi military under Saddam Hussein engaged in such tactics during both 
the 1991 and the 2003 Gulf Wars.87 During the 2003 Gulf War, the Iraqi mili-
tary “regularly placed air defense missile systems … in and around civilian 
areas, including parks, mosques, hospitals, hotels,” and “crowded shopping dis-
tricts.”88 “This is a well-organized, centrally managed effort,” said the Defense 
Department, “and its objectives are patently clear: preserve Iraq’s military capa-
bilities at any price, even though it means placing innocent civilians and Iraq’s 
cultural and religious heritage at risk, all in violation of the fundamental principle 
that civilians and civilian objects must be protected in wartime.”89

Most recently, the Islamic State has engaged in such lawfare on the kinetic 
battlefield. According to a New  York Times article in May 2015, “Islamic State 
troops … appear[ed] to be taking advantage of the restrictions” the U.S. military 
had imposed on itself to minimize civilian harm and accusations of war crimes 
violations, “as the militants increasingly fight from within civilian populations to 
deter attack.”90

As an example, the Times noted that “American intelligence analysts have 
identified seven buildings in downtown Raqqa in eastern Syria as the main 
headquarters of the Islamic State.”91 However, because the Islamic State chose 
to locate its headquarters in a civilian area, “the buildings have gone untouched 
during the 10-month allied air campaign.”92 In addition, when “convoys of heav-
ily armed Islamic State fighters paraded triumphantly through the streets of the 
provincial capital Ramadi in western Iraq after forcing Iraqi troops to flee,” their 
decision to hold the parade in civilian neighborhoods meant that “they rolled on 
unscathed by coalition fighter-bombers.”93

As of May 2015, Islamic State “fighters mingle[d]  with civilians more than 
ever,” resulting in three out of every four allied air missions returning to “base 
after failing to find a target they were permitted to hit under strict rules of 
engagement designed to avoid civilian casualties.”94 While U.S. officials were 
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“not striking significant—and obvious—Islamic State targets out of fear that 
the attacks will accidentally kill civilians”95 among whom Islamic State fight-
ers had positioned themselves, the Islamic State was conquering cities and 
purposefully massacring and raping hundreds of the civilians it captured in 
them.96

2. Compliance-Leverage Disparity Definition

In the phrase “compliance-leverage disparity lawfare,” “compliance” refers to 
compliance with law (and not, for example, “compliance” with the demands of an 
adversary).97 “Compliance,” as it is meant here, is defined according to Professor 
Oran Young’s suggestion that “compliance can be said to occur when the actual 
behavior of a given subject conforms to prescribed behavior, and non-compliance 
or violation occurs when actual behavior departs significantly from prescribed 
behavior.”98 The term “compliance pull” has been used regularly in the legal and 
international relations literature on compliance.99 For example, Thomas Franck 
equated the compliance pull of a law with its legitimacy,100 which he defined as 
“the capacity of a rule to pull those to whom it is addressed toward consensual 
compliance.”101

In contrast, the term “compliance-leverage disparity” is not designed to 
address the phenomenon of some laws exerting more general compliance pull 
than other laws. Rather, it is designed to address the phenomenon of law and its 
processes (or particular laws and their processes) having greater leverage over 
some state or non-state actors (including individuals) rather than over others. 
This book defines “compliance leverage” as the leverage which law and its pro-
cesses (or particular laws and their processes) exert, over a particular actor, in the 
direction of compliance.

3. Compliance-Leverage Disparity: Contributing Factors

There are several factors that can substantially contribute to the different lever-
age that law and its processes (or particular laws and their processes) exert over 
some actors as opposed to others. The resultant compliance-leverage disparities 
can create opportunities for a lawfare practitioner or risks for a potential lawfare 
target. As a result, potential lawfare practitioners and targets can both benefit 
from a detailed understanding of these factors and how they contribute to com-
pliance leverage disparities.

This book’s analysis, in Chapters  5 and 7, of Hamas engagement with law-
fare provides a concrete example of some of these factors at work. As Chapter 7 
describes in detail, the compliance-leverage disparity lawfare tactic of position-
ing fighters and weapons among civilians was used extensively by Hamas in the 
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2014 Gaza War against Israel. Similar to the Taliban, Hamas deliberately violated 
the law of armed conflict in a manner that was designed to, and did, elicit alleged 
Israeli violations of the law of armed conflict.

Chapter 5 provides a detailed analysis of Hamas’s late 2014 decision to concur 
in PA accession to the ICC, despite the fact that Hamas has been more clearly in 
violation of the ICC statute than is either the PA or Israel. Chapter 5’s findings 
seem applicable to why other actors, including the Taliban, the Islamic State, and 
Saddam Hussein, have deliberately violated the law of armed conflict in a man-
ner that was designed to, and did elicit alleged violations by Western adversaries 
of the law of armed conflict. In contrast with U.S.  and other NATO or Israeli 
officials, who may feel ashamed, stigmatized, and placed at risk by accusations 
of war crimes, the law of armed conflict and its processes currently exert little to 
no leverage over Hamas. The following subsections, which draw on Hamas and 
other examples, identify and analyze the specific factors that can contribute to 
such compliance-leverage disparities.

a. Differing Ideologies Regarding Compliance with Law

Different political and legal cultures and subcultures can vary in their general 
ideological senses of obligation to comply with law102 (or a relevant particular 
type of law). Professor Tom Tyler and others refer to the propensity of a particu-
lar society’s members to “abide by the laws” as “law abidingness.”103

Disparities in this regard are illustrated by comparison between the painstak-
ingly law-abiding practices of the U.S. military and the dismissive practices of at 
least some of its adversaries.

U.S. Defense Department policy requires that all military operations be con-
ducted in strict accordance with applicable international law.104 According to 
the relevant Department of Defense directive, “It is DoD policy that … mem-
bers of the DoD Components comply with the law of war during all armed 
conflicts, however such conflicts are characterized, and in all other military 
operations.”105

Similarly, the U.S. Army’s Operational Law Handbook states that “Department 
of Defense (DOD) policy is to comply with the LOAC [law of armed conflict] … . 
[E] very soldier, sailor, airman, marine, and all others accompanying U.S. forces 
must comply with the LOAC.”106 The Handbook also specifies regarding LOAC 
that Judge Advocates “must advise commanders and U.S.  forces to follow its 
requirements exactly.”107 In addition, it states that “soldiers not only must avoid 
committing LOAC violations; they must also attempt to prevent violations of the 
LOAC by other U.S. soldiers” and “must promptly report any actual or suspected 
violations of LOAC.108

Stewart Baker, an attorney who served from 2005 to 2009 as Assistant 
Secretary for Policy at the U.S. Department of Homeland Security and earlier as 
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General Counsel of the National Security Agency, contrasted as follows the dif-
ference between the U.S. commitment to law of armed conflict compliance and 
that of many of its adversaries:

The rise of JAG authority over every detail of warfighting means that the Pentagon 
would be exquisitely sensitive to arguable violations of international law in carry-
ing out operations in cyberspace. Our guys would sit with their fingers poised over 
the “return” button for hours while the JAGs were trying to figure out whether the 
Belarussian remarks in committee were a consensus or an individual interpretation 
of article 42bis. And nobody else would give a damn what the treaty said, because 
they wouldn’t expect to get caught and because even implausible deniability can’t 
be rebutted with the certainty needed to make a legal case, let alone send missiles in 
response.109

In contrast with the U.S. Army’s Operational Law Handbook and Baker’s 
assessment, the PRC military’s Basics of International Law for Modern Soldiers 
states: “We should not feel completely bound by specific articles and stipulations 
detrimental to the defense of our national interests. We should therefore always 
apply international laws flexibly in the defense of our national interests and dig-
nity, appealing to those aspects beneficial to our country while evading those 
detrimental to our interests.”110 The disparities are even more starkly illustrated 
by the statement of Ayatollah Ali Khamenei, Iran’s Supreme Leader, that: “When 
we want to find out what is right and what is wrong, we do not go to the United 
Nations; we go to the Holy Koran. For us the Universal Declaration of Human 
Rights is nothing but a collection of mumbo-jumbo by disciples of Satan.”111 
Norms of law-abidingness can, of course, change over time, for example as rules 
are internalized.

b. Benefits of Compliance

Different state and non-state actors can vary from each other both in the objec-
tive benefits they receive from compliance with law (or with a relevant particu-
lar law or type of law) and in the weighting they subjectively attribute to those 
benefits. For example, they can differ in the objective or perceived benefits they 
receive from contributing to mutual compliance with the law of armed conflict 
or from having an international or domestic reputation for compliance with it.112

c. Risks of Actual or Credibly Alleged Violations

Different state and non-state actors can also vary from each other in the objec-
tive and the subjectively perceived risks they face in response to their actual 
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or credibly alleged violations (acts of noncompliance). One of this book’s key 
themes is that calculating these risks is not merely a matter of simply assessing 
the probability that each particular actor will ultimately receive a punishment 
for a specified actual or alleged violation. For example, as the book illustrates, the 
adjudication process itself can be exceptionally costly to some defendants, even if 
they ultimately emerge victorious. The overall risks to two different actors of the 
same actual or credibly alleged violation include the following four components, 
each of which may differ from one actor to another and from one type of violation 
to another: the probability of being subjected to proceedings, the cost of being 
subjected to proceedings, the probability of being penalized for violation, and the 
cost of the penalty for violation. A sophisticated analysis of compliance-leverage 
disparity lawfare opportunities and vulnerabilities should include each of these 
components.

i. Disparate Probability of Being Subjected to Proceedings Different state and non-
state actors can vary in the objective or subjective (as they perceive it) probability 
that they will be subject to legal or other proceedings if they violate a particular 
law or if a credible allegation can be made that they have done so. As discussed 
in Section IV below, this probability can be higher for potential defendants in 
more open or litigious legal systems where NGOs or others are likely to bring 
the alleged violation to light and press for accountability (including by them-
selves bringing lawsuits or initiating universal jurisdiction criminal proceedings 
against the accused). The probability can also be higher when a powerful gov-
ernment such as that of the United States decides to prioritize cracking down 
on particular violators (as Chapter 3 describes the United States doing vis-à-vis 
banks transacting with Iran).

The probability of being subjected to proceedings will be lower when an actor 
engages in a particular type of violation that is rarely if ever enforced. For exam-
ple, as detailed in Chapter 7, international bodies have tended to ignore violations 
of the obligations not to deploy or disguise fighters and weapons among civilians. 
The United States also tends to ignore such violations by its adversaries, accord-
ing to a U.S. Air Force Judge Advocate Officer (JAG) who has worked exten-
sively with detainees in both Afghanistan and Guantanamo.113 “You would be 
hard pressed to find a single U.S. military commission case in which an insurgent 
is charged with not wearing a uniform or otherwise hiding amongst civilians,” 
said the JAG, asserting that “if you are a non-state actor, what is your incentive to 
wear a uniform, to play by the Marquess of Queensberry rules if nobody is going 
to hold you to them?”114

ii. Disparate Cost of Being Subjected to Proceedings Different state and non-state 
actors can also vary both in the objective and the relative costs to them of being 
subjected to legal or other proceedings for a violation or credibly alleged vio-
lation. As discussed in Chapter  6, the adjudication process can be extremely 
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costly regardless of the ultimate outcome of the case, a fact that some lawfare 
practitioners admit is driving initiation of proceedings against their adversar-
ies. The cost of such proceedings can include, for example, attorney fees and the 
reputational and hassle costs borne by even victorious defendants (as described 
in Chapter 6).

While some state and non-state actors such as Iran, Al Qaeda, and Hamas 
have decided not to contest some or all of the legal proceedings against them 
in U.S.  courts, thus not incurring attorney fees, others such as Israel and the 
Palestinian Authority have incurred large legal bills defending themselves 
against such proceedings. In addition, while the Israeli government, its offi-
cials, and businesses who transact with Israel attribute considerable weight to 
the reputational and hassle costs of even those trials in Europe which they have 
ultimately won, Hamas already has such a bad reputation and paucity of overt 
activities in Europe that it has far less to lose from legal proceedings against 
it there.

iii. Disparate Probability of an Adverse Judgment Different state and non-state actors 
can also vary in the objective and subjective (as they perceive it) probability that 
they will be found guilty or liable (and thus subject to penalties for the actual or 
credibly alleged particular violation). While factors (i) and (ii) involve the prob-
ability and cost of merely being subjected to proceedings (setting aside the issue 
of the proceedings’ outcome), this component involves the probability that the 
actor will be determined to be guilty or liable.

Such adverse determinations can be rendered in judicial or quasi-judicial pro-
ceedings. They can also result from a legislative (e.g., congressional) or admin-
istrative rather than a judicial decision-making process. The types of adverse 
judgments and their associated penalties can thus include (but are not limited 
to) criminal convictions (resulting in imprisonment or fines), civil judgments 
(awarding compensatory and punitive damages), and legislative or administra-
tive determinations (imposing, e.g., trade restrictions). In addition to the specific 
penalties imposed by the adjudicator, adverse judgments typically also create a 
reputational cost.

To a considerable degree, the probability of state or non-state actors losing 
a judicial proceeding against them for violation of a particular law is a product 
of the probability of their being, in the first place, subjected to a proceeding 
for a violation of that particular law. For example, a higher probability of being 
sued for recklessly killing a U.S. citizen tends to correlate with a higher prob-
ability of losing such suits.

However, the probability of losing proceedings can also depend on the location 
and type of forum in which the proceedings occur. For example, as illustrated in 
Chapters 5 and 6, Israel-affiliated defendants are relatively likely to emerge vic-
torious from legal proceedings brought against them in the United States. While 
it is relatively easy to file a lawsuit in U.S. courts, Israel has widespread popular 
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support and a strong relationship with the U.S. government. In contrast, it is rela-
tively hard to initiate proceedings in the International Court of Justice, but Israel 
is likely to lose any cases initiated there (many of the judges hail from Israel’s 
adversaries).

Another example of the importance of the forum in which proceedings occur 
involves Iran. As discussed in Chapter 2, Iran is particularly likely to lose in the 
United States, where it has been designated a state sponsor of terrorism and is 
thus one of a handful of governments subject to an exception from sovereign 
immunity.

Different non-state actors accused of similar acts may also be treated very 
divergently in a particular forum, depending on whether they are favored or dis-
favored by the key decisionmaker(s). As discussed vis-à-vis Hamas, a non-state 
actor may also not understand the law and the legal system well enough to accu-
rately assess the probability of losing the proceedings.

Different forums handle varying types of violations (e.g., U.S. federal courts 
have jurisdiction over different types of international wrongs than does the ICJ). 
Thus, two state or non-state adversaries might both find themselves considering 
violating a law that is subject to proceedings only or largely in forums where one 
faces a much higher probability of an adverse judgment. The disparate probabil-
ity of being penalized for noncompliance would contribute to a disparity in com-
pliance leverage and thus, potentially, differing decisions as to whether or not to 
violate the law.

iv. Disparate Cost of Penalties Different state and non-state actors can also vary 
in the objective and relative perceived magnitude of penalties or damages or 
other costs imposed on them if a particular law is determined to have been vio-
lated and punishment is imposed. For example, as discussed in Chapter 7, being 
targeted by the ICC would be perceived as costlier by Israeli officials, who have 
more to lose in terms of reputation and ability to travel, than by Hamas officials, 
who are already stigmatized by, and unable to travel to, those Western countries 
that would likely turn targeted individuals over to the ICC. Similarly, a $1 bil-
lion U.S. civil litigation award may have a different deterrent effect on defendants 
of varying wealth and vulnerability to collection measures. For example, it is 
typically more difficult to collect from a non-state actor such as Hezbollah than 
from a nation state such as Iran, which engages in billions of dollars in foreign 
commercial transactions and has foreign bank accounts and other assets that are 
readily attributable to it.

4. Compliance Leverage Disparities and Lawfare Outside the Battlefield

Compliance-leverage disparity lawfare is not limited to non-state actors hiding 
fighters and weapons among civilians. Chapter 4 provides a detailed description 
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and analysis of the Chinese government waging compliance-leverage disparity 
lawfare in the nonproliferation arena. The Chinese government has done so by 
entering into legally binding nuclear nonproliferation obligations with which 
its rivals (including the United States, Japan, and South Korea) tend to comply 
while China secretly violates those obligations by providing nuclear technology 
to its allies, often through proxies. The result is the acquisition of nuclear weap-
ons capacity or even arsenals by rogue states allied with China (including Iran, 
North Korea, and Pakistan) while China’s rivals, over which international legal 
commitments have greater influence, either remain without nuclear weapons (as 
in the case of Japan and South Korea) or strictly enforce nonproliferation obliga-
tions vis-à-vis their own allies (as with aggressive U.S. efforts to discourage South 
Korea from acquiring nuclear weapons).

In addition, non-state actors have also engaged outside the battlefield in 
lawfare-leveraging compliance disparities. These often involve the non-state 
actors making false (and thus illegal) accusations that the United States or a 
U.S. ally has violated a law (typically a law with which the non-state actor does 
not itself comply). For example, according to a JAG interviewed for this book 
who worked extensively with detainees in both Afghanistan and Guantanamo, 
“almost every detainee in U.S. custody will make false allegations of abuse.”115 
“They quickly learn that every allegation will be investigated and will have a sig-
nificant impact on our operations,” he said.116 “It’s hard to blame them, as this is 
a way for them to keep costing us time and resources even after we have detained 
them, and there is no cost to them for doing so.”117

The JAG’s assertions are consistent with an Al Qaeda training manual that 
has surfaced in various locations.118 The manual directs detainees to “complain 
of mistreatment while in prison.”119 The assertions are also consistent with 
the statements of Jack Goldsmith, a political appointee in the George W. Bush 
administration who is known for his opposition to the “torture memos.”120 In 
his book The Terror Presidency, Goldsmith asserted that “enemies like Al Qaeda 
who cannot match the United States militarily instead criticize it for purported 
legal violations, especially violations of human rights or the laws of war.”121 For 
example, said Goldsmith, “they complain falsely that they were tortured, as we 
now know al Qaeda training manuals advise them to do.”122

However, not all detainee allegations have been false. Various detainee 
accusations of brutal treatment have turned out to be substantiated, including 
with regard to CIA interrogations and also the Abu Ghraib prison.123 In releas-
ing a study of the CIA’s detention and interrogation program, Senator Dianne 
Feinstein, the chair of the Senate Select Committee on Intelligence, asserted that 
the program involved “the use of brutal interrogation techniques in violation of 
U.S.  law, treaty obligations, and our values.”124 Feinstein also asserted that “it 
is my personal conclusion that, under any common meaning of the term, CIA 
detainees were tortured.”125 With regard to Abu Ghraib prison, three reservists 
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were convicted of mistreating prisoners, and six others reached plea deals.126 In 
addition, the Army reportedly punished more than two hundred other soldiers 
and officers for detainee abuse in Iraq and Afghanistan.127 Abuses by U.S. per-
sonnel are deplorable in and of themselves. In addition, they lend credibility to, 
and thus may encourage, false allegations by detainees.

A different noteworthy set of examples of compliance-leverage disparity law-
fare involves the Colombian Armed Revolutionary Forces (FARC), a Colombian 
rebel group designated by the U.S. State Department as a foreign terrorist 
organization.128 The FARC reportedly adopted the lawfare tactic of using the 
“Colombian courts to press false charges … against the most capable military 
leaders” of the Colombian armed forces.129

Jose Miguel Vivanco, the director of the Americas division of Human Rights 
Watch, asserted in 2001 that the FARC regularly violated international rights 
norms itself while using the principles of the law of armed conflict for its own pur-
poses.130 According to a Human Rights Watch report, “when the FARC perceives 
a political advantage, it emphasizes its respect for international humanitarian  
law … however . . when no political advantage is apparent, the FARC makes little 
if any attempt to abide by international humanitarian law.”131

“We’ve come to the conclusion that they’re using international humanitarian 
law as just part of a P.R. operation,” said Vivanco.132 “It’s part of their rhetoric,” 
said Vivanco, “but they have shown no will, no intention whatsoever, to enforce 
those principles in practice.”133 Rebel leaders have reportedly claimed to Human 
Rights Watch that the law of armed conflict represents “elite interests” and is not 
applicable to the FARC.134

Meanwhile, the Islamic State has reportedly begun to engage in its own 
compliance-leverage disparity lawfare away from the kinetic battlefield. 
A  Washington Post article about the State Department’s Center for Strategic 
Counterterrorism Communications (CSCC), which uses social media to counter 
Islamic State propaganda, noted that the Islamic State tried to stymie the CSCC 
both with death threats against CSCC employees and also through “orchestrated 
campaigns aimed at getting” CSCC “kicked off Twitter and Youtube by bom-
barding those companies with waves of complaints accusing the CSCC of violat-
ing their terms of service.”135

Notwithstanding the fact that the Islamic State, with its barbarically grue-
some videos, extensively violates social media terms of service and the CSCC 
does not, its initiative against the CSCC reportedly worked “at times,” forcing 
“State Department officials to appeal to the companies to get their accounts 
restored.”136 Ironically, the Islamic State has thus succeeded in using lawfare to 
achieve an objective which the U.S. government and its NATO allies had them-
selves once resorted to kinetic means (bombing) to achieve. The U.S.  and its 
NATO allies had bombed Serb television and radio propaganda outlets to get 
them off the air during the Kosovo conflict in 1999.137 Those attacks resulted in a 



[28 ]  Lawfare

narrowly averted move by the International Criminal Tribunal for Yugoslavia to 
prosecute NATO officials for alleged war crimes.138 It will be interesting to see if 
the Islamic State, emboldened by the successes of both its battlefield lawfare and 
its risk-free efforts to get the CSCC off the Internet using terms of service com-
plaints, starts waging additional types of lawfare.

As discussed in more detail in Chapter 2 and elsewhere, this book does not 
recommend that the United States join in making false charges or violating the 
law of armed conflict, human rights law, or any other law. The U.S.  response 
to compliance-leverage disparity lawfare should be instead to much more cre-
atively and energetically defend against it, including by holding U.S. adversaries 
accountable for relevant legally binding obligations that they are currently typi-
cally flouting with impunity.

Holding U.S. adversaries accountable will, in some cases, be challenging. 
For the law of armed conflict to be meaningfully enforced against non-state 
actors such as the Taliban, Islamic State, or Hamas, it may be necessary to 
devise innovative types of penalties or other forms of leverage over these 
actors who do not value international approbation and may be happy to 
die for their cause. In light of the prevalence of compliance-leverage law-
fare and its effectiveness against the United States and its allies, developing 
improved enforcement mechanisms and leverage should be a high priority for 
U.S. policymakers.

III. AN OVERVIEW OF THE UNITED STATES’ APPROACH 
TO LAWFARE

A. The U.S. Executive Branch’s Unsystematic and Largely 
Defensive Approach to Lawfare

As described in Chapter 2, lawfare has in recent years been waged creatively and 
impactfully by a number of U.S. private sector and other non-governmental attor-
neys. Thanks largely to these attorneys’ ideas and advocacy, several U.S. states 
and cities have also been engaged in lawfare against U.S. adversaries. Both the 
non-governmental lawfare and the state and city lawfare have been supported 
and facilitated by Congress, through new U.S. laws and other legislative activity. 
In addition, as described in Chapter 3, one U.S. executive branch agency—the 
Treasury Department—has waged very sophisticated and aggressive economic 
lawfare; in particular, financial lawfare against Iran. The U.S. Department of 
Justice, and especially the U.S. Attorney’s Office for the Southern District of 
New  York, has also occasionally waged a form of lawfare, creatively using the 
expansive jurisdictional hooks provided by U.S.  antiterrorism laws to subject 
some foreign terrorists to U.S. criminal trials and imprisonment when doing so 
is “a smart alternative to … drone strikes.”139 In contrast to these U.S. actors, 
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the rest of the U.S. federal executive branch has taken a remarkably sporadic and 
unsystematic approach to offensive lawfare in the sixteen years or so since law-
fare came to the fore.

The lawfare activity that has been undertaken by the rest of the federal execu-
tive branch during those years has been predominantly defensive. In the face of 
the battlefield tactics of U.S. adversaries, the universal jurisdiction prosecutions 
of U.S. leaders, the narrowly averted move by the International Criminal Tribunal 
for Yugoslavia to prosecute NATO officials for alleged war crimes during the 
1999 Kosovo campaign,140 and the sense of urgency created by the September 11 
attacks, the George W. Bush administration took a markedly, indeed aggressively 
defensive approach to lawfare.141

Some associated with that administration used the term “lawfare” to derog-
atorily describe legal work by U.S. human rights NGOs and various American 
attorneys defending Guantanamo detainees and other defendants in the war on 
terror.142 The unfair and unsubstantiated implication was that the NGOs and 
attorneys were trying to use law to weaken or destroy the United States.143

More substantively (and defensibly), the G.W. Bush administration placed 
considerable weight in its legal policy decisions on protecting the United States 
from lawfare. For example, the administration opposed U.S. participation in the 
ICC out of fear that U.S. adversaries might bring about ICC trials of U.S. lead-
ers or soldiers.144 It reversed President Clinton’s signing of the ICC treaty and 
enacted the American Service-Members’ Protection Act, which is sometimes 
referred to as the “Hague Invasion Act” because it authorizes the President to use 
“all means necessary and appropriate to bring about the release” of U.S. or allied 
persons “being detained or imprisoned by, on behalf of, or at the request of the 
International Criminal Court.”145

As discussed in more detail in Chapter 5, the United States under the G.W. 
Bush administration also entered into so-called “Article 98” agreements with 
over one hundred foreign countries.146 Countries that enter into “Article 98” 
agreements with the United States agree not to surrender U.S.  persons to the 
jurisdiction of the ICC.147 Article 98 is a provision of the ICC Statute that envi-
sions the possibility of such agreements.148

That administration also argued for its Guantanamo military tribunals in 
part on the grounds that standard criminal trials of Al Qaeda operatives could 
be manipulated by defense counsel to put prosecutors to a choice between 
revealing sensitive U.S. intelligence sources and methods or letting terrorists go 
free.149

In his indispensable book, The Terror Presidency:  Law and Judgment Inside 
the Bush Administration, Jack Goldsmith described how, as a G.W. Bush appoin-
tee, he struggled to develop a solution to the challenges posed by lawfare.150 In 
one official memo analyzing the challenges, Goldsmith warned that “in the past 
quarter century, various nations, NGOs, academics, international organizations, 
and others in the ‘international community’ have been busily weaving a web of 
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international laws and judicial institutions that today threatens USG interests.”151 
“Unless we tackle the problem head-on, it will continue to grow,” said Goldsmith, 
asserting that “the issue is especially urgent because of the unusual challenges we 
face in the war on terrorism.”152

In his book, Goldsmith reported that in 2003, then Secretary of Defense 
Rumsfeld circulated to the National Security Council another Goldsmith 
memo on lawfare and “demanded action.”153 “Several years of NSC meetings 
among lawyers and deputies followed,” said Goldsmith, “but a concrete plan 
never emerged.”154 According to Goldsmith, the State Department “argued that 
any effort by the United States to oppose the increasingly powerful institutions 
of international justice would seem like a defensive admission of the very war 
crimes charges it wanted to avoid.”155 The State Department also emphasized that 
such an effort would “smack of hypocrisy … since the United States aggressively 
used human rights institutions—including universal jurisdiction lawsuits—to 
check human rights abuses by other nations.”156 The Justice Department “also 
opposed any anti-universal jurisdiction campaign,” recounted Goldsmith, “on 
the ground that it would jeopardize its ability to bring its own universal jurisdic-
tion prosecutions against foreign leaders and terrorists.”157

In the end, recounts Goldsmith, the NSC “couldn’t figure out what to do about” 
lawfare.158 So in March 2005, “Rumsfeld acted alone, setting down a marker in 
the National Defense Strategy that he, at least, understood the threat posed to the 
United States” by lawfare.159 The Defense Department’s 2005 National Defense 
Strategy infamously declared: “Our strength as a nation state will continue to be 
challenged by those who employ a strategy of the weak using international fora, 
judicial processes, and terrorism.”160

Rumsfeld’s statement has been extensively criticized, and rightly so. As 
Professor David Cole noted, the statement “not only dismisses the rule of 
law, and especially international law, as a strategy of the weak, of no interest 
to the ‘strong’ United States, but likens it to terrorism itself.”161 In critiqu-
ing the statement, Professors Gabriella Blum and Philip Heymann pointed 
out that “by treating national security and international law as inconsistent, 
the Bush Administration misdiagnosed the American national interest.”162 
“International law generally serves, not hampers, American concerns,” said 
Blum and Heymann.163

As of summer 2015, the United States’ approach to lawfare seems frozen into 
much the same largely defensive crouch where it was in 2005. Some six years 
into the Obama administration, the United States still has not joined the ICC, 
and the Obama administration is using military commissions in certain circum-
stances,164 despite various challenges.165 While both may be unavoidable, the 
United States’ lack of a broader and more sophisticated strategy for defensive 
lawfare and its continued lack of any strategy and structure for offensive lawfare 
are clearly and unnecessarily self-defeating.
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As this book describes, various developments over the past decade have made 
lawfare even more powerful than it was in 2005, and many state and non-state 
actors are taking advantage of the opportunity by waging lawfare more aggres-
sively and systematically than they were before. In the face of this explosion of 
lawfare, and with the ICC announcing in 2014 that it is conducting a preliminary 
examination of the possibility that war crimes were committed in Afghanistan by 
the U.S. military (as discussed in more detail in Chapter 5), the G.W. Bush and 
Obama administrations’ decisions to stay out of the ICC are looking justified.

While the United States’ decision to keep in place this particular defensive 
measure against lawfare is sensible, the United States’ failure over the last decade 
to adopt a broad and systematic lawfare strategy, with a robust offensive compo-
nent, makes little sense. Chapter 3 details the Treasury Department’s sophisticated 
and impactful financial lawfare strategy against Iran, versions of which have been 
successfully applied to Iran’s energy and insurance sectors. The impact of the cam-
paigns against Iran in these three sectors points to the potential for impactful cam-
paigns against other targets and in other sectors. Some lessons have been applied 
to U.S. financial lawfare against Russia. But there has been no systematic effort to 
either develop a whole-of-government U.S. strategy for the broad range of types of 
lawfare, or to create a focal point for collecting and disseminating lessons learned.

“When it comes to lawfare, the U.S. government’s approach is extremely ad 
hoc and uncoordinated,” said Steve Perles, the leading private sector attorney 
bringing lawsuits against state sponsors of terrorism.166 “The U.S.  government 
has no overarching strategy for waging lawfare and there is no person or office 
in the U.S.  government that plays a coordinating role,”167 said Perles, who has 
interacted on lawfare-related issues for over two decades with officials at the U.S. 
Departments of Defense, Justice, State, and Treasury.168 Perles recommended 
that the National Security Council would be the optimal place for such a focal 
point, in light of the pivotal importance of coordinating the differing lawfare 
tools that the various agencies bring to the table.169

If the United States is going to wage maximally effective instrumen-
tal lawfare against a particular adversary, it needs to deploy a multipronged 
campaign—going after the adversary itself, its material supporters, and its finan-
cial service providers, using criminal and civil legal tools, and, where appropriate, 
coordinating with any application of kinetic weapons.170 The campaign should 
be coordinated both interagency and with civil litigators who may have evidence 
or claims that could be used to supplement and complement the government’s 
campaign against the adversary.171 Neither the U.S. government as a whole nor 
any of the relevant federal agencies individually—including the Departments of 
Defense, Justice, State, and Treasury—have a point person for coordinating law-
fare and collecting best practices. Nor do these agencies systematically engage in 
coordination on lawfare issues, either with each other or with civil litigators.172 
Such coordination as does occur tends to be ad hoc and limited in scope.
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In reviewing the reasons why the G.W. Bush State and Justice Departments 
opposed “any effort by the United States to oppose the increasingly power-
ful institutions of international justice,” it is ironic to note that one of their 
principal arguments, as recounted by Goldsmith, is that it would “jeopardize” 
the United States’ “ability to bring its own universal jurisdiction prosecutions 
against foreign leaders and terrorists.” The United States has rarely brought 
its own universal jurisdiction prosecutions against foreign leaders and terror-
ists (when the United States has prosecuted such actors, it has, as discussed 
above, instead done so using U.S. laws that provide jurisdiction pursuant to 
a connection to the United States, albeit sometimes attenuated). Nor has the 
U.S.  executive branch, outside of the Treasury Department and in discrete 
instances the Justice Department, energetically and systematically availed 
itself of the vast array of other types of instrumental lawfare described in 
this book.

The failure to develop, let  alone implement, a U.S.  lawfare strategy com-
pares unfavorably with the PRC, which, as detailed in Chapter  4, has, over 
the last decade or so, systematically adopted and aggressively implemented a 
lawfare strategy. The failure to create a lawfare focal point within the U.S. gov-
ernment compares unfavorably with a U.S.  ally, Israel, which, as detailed in 
Chapter 6, has developed a special high-powered lawfare office in its Ministry 
of Justice.

If the G.W. Bush administration, in the wake of the September 11 attacks, was 
unable to reach consensus on a plan for slowing the global development of law-
fare, it seems unlikely that any future administration will be able to do so. Even 
if some future administration were to come up with such a plan, lawfare seems 
to be here to stay. Instead of a new plan to push back the tide, the United States 
needs a plan to ride it.

As mentioned previously, lawfare is both a weapon that can be consistent with 
the United States’ national interests and one that the United States could deploy 
more effectively than can its adversaries. Instrumental lawfare is a weapon 
eminently suitable for the U.S.  public’s aversion to casualties and the current 
U.S. budgetary situation. In addition, the U.S. advantage in sophisticated legal 
weapons has the potential to be even greater than its advantage in sophisticated 
lethal weapons.

As discussed in more detail in Chapter  2, this book’s recommended 
approach to lawfare does not counsel violating either domestic or interna-
tional law or, as with the torture memos, developing convoluted arguments 
as to how an unlawful or morally reprehensible course of action can be por-
trayed as lawful. It simply encourages U.S.  and allied lawyers, and the poli-
cymakers who seek their counsel, to systematically investigate and inquire 
(a)  whether and how instrumental lawfare can wisely be used to achieve or 
help achieve policy objectives traditionally achieved by kinetic warfare and 
(b)  how to more effectively deter, constrain, protect, and otherwise defend 
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against adversary lawfare. This book therefore recommends that the United 
States and its allies enhance their offensive and defensive capacities vis-à-vis 
instrumental lawfare, and their defensive capacities vis-à-vis compliance-
leverage disparity lawfare.

B. Instrumental Lawfare in the Context of the U.S. Legal System 
and the Rule of Law

Some may object that instrumental lawfare risks contributing to corroding the 
rule of law. It will be important, both in developing U.S.  lawfare strategy and 
in weighing particular potential deployments of lawfare, to consider how to 
minimize this risk. However, in doing so, it will be worth considering the extent 
to which both the U.S. domestic and the international legal system are already 
so infused by an instrumental view of law that the United States taking a more 
deliberately and systematically instrumental approach to law in the international 
arena is unlikely to cause much, if any, harm.

Professor Brian Tamanaha, a renowned scholar of the role of law in society, has 
written extensively and persuasively that U.S. domestic jurisprudence is already 
dominated by an instrumental view of law. Tamanaha’s views on this subject are 
particularly noteworthy in light of his being voted the United States’ most influ-
ential legal educator in a 2013 poll of law deans and professors.173

In his celebrated book, Law as a Means to an End: Threat to the Rule 
of Law, and in various articles, Professor Tamanaha asserted that “an instru-
mental view of law—the idea that law is a means to an end—is taken for granted 
in the United States, almost part of the air we breathe.”174 “An instrumental view 
of law,” said Tamanaha, “means that law—encompassing legal rules, legal institu-
tions, and legal processes—is consciously viewed by people and groups as a tool 
or means with which to achieve ends.”175

“Our contemporary legal culture,” said Tamanaha, referring to U.S.  legal 
culture, “pairs a pervasively held instrumental theory of the nature of law with 
consummately instrumental attitudes towards law.”176 The instrumental view’s 
pervasiveness in the United States is reflected in various ways, said Tamanaha, 
including “as an account of the nature of law, as an attitude toward law that pro-
fessors teach students, as a form of constitutional analysis, as a theoretical per-
spective on law, as an orientation of lawyers in their daily practice, as a strategic 
approach of organized groups that use litigation to further their agendas, as a 
view toward judges and judging, as a perception of legislators and administrators 
when enacting laws or regulations.”177

For example, said Tamanaha, in U.S.  law schools, students are “taught that 
everything is up for argument, and that legal rules are not binding dictates, but 
resources to be strategically marshaled and presented with rhetorical agility.”178 
In the U.S. public policy arena, “using every available legal channel, beginning in 
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the 1960s and continuing today, a multitude of groups aggressively pursue their 
agendas: women’s groups, immigrant groups, gay rights groups, fundamentalist 
Christian groups, racial or ethnic groups, environmental groups, labor unions, 
consumer groups trade associations, merchants associations, professional asso-
ciations, and more,” said Tamanaha.179

“In all of these contexts,” said Tamanaha, “people see law as an instrument of 
power to advance their personal interests or the interests or policies of the indi-
viduals or groups they support.”180 “Today,” he asserted, “law is widely viewed 
as an empty vessel to be filled as desired, and to be manipulated, invoked, and 
utilized in the furtherance of ends.”181 U.S. law, he suggested, is therefore “little 
more than the spoils that go to winners in contests among private interests, who 
by their victory secure the prize of enlisting the coercive power of the legal appa-
ratus to enforce their agendas.”182

Many leading scholars have expressed views consistent with Tamanaha’s 
diagnosis. For example, according to Professor Steven D. Smith, “scholars have 
pointed out that most of the doctrinal formulas articulated by the [Supreme] 
Court, whether under the First Amendment or the Fourteenth or the commerce 
clause, are presented in … instrumentalist terms,” pursuant to which “laws are 
viewed as means to social ends, and a law’s constitutionality is said to depend 
on how important the law’s ends are and how effective and necessary the law 
is as a means to achieving those ends.”183 Meanwhile, in the practice of law in 
the United States, said Professor Robert W. Gordon, the “advocacy ideal” pro-
vides that while attorneys “should not tell outright lies to judges or fabricate  
evidence … they may, and if it will serve their clients’ interest must, exploit 
any gap, ambiguity, technicality or loophole, any not-obviously-and-totally-
implausible interpretation of the law or facts,”184 even if the result is a failure to 
“enforce[] the substantive law against its violators.”185

One of the most explicit proponents of instrumentalism in U.S.  jurispru-
dence is Judge Richard Posner. As discussed in Chapter  2, Posner is both the 
author of the definitive opinion in the key case (for lawfare) of Boim v. Holy Land 
Foundation and also a prolific writer who has been described as the single most 
cited legal scholar of the twentieth century.186 Posner, who advocates what he 
calls “pragmatic jurisprudence,”187 has flatly asserted that “legal rules should be 
viewed in instrumental terms.”188

Tamanaha contrasted the currently pervasive instrumental view of law with 
“a few centuries ago” when, “in contrast, law was widely understood to pos-
sess a necessary content and integrity that was, in some sense, given or prede-
termined.”189 Tamanaha provided as examples divine “principles disclosed by 
revelation” and other “ideas about the nature and content of law” which “have 
mostly fallen by the wayside in the past century.”190 As Calvin Woodward put 
it, the triumph of instrumental views of law has “transformed the Law from a 
‘brooding omnipresence in the sky’ into a down-to-earth instrument of social 
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reform and, at the same time, translated … the lawyer from a quasi-priestly fig-
ure into a social engineer.”191

According to Tamanaha, the change was accelerated by the turmoil of the 
1960s.192 By 1978, the Dean of Cornell Law School, Roger C.  Cramton, was 
writing that legal instrumentalism had become “the ordinary religion of the 
law school classroom.”193 “Today, law tends to be viewed in solely instrumen-
tal terms,” said Cramton, explaining that “the lawyer’s task, in an instrumental 
approach to law, is to facilitate and manipulate legal processes to advance the 
interest of his client.”194

Tamanaha expressed concern that “when law is perceived as a powerful 
instrument … combatants will fight to control and use the implements of the 
law as weapons in social, political, religious, and economic disputes.”195 With 
his focus on instrumental views of law in the U.S.  domestic arena, Tamanaha 
expressed concern that “these battles will take place in every state and federal 
arena—legislative, executive, judicial,” and “even those groups that might prefer 
to abstain from these battles over law will nonetheless be forced to engage in the 
contest, if only defensively to keep their less restrained opponents from using 
the law as a hammer against them.”196 “Such struggles over and through law are 
openly visible today,” said Tamanaha, “and worsening.”197

This author tends to agree with Tamanaha that at least some manifestations of 
the instrumental ethos of U.S. jurisprudence are problematic. For example, this 
author finds the “advocacy ideal,” as characterized by Gordon, to be troublingly 
widespread within a democratic U.S legal system that might be better served if 
more attorneys had a stronger sense of ethics and commitment to the public good. 
However, whether or not Tamanaha is correct in concluding that the pervasively 
instrumental view of law in the United States is harmful to U.S.  citizen inter-
ests and in suggesting that it can and should be restrained, his conclusion and 
proposed antidote should not, in this author's view, be determinative of United 
States lawfare strategy for the international arena.

C. U.S. Instrumental Lawfare in the Context of the  
United Nations System

Tamanaha described how hard it is for U.S.  society—with its relatively 
shared values, vibrant democratic institutions, and powerful law enforcement 
institutions—to agree in principle on what laws were “given or predetermined” 
and thus should not be subject to instrumental tinkering or manipulation, 
either in their content or their enforcement. Genuine agreement on core val-
ues would be even harder to achieve in the more heterogenous international 
community. Indeed, in the international community, nation states’ ability to 
instrumentally manipulate the content and enforcement of laws to which they 
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accede is apparently pivotal to their willingness to accede to many, if not most, 
of those laws.

As discussed in Section IV.B of this chapter, the international community 
has, notwithstanding its heterogeneity, managed to reach agreement upon many 
international laws in recent decades. There is a strong argument that numerous 
nation states have been willing to accede to many international laws primarily 
because those states understand that these laws, by dint of their ambiguity and 
the lack of a global enforcement mechanism, are subject to wholesale instrumen-
tal manipulation in their interpretation and enforcement. This proposition is sup-
ported by data from the field of human rights law, the very subset of international 
law which it is easiest to hope or imagine might contain rules that are “given or 
predetermined” or otherwise represent core values.

For example, Professor Oona Hathaway’s “large-scale quantitative analysis 
of the relationship between human rights treaties and countries’ human rights 
practices” found that “countries that ratify human rights treaties often appear 
less likely, rather than more likely, to conform to the requirements of the trea-
ties.”198 Hathaway explained her findings by noting that countries “are likely to 
receive” reputational benefits from acceding to human rights treaties “regardless 
of their actual practices.”199 In other words, because formal international “moni-
toring and enforcement of human rights treaty obligations are often minimal,”200 
“countries that are parties to the treaties can therefore enjoy the benefits of rati-
fication without actually supplying the human rights protections to which they 
have committed”201 and “while suffering little reputational cost from failing to 
observe the obligations assumed.”202 “Consequently, treaty ratification may 
become a substitute for, rather than a spur to, real improvement in human rights 
practices,” said Hathaway.203

Those who think that Hathaway may be wrong and that the international com-
munity of nation states does indeed seriously and uniformly monitor and enforce 
human rights need look only at the practice of the United Nations Human Rights 
Council (UNHRC). The UNHRC is the United Nations’ principal intergov-
ernmental body “responsible for strengthening the promotion and protection 
of human rights around the globe and for addressing situations of human rights 
violations and making recommendations on them.”204

The UNHRC practice illustrates how U.N.  member states predominantly 
use human rights law instrumentally, as a weapon against states disfavored for 
other reasons. In March 2015, U.S. Secretary of State John Kerry condemned the 
UNHRC’s “obsession with Israel,” providing as an example of its “unbalanced 
focus on one democratic country” the fact that “no other nation has an entire 
agenda item set aside to deal with it.”205 “None of the world’s worst human rights 
violators … have their own standalone agenda item at this council,” said U.S. 
Ambassador to the UNHRC Keith Harper, noting that “only Israel receives such 
treatment.”206 U.N. Secretary-General Bank Ki-moon also “voiced disappoint-
ment at the Council decision to single out Israel as the only specific regional item 
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on its agenda, ‘given the range and scope of allegations of human rights violations 
throughout the world.’”207

Since its creation in 2006, the UNHRC has issued over one hundred resolu-
tions.208 Over half of these have focused on criticizing Israel.209 In other words, 
there have been more resolutions criticizing Israel than criticizing all the other 
191 countries in the world combined. For example, the U.N. Human Rights 
Council, in its session that ended on March 27, 2015, adopted four resolutions 
condemning Israel, one condemning North Korea, one condemning Syria, one 
very mild resolution expressing concern about the situation in Iran,210 and none 
condemning China, Russia, or Saudi Arabia.211

From its founding in 2006 through 2014, the UNHRC, while issuing more 
than fifty resolutions condemning Israel, had reportedly never issued a single 
resolution condemning seven of the ten countries that, according to Freedom 
House, had long had the very worst human rights records in the world—the 
Central African Republic, Equatorial Guinea, Eritrea, Saudi Arabia, Somalia, 
Turkmenistan, and Uzbekistan.212 In addition, the U.N. General Assembly has 
repeatedly elected egregious human rights violators—including the govern-
ments of China, Cuba, Egypt, Kazakhstan, Russia, Saudi Arabia, Venezuela, and 
Vietnam—to serve among the forty-seven member states on the UNHRC.213 The 
failure to condemn the very worst human rights violators, and the election to the 
UNHRC of other egregious violators, reflects the fact that many of the countries 
with egregious human rights records are members of voting blocs. For example, 
the 120 U.N.  member states in the Non-Aligned Movement tend to use their 
U.N. votes to protect and support each other. The fifty-seven U.N. member states 
in the Organisation of Islamic Cooperation tend to do the same for each other.

“With countries such as China, Cuba, Russia, and Vietnam, among the world’s 
worst human rights abusers, with seats on the council, it should come as no sur-
prise,” said Rep. Ileana Ros-Lehtinen, chair of the U.S. House of Representatives 
Middle East and North Africa Subcommittee, that “the UN Human Rights 
Council spends more time bashing Israel than on the massive and devastating 
atrocities and human rights abuses occurring around the world.”214 For such gov-
ernments, the enforcement of human rights—which the United States’ founding 
fathers deemed self-evidently “unalienable”—is a wholly political, completely 
disingenuous game.

The disproportionate focus on Israel ensures that the UNHRC spends so 
much “time focusing on that one state” that governments engaged in gross and 
systemic abuses are shielded “from scrutiny owing to time constraints.”215 U.N. 
Secretary-General Kofi Annan took the unusual step of denouncing the UNHRC’s 
focus on Israel as “counterproductive” for “monopoliz[ing] attention at the expense 
of other situations where there are no less grave violations, or even worse.”216 
According to Bill Richardson, who served as U.S.  ambassador to the United 
Nations under President Bill Clinton, “the politics of the UN dominated by the 
PLO, dominated by the Irans, Cubas, and Syrias” makes the UNHRC “a joke.”217
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It would be a mistake for the United States to completely or largely refrain from 
instrumental lawfare in the international arena out of concern that to do so would 
contribute to corroding the rule of law. International laws today are, to a consider-
able degree, not the product of principled negotiations engaged in by democrati-
cally elected representatives of the world’s people. According to Freedom House, 
only 40 percent of the world’s population in 2014 lived in the eighty-nine coun-
tries rated “Free.”218 Meanwhile, 24 percent of the world’s population lived in the 
fifty-five countries rated “Partly Free,” and 36 percent lived in the fifty-one coun-
tries rated “Not Free.”219 Freedom House also noted that “the state of freedom in 
2014 worsened significantly in nearly every part of the world.”220

When the PRC Communist party, Vladimir Putin, and various dictators agree 
to accede to international laws, it is not because they believe that either the laws’ 
content or the rule of law is “given or predetermined” or otherwise reflects core 
values. Dictators often accede to international laws because they believe that such 
laws, by dint of their ambiguity and the lack of a global enforcement mechanism, 
are subject to wholesale instrumental manipulation in their interpretation and 
enforcement, and thus they can enjoy the benefits of ratification “while suffering 
little reputational cost from failing to observe the obligations assumed.”221

In light of the weak or nonexistent legitimacy and commitment to the rule of 
law of so many of the world’s lawmakers, it would make no sense for U.S. policy-
makers and attorneys to give them more deference than we give to the United 
States’ own domestic lawmaking processes. Why should U.S. lawyers adopt a less 
instrumental approach to using international law against China, Iran, the Islamic 
State, or Syria than the advocacy ideal calls for adopting while representing in a 
U.S. courtroom an alleged murderer the lawyer knows may be guilty? It is surely 
a peculiarity of U.S. jurisprudence and its practicing attorneys that they, by and 
large, wield law more aggressively against each other than they do against the 
United States’ foreign adversaries.

D. Questions to Guide U.S. Government Development of  
a Lawfare Strategy

If the United States abstains from the international instrumental lawfare in which 
U.S adversaries are already engaging, and fails to develop more effective defenses, 
it will enable those adversaries to continue and, indeed, increase “using the law as 
a hammer” against the United States. In contrast, in light of the U.S. expertise in 
instrumental lawfare that has been honed within the U.S. domestic legal system, 
and lawfare’s relatively lower financial costs to the United States and reduced 
casualty costs for both lawfare deployers and targets, the U.S. national interest 
would benefit from the United States increasing its deployment of international 
instrumental lawfare while improving its defenses against instrumental and 
compliance-leverage disparity lawfare.
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In developing a lawfare strategy, the U.S. government needs to ask itself ques-
tions including the following:

1. How can the various relevant U.S.  government agencies more effectively 
coordinate with each other on lawfare, including by waging lawfare syner-
gistically and sharing lessons learned and best practices for more effectively 
waging and countering lawfare?

2. What types of collateral damage are most likely to be caused by U.S. govern-
ment lawfare (see, e.g., Chapter 3), and how can U.S. government lawfare be 
designed to most sensibly minimize such collateral damage?

3. How can U.S. government lawfare be designed to minimize the risks that 
it will set a problematic precedent that could be used against the U.S. (see, 
e.g., Chapter 3)? To the extent that such risks cannot be avoided, how much 
weight should they be given in analyzing the overall advantages and disad-
vantages of particular lawfare deployments?

4. How can U.S. government lawfare be designed to minimize the risks that 
it will contribute to corroding the rule of law? To the extent that such risks 
cannot be avoided, how much weight should they be given in analyzing the 
overall advantages and disadvantages of particular lawfare deployments?

5. In which additional economic sectors should the United States wage 
economic lawfare? What are the risks of doing so, and how can they be 
minimized?

6. To what extent, and how, does it make sense for the U.S.  government to 
wage lawfare through NGO proxies, as the government of Israel did through 
Shurat HaDin in the Greek flotilla case described in Chapter 8 and as various 
European governments are doing through Palestinian NGOs as described in 
Chapter 6?

7. How can the U.S.  government improve its ability to draw on the types of 
non-governmental legal and fact-gathering expertise and creativity that are, 
as discussed in Chapter 2, increasingly valuable to waging lawfare?

8. In light of this book’s illustrations that Congress can wage impactful lawfare 
even without passing legislation (as described in Chapters 2 and 3), how can 
Congress and the executive branch work together more effectively to make 
use of this phenomenon?

9. How can the impact and utility of varying types of lawfare deployments be 
most effectively measured by the U.S. government?

10.  To what extent and how should U.S. law increase or decrease its empower-
ment of private sector litigators to wage lawfare using civil lawsuits, even if to 
do so complicates the President’s control over foreign policy as discussed in 
Chapter 2? Assuming that U.S. law continues to do so, how can the executive 
branch more effectively partner with such litigators?

11.  To what extent and how should U.S.  law increase or decrease its empow-
erment of state and local governments to wage lawfare as discussed in 
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Chapter 2, even if to do so complicates the President’s control over foreign 
policy? Assuming that U.S.  law continues to do so, how can the federal 
executive branch more effectively partner with such state and local lawfare 
initiatives?

12.  How can the U.S. government most effectively maximize coordination and 
synergies between lawfare and other policy tools, including kinetic mili-
tary action, so that lawfare can most usefully supplement or, where appro-
priate, replace such other tools in accomplishing U.S.  national security 
objectives?

13.  What can the United States do to more effectively deter, constrain, protect, 
and otherwise defend against adversary lawfare? For example, how can the 
U.S. more effectively increase international law’s leverage over its adversar-
ies so as to minimize the efficacy against the United States of compliance-
leverage disparity lawfare?

14.  Which U.S., allied, and international laws should the United States prioritize 
changing or attempting to change so as to more effectively wage or defend 
against lawfare?

15.  How can the U.S. executive branch train, incentivize, and otherwise facili-
tate its relevant attorneys to more effectively identify lawfare opportunities 
and wage lawfare when a policy decision is made to do so?

IV. REASONS FOR LAWFARE’S INCREASING INFLUENCE

The increasing power and prevalence of law as a weapon of war is the result of 
several factors that began to come to the fore in the mid-1990s and have subse-
quently continued to grow in importance. Subsection A analyzes a set of such 
factors that relate to the mutually reinforcing increases in importance of lawfare 
and other asymmetric warfares. Subsections B through D analyze four key, more 
lawfare-specific factors that have contributed to lawfare’s increasing influence. 
They are:  the increased number and reach of international laws and tribunals 
(B), the rise of NGOs focused on law of armed conflict and related issues (C), 
the information technology revolution (D), and the advance of globalization and 
thus economic interdependence (E).

A. The Mutually Reinforcing Increases in Inf luence of Lawfare  
and Other Asymmetric Warfares

The term “asymmetric warfare” came to the fore in 1995,222 just a few years 
before Dunlap coined the term “lawfare.” As this subsection will illustrate, the 
two terms have several important conceptual similarities. Most lawfare can be 
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considered a subset of asymmetric warfare. In addition, the increases in influence 
of lawfare and other forms of asymmetric warfare have, to a considerable degree, 
been mutually reinforcing.

“Asymmetric warfare” (sometimes referred to as “asymmetrical warfare”) is 
typically defined more or less as follows: attempts to circumvent or undermine 
an opponent’s strengths while exploiting his vulnerabilities using methods that 
differ significantly from the opponent’s usual mode of operations.223 While some 
asymmetric warfare definitions use the term “weakness” instead of “vulner-
ability,” this author prefers the latter term. As Professors Robert Pfaltzgraff and 
Stephen Wright have noted, “it is important to draw a distinction between weak-
ness and vulnerability.”224 While “actors are vulnerable where they are weak,” 
said Pfaltzgraff and Wright, “they may also be vulnerable at points that are indis-
pensable to the maximization of their strengths.”225 Thus, “what is perceived by 
the superior power to be a strength may in fact become a weakness.”226 Therefore, 
in the compliance-leverage disparity lawfare context, U.S. adherence to the rule 
of law, for example, which is an overall source of strength for the United States 
in so many ways, is much more accurately described as a vulnerability than a 
weakness.

As was mentioned, both the term “asymmetric warfare” and the term “lawfare” 
came to the fore between 1995 and 2001. In his book Asymmetric Warfare, 
Dr. Rod Thornton includes a thoughtful analysis of that term’s genesis and sub-
sequent ascent to the forefront of military thinking. Thornton explains that by 
the 1990s, “a variety of factors, more than at any time hitherto in the history of 
human conflict” had begun to create for relatively “small, weak players” both the 
need and the opportunity “to have great effect on their stronger foes in distinctly 
new and profound ways.”227 For such relatively weak players, one driver of the 
need was, and continues to be, the United States’ “unrivalled weapons accuracy 
and unmatched firepower.”228

As a result of the U.S.  technological advantages, “in a symmetrical conflict 
where tank faces tank” and “aircraft faces aircraft,” there is “no contest; the 
U.S. and its close allies will win every time.”229 Thus, any state or sub-state actor 
that wishes to achieve warfighting objectives contested by the United States 
and its allies “must adopt strategies and tactics radically different from those 
employed by” the United States and its allies.230

At the same time that weak players’ need to adopt asymmetric approaches 
has grown, various developments have increased the opportunities for them to 
have a meaningful impact using asymmetric approaches. Subsections B through 
E will analyze the reasons lawfare specifically has become increasingly impact-
ful in the last two decades. Over that same time period, other types of asym-
metric approaches have been facilitated in various ways by the Internet, which 
has helped weak players to communicate among themselves and with the wider 
world, and also has created for strong players a vulnerability to cyberwarfare. The 
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increasing availability of weapons-of-mass-destruction technology recipes (on 
the Internet) and ingredients (as dual-use equipment becomes more widespread) 
is also a significant cause for asymmetric concern.

The need and/or the opportunity to engage in asymmetric warfare has led 
relatively weak adversaries of the United States and its allies to use or explore 
asymmetric approaches including not only lawfare but also guerrilla warfare, 
terrorism, cyberwarfare, and weapons of mass destruction. Sometimes, these 
approaches build upon each other. For example, lawfare can be more usefully 
deployed, by a weaker foe, against U.S.  aircraft bombing its guerrillas hiding 
among civilians than against advanced U.S.  fighter aircraft engaged in aerial 
combat against whatever inferior fighter aircraft the weaker foe may possess.

In addition, lawfare often builds upon the mismatch between other emer-
gent types of asymmetrical warfare and the international law of armed conflict. 
As Professor William Banks explained in his book, New Battlefields/Old 
Laws: Critical Debates on Asymmetric Warfare, the existing laws of war 
“do little” to address and “are not well suited” to the newly prominent asymmetric 
approaches.231 The laws of war are based, said Banks, on a “Eurocentric concep-
tion of war based on symmetric conflicts between state armies of roughly equal 
military strength and of comparable organizational structures.”232 For example, 
“the Hague and Geneva Conventions and Protocols do not account adequately 
for nonstate groups waging transnational attacks or prolonged campaigns of 
terrorism.”233

In contrast with today’s asymmetrical warfare, “the traditional law on war-
fare,” said Professor Eyal Benvenisti, “was based on two key premises: that it was 
possible to isolate military and civilian targets with sufficient clarity and that 
there was a tangible military objective to be attained” from each battle, such as 
gaining control over territory.234 According to Benvenisti, “in the asymmetric 
context there are very few purely military targets.”235 As a result, a regular army 
determined to comply with the law is “dramatically limit[ed]” in the “arenas 
where it can legitimately project its power.”236 Benvenisti adds that in the era of 
asymmetric warfare, it has also “become increasingly unclear what can be con-
sidered a military gain, especially since control over enemy … territory often 
proves to be a liability rather than an asset.”237

According to another analyst, Robert Barnidge, “asymmetrical warfare poses 
perhaps the greatest challenge to international humanitarian law [the law of 
armed conflict] since … the adoption of the Geneva Conventions in 1949.”238 
Certainly, the mismatch between asymmetric warfare and old laws and the law’s 
resulting gaps and ambiguities have contributed greatly to how “legal instru-
ments historically designed to humanize the anarchy of the battlefield have 
become politicized weapons in contemporary conflicts.”239

Several factors encourage adversaries (and particularly the current predomi-
nantly jihadist adversaries) of the United States and its allies to think that asym-
metric warfare might bring victory. First, some adversaries measure victory 
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differently. For example, jihadist suicide bombers measure progress by the harm 
they have done to their adversary, and can be willing to sacrifice toward that end 
both their own lives and those of their affiliated civilians. This contrasts with the 
international law of armed conflict, which is framed on the assumption that “sol-
diers do not want to die,” that they are seeking to achieve traditional battlefield 
objectives rather than religious “experiences that convey submission to a divine 
authority … by spilling one’s (or an infidel’s) blood.”240

In addition to measuring victory based on harm to their adversary, jihadist 
groups often define their adversary more broadly than does the law of armed 
conf lict. For instance, Al Qaeda “rejects the principles of noncombatant 
immunity and distinction,” maintaining that “it is acceptable to kill noncom-
batants because they bear responsibility for harms suffered by Muslims” at 
the hands of the West.241 Besides rejecting the principles behind the interna-
tional law of armed conf lict, many jihadist groups also reject the law’s legiti-
macy and bindingness (because the treaties comprising the international law 
of armed conf lict are non-Islamic). The jihadists’ different victory metrics 
and legal principles, combined with their disdain for the non-Islamic treaties 
comprising the international law of armed conf lict, help feed the compliance-
disparity lawfare waged by Hamas, the Islamic State, the Taliban, and other 
jihadist groups.

Second, while Westerners have relatively little patience for lengthy wars, 
some of their adversaries assume that wars will last for decades. In the lawfare 
context, this may contribute to some adversaries (relatively secular ones such 
as the PA) placing greater value on incremental lawfare-related victories—such 
as U.N.  votes or I.C.J.  investigations or boycotts, or divestment and sanctions 
measures—which do not immediately change the situation on the ground but 
can have symbolic propaganda value in the short term and a more significant 
cumulative impact over time.

A third factor encouraging adversaries to think that asymettric warfare might 
bring victory is that Western powers have an increasing aversion to casualties.242 
This aversion has been intensified by the increased availability of images of 
victims—before, during, and after their demise.

For example, U.S. aversion to casualties among its own troops was seen as con-
tributing to its quick defeat in Somalia in 1993. The “Black Hawk Down” incident 
resulted in eighteen dead U.S. soldiers as well as images, broadcast on U.S. televi-
sion screens, of some of the dead being dragged through the streets of Somalia’s 
capital city.243 In the incident’s wake, the United States was seen to have aban-
doned its original mission and left Somalia.244 According to Osama bin Laden, 
this incident demonstrated “the weakness, feebleness and cowardliness of the 
U.S. soldier who fled in the dark of night.”245 In addition, U.S. and allied aversion 
to casualties among enemy-affiliated and bystander civilians has been pivotal 
to the successful deployment by their adversaries of much of the compliance-
disparity lawfare described in this chapter and in Chapter 7.
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B. The Increased Number and Reach of International Laws  
and Tribunals

Lawfare’s increasing prevalence and power is also a result of the web of inter-
national law, including the law of armed conflict, becoming both broader and 
thicker in recent decades. As General James L.  Jones, the former commander 
of NATO and U.S. National Security Adviser, observed: “It used to be a simple 
thing to fight a battle … . [Now] you have to have a lawyer or a dozen. It’s become 
very legalistic and very complex.”246

International laws and tribunals have increased in both number and reach. 
As of 2008, national governments worldwide had reportedly entered into 
“more than 45,000 bilateral treaties and 8,000 multilateral treaties since World  
War II.”247

The United States has entered into far fewer treaties during that time period. 
For example, the United States joined a total of 372 treaties between 1961 
and 2009, including 167 new multilateral treaties between 1990 and 2009.248 
However, treaties, which are subject to Senate advice and consent, are far from 
the only legally binding international agreements into which the United States 
enters. Indeed, the United States entered into 127 different new legally binding 
international agreements in 2013 alone.249

The typical treaty or international agreement is likely to have a number of dif-
ferent legally binding provisions. While it is likely that most legally binding pro-
visions (and even most entire international agreements) are not useful for lawfare 
purposes, some are, or could be if they were thoughtfully analyzed and creatively 
deployed. It would be difficult if not impossible to estimate what percentage of 
international agreement provisions are susceptible to being deployed in lawfare, 
and this author has not made an attempt to do so. However, the vast number and 
reach of international agreements means that even a small percentage of lawfare-
useful provisions would add up to a very significant stockpile both quantitatively 
and, likely, qualitatively.

This book includes several examples of lawfare waged using international 
agreement provisions. For example, Chapter  5 provides a detailed discussion 
of lawfare waged by the Palestinian Authority and their allies to first insert and 
then deploy language that was added by them to the Rome Statute (the ICC 
Charter—which entered into force in 2002), in order to turn Israeli settlements 
into war crimes. In addition, Chapter 4 includes a detailed study of lawfare waged 
by the PRC with regard to the United Nations Convention on the Law of the Sea, 
which entered into force in 1994.

Recent decades have also seen the creation or significant enhancement of 
several globally focused tribunals applying international law, including the 
International Criminal Court (2002), the International Tribunal for the Law 
of the Sea (1996), and the World Trade Organization dispute settlement provi-
sions (1995). More regionally focused tribunals applying international law that 
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were founded in recent decades include the Special Tribunal for Lebanon (2007), 
the Extraordinary Chambers in the Courts of Cambodia (2005), the Special 
Court for Sierra Leone (2002), the International Criminal Tribunal for Rwanda 
(1994), the North American Free Trade Agreement tribunals (1994), and the 
International Criminal Tribunal for the former Yugoslavia (1993).250 The cre-
ation and decisions of the six of these tribunals that are focused on issues related 
to the law of armed conflict and the use of force—ICC, Lebanon, Cambodia, 
Sierra Leone, Rwanda, and the former Yugoslavia—means that the law of armed 
conflict has developed more quickly in both scope and complexity than it might 
have otherwise over the last two decades. One example of lawfare waged using 
international tribunals is the PA using the ICC to wage lawfare against Israel, as 
described in Chapter 5.

Another factor contributing to the thickening web of international law has 
been a more assertive U.N. Security Council. Between the founding of the United 
Nations in 1945 and the end of the Cold War, the Security Council imposed eco-
nomic sanctions which were mandatory (legally binding on all U.N.  member 
states) against only two targets: Rhodesia and South Africa. Cold War tensions 
prevented agreement on sanctions in even exceptionally compelling cases. For 
example, following the seizure of the U.S. Embassy in Iran in November 1979, 
the Soviet Union vetoed a Security Council resolution calling for economic sanc-
tions.251 In 1990, with the Cold War ice broken, the United States and the Soviet 
Union together voted to impose sanctions on Iraq in response to its occupation 
of Kuwait.252 Since then, the Security Council has adopted more than fifty sanc-
tions resolutions against at least twenty different target states and several non-
state actors.253 Chapter 3 includes a detailed analysis of the United States’ use of 
U.N. Security Council resolutions to wage economic lawfare against Iran.

A final factor in the thickening web of international law has been the increased 
willingness of various national governments to include, and many national 
and even local courts to apply, international law as part of their jurisprudence. 
Examples of this include the various “universal jurisdiction” cases described 
in this chapter and in Chapter  6, as well as cases such as the Riwal/Lima and 
Raytheon cases discussed in Chapter 6.

C. The Rise of NGOs Focused on Law of Armed Conf lict  
and Related Issues

Another major reason for lawfare’s increasing influence and prevalence is the rise 
of NGOs, in particular those engaged in scrutiny and advocacy regarding the 
law of armed conflict and other lawfare-relevant issues. As Professor Joseph Nye 
noted in his classic book, Soft Power, “the information age has been marked by 
an increasingly important role of nonstate actors on the international stage … 
with the number of NGOs … increasing from 6,000 to approximately 26,000 
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during the 1990s alone.”254 “Many nongovernmental organizations claim to act 
as a ‘global conscience’ [as] they develop new norms directly by pressing govern-
ments and business leaders to change policies, and indirectly by altering public 
perceptions of what governments and firms should be doing,” said Nye.255

Global human rights NGOs, including Amnesty International (AI) and 
Human Rights Watch, have had a particular impact on various issues relating 
to the law of armed conflict (as well as, of course, human rights law256) in recent 
decades. Such NGOs carry weight because of their large numbers of members 
(AI reportedly has over 1.8  million worldwide),257 considerable budgets (AI 
USA alone had a $39 million budget in 2012),258 perceived objectivity,259 pres-
tige (Amnesty International was awarded the Nobel Peace Prize in 1977),260 and 
expertise at research, advocacy, and public relations.261

AI has contributed to lawfare’s increasing influence in several ways. For exam-
ple, AI has raised awareness of the law of armed conflict and of asserted viola-
tions of it, thereby increasing the reputational cost of actual or alleged failures to 
comply with the law of armed conflict. As Ann Marie Clarke notes in her history 
of AI, “public criticism of governments’ human rights records was not accepted 
diplomatic practice for states or NGOs at Amnesty’s inception.”262

Sometimes, AI has been the first to bring violations to light. For example, AI 
was reportedly the first (prior to any media outlet) to publicize the outrageous 
abuse of prisoners at the Abu Ghraib prison in Iraq by members of the U.S. mili-
tary.263 In other cases, AI’s contribution has been to systematically collect, pack-
age, and disseminate already public alleged violations of the law of armed conflict 
and other international laws by state actors, for example the United States264 and 
Israel (as discussed in Chapter 7),265 or by non-state actors such as Hamas.266

The reports and advocacy of global human rights NGOs such as AI tend to 
have more influence on target countries or non-state actors to the extent the tar-
gets:  are responsive to public opinion, care about their international image,267 
are “sensitive to pressure because of gaps between stated commitments and prac-
tice,”268 and contain influential persons who are members of the NGO or oth-
erwise give credence to it. Since these tend to be characteristics of democratic 
states, the reports and advocacy of global human rights NGOs may, in some 
cases, contribute to making democracies even more vulnerable to compliance-
leverage disparity lawfare than they would be otherwise.

Compilations of data by AI or any other non-governmental (or even govern-
mental)269 actor can also be used more directly as ammunition for instrumental 
lawfare by other actors. For example, when the League of Arab States requested 
an Advisory Opinion from the International Court of Justice on the legality of 
Israel’s security barrier (as discussed in more detail in Chapter 5), they quoted 
reports by AI in support of their position270—this notwithstanding the fact that 
the Arab League is not otherwise known for its deference to either human rights 
or human rights NGOs.
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Of course, journalists also sometimes compile facts that can be used as law-
fare ammunition. AI tends to have more impact on lawfare in this regard because 
it is more focused and devotes relatively more resources to compiling data on 
asserted law of armed conflict and other relevant international law violations 
than does any individual media outlet.

AI’s opinions can also be used as ammunition for lawfare by other actors. 
For example, when a prestigious organization such as AI, with a reputation for 
objectivity, asserts, as it often does, that a particular action by a state or non-
state actor was a violation of international law,271 that inevitably lends cre-
dence to other actors’ lawfare deployments based on similar assertions. Given 
the nature of customary international law—which, as described in Chapter 4, 
can be influenced by the writings of legal scholars—interpretations of interna-
tional law by prestigious organizations such as AI can help shape the content 
of that law. Organizations such as AI can also shape the content of interna-
tional law more directly, when they campaign in favor of new treaties or pro-
visions. For example, AI played a leading role in advocating for and shaping 
the International Criminal Court,272 which, as discussed in Chapter  5, has 
become a significant lawfare battleground.

The collective influence of NGOs in shaping international law can sometimes 
rival or exceed that of superpowers, enabling the NGOs to impose additional 
restrictions on the conduct of armed conflict even over the superpowers’ objec-
tions. For example, the landmine ban treaty, which entered into force in 1998, 
was driven forward by NGOs and adopted over the opposition of China, Russia, 
and the United States.273 The landmine treaty idea was initiated in 1991 by a 
handful of activists who founded and built the International Campaign to Ban 
Landmines (ICBL).274 The ICBL, in which AI happened not to actively partici-
pate,275 was coordinated in large part via e-mail by Jody Williams from a farm-
house in Vermont.276 For their efforts, Williams and the ICBL were recognized 
with the 1997 Nobel Peace Prize.277

In addition to its efforts to broadly shape and build awareness of the law of 
armed conflict, AI has advocated several specific policy positions that would 
fit the definition of lawfare if the organization’s goal was to weaken or destroy 
the target. These include a report on the 2009 Israel/Hamas conflict in Gaza in 
which AI called “on the UN, notably the Security Council, to impose an immedi-
ate, comprehensive arms embargo on all parties to the conflict, and on all states 
to take action individually to impose national embargoes on any arms or weap-
ons transfers to the parties to the conflict.”278 In addition, before a planned trip 
to Switzerland by President George W. Bush in 2011, AI sent to Swiss authorities 
documents petitioning them to prosecute Bush for torture when he arrived in 
Geneva.279 Bush cancelled the trip.280 Even if AI’s goal is not to weaken or destroy 
the target, such recommendations from such an influential organization can pro-
vide significant impetus and ammunition to actors who are waging lawfare.
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In addition to global NGOs such as AI, numerous smaller NGOs have also 
played a considerable role in lawfare. Chapters 2 and 6 describe numerous smaller 
Israeli, Palestinian, U.S., and other NGOs informing, instigating, and sometimes 
waging lawfare. As Nitsana Darshan-Leitner, the head of a lawfare-waging Israeli 
NGO, put it, NGOs can sometimes be more aggressive in waging lawfare because 
while “countries are bound by treaties, national agreements and special relation-
ships,” in contrast, “private citizens do not have these limitations.”281

D. The Information Technology Revolution

The information technology revolution is another major contributor to lawfare’s 
increasing impact and prevalence. As discussed in Chapter  2, the information 
technology revolution has empowered non-governmental organizations and 
individuals to inform, instigate, and even wage lawfare. Chapter 2 provides exam-
ples of non-governmental lawfare practitioners benefiting from the ready acces-
sibility over the Internet of commercial satellite imagery, ship-tracking websites, 
corporate annual reports, trade press articles, foreign press articles, international 
agreements, local laws, and national laws from around the world.

At the same time, personal communications technology and the proliferation 
of online media outlets have enabled small organizations and even individu-
als to record and disseminate evidence of war crimes. For example, according 
to Dunlap, “the U.S. military’s most serious setback since 9/11” is perceived to 
have been the Abu Ghraib detainee abuse scandal, a “strategic military disaster 
[which] did not involve force of arms, but rather centered on illegalities.”282 Abu 
Ghraib resonated around the world in considerable part because of the disturb-
ing photos of detainee abuse which were snapped by individual soldiers using 
personal communications devices and distributed around the world via Internet 
websites large and small.

E. Globalization and Economic Interdependence

The final major reason for the increasing power and prevalence of lawfare is the 
advance of globalization, which has vastly increased governments’ nonkinetic 
leverage over other countries and their companies by intensifying international 
economic interdependence. According to a U.N. analysis, “economic integration 
and interdependence in the world today have reached an unprecedented level.”283

In 2012, the world’s total cross-border flow of goods, services, and finance 
equaled an estimated $26 trillion, some 36  percent of global GDP.284 This 
reflected a significant increase in total economic integration and interdepen-
dence since 1990. For example, the total flow of goods, services, and finance in 
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2012 was 1.5 times as large relative to GDP as it had been in 1990, when it repre-
sented 23 percent of world GDP.285

Since 1990, national economies have become much more dependent on trade 
in goods and services. During that period, “the share of exports and imports of 
goods and services in GDP (at constant prices) virtually doubled, from around 
13% to 27% in developed countries, and from 20% to close to 40% in developing 
countries.”286 In 2012, 35 percent of goods crossed borders, in comparison with 
20 percent in 1990.287 In 2012 alone, the world’s total global flow of goods and 
services equaled approximately $21.9 trillion.288

For much of the period between 1990 and 2010, worldwide cross-border flows 
of foreign direct investment (FDI) rose even faster than did trade in goods and 
services.289 In 2014 alone, global FDI flows totaled $1.3 trillion.290 Meanwhile, 
total cross-border capital flows (which include FDI, purchases of foreign bonds 
and equities, and cross-border loans and deposits), increased from $1 trillion in 
1990 to $4.6 trillion in 2012 (in constant 2011 exchange rates).291

As a result of the increase in goods and services trade and capital flows, many 
nations have an increased reliance on international commerce, and many com-
panies are subject to significant leverage in jurisdictions beyond where they 
are headquartered. Chapter 4 details the increased economic interdependence 
between the PRC and the United States, and the many potential lawfare tar-
gets it has created. For example, as described in Chapter 4, the PRC currently 
owns some $1.24 trillion in U.S. Treasury securities and also has vast leverage 
over many major U.S.  companies, including those with investments in China 
and those that are heavily dependent on the Chinese market. At the same time, 
the U.S. government has regulatory leverage over, for example, the many major 
Chinese companies that have in the last two decades been listed on U.S. stock 
exchanges.

While licit international commerce has been multiplying, so has illicit inter-
national commerce. Although illicit commerce is relatively hard to quantify, the 
United Nations estimated that some $1.6 trillion, 2.7 percent of global GDP, was 
illegally laundered in 2009.292 Moises Naim, the author of Illicit,293 a book on illicit 
commerce, estimated in 2009 that money laundering had “grown at least tenfold 
since 1990.”294 Naim noted that “in the 1990s, revolutionary changes in politics 
and technology reduced the obstacles that distance, borders, and governments 
imposed on the international movement of goods, money, and people—legal and 
illegal.”295

A number of this book’s case studies involve lawfare that leveraged trans-
national economic interdependence. For instance, in Chapter 2, such exam-
ples include:  the U.S.  law that put foreign companies to a choice between 
providing gasoline to Iran and exclusion from the U.S.  market; members of 
Congress using an Indian firm’s loan guarantees from the U.S. government to 
pressure it to stop supplying gasoline to Iran; the Marine barracks bombing 
victims freezing some $2 billion in Iranian government funds that transited a 
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New York bank account; U.S. state pension funds divesting from foreign com-
panies with investments in Iran; and U.S.  prosecutors seizing a Manhattan 
office tower, which was secretly owned by Iran, to distribute the proceeds to 
victims of Iranian terrorism.

In Chapter  3, examples of lawfare that leveraged transnational economic 
interdependence include the U.S. Treasury Department’s campaign to use 
the dollar’s primacy to pressure scores of foreign banks to stop laundering 
money for and otherwise transacting with Iran. In Chapter  4, they include 
the PRC pressuring Japan by withholding rare earth exports. In Chapter  6, 
they include antisettlement activists instigating a Dutch criminal investiga-
tion of Israel’s rental of a construction crane from the Dutch company Riwal. 
In Chapter 8, they include an Israeli NGO using U.S. law to pressure insurers 
(who also had business interests in the United States) to drop their coverage 
of a flotilla in a Greek port.



CHAP TER 2

Lawfare Waged by U.S. Private Sector 
and Non-Governmental Organization 
Attorneys

“A moral striking force” 
— Raphael Lemkin

A handful of American attorneys outside the U.S.  government have waged   
 remarkably impactful lawfare against U.S.  adversaries and other foreign 

targets. In the litigation arena, one team of two attorneys—a father and his 
daughter—brought a lawsuit that helped shut down an organization raising mil-
lions of dollars for Hamas in the United States. A  lawsuit brought by a second 
small team of attorneys resulted in a verdict which established that a bank which 
knowingly provides financial services to a terrorist group can be held liable for 
the group’s terrorist acts. That verdict will likely help deter banks around the 
world from continuing to do business with terrorists.

A third small team of attorneys successfully sued Iran for the deaths of 241 
U.S. marines killed by Hezbollah’s bombing of a Marine barracks in Beirut in 
1983. The U.S. executive branch had never retaliated against Iran for the marines’ 
deaths and had done “nothing in response to an attack that killed more service-
men in a single day than any other since the Second World War.”1 George Shultz, 
who was secretary of state at the time, later criticized the lack of a response, stat-
ing, “We may never have the kind of evidence that can stand up in an American 
court of law, but we cannot allow ourselves to become the Hamlet of nations, 
worrying endlessly over whether and how to respond.”2

Ironically, it was in an American court of law, on May 30, 2003, almost twenty 
years after the blast, that Iran was finally held accountable for the Marine barracks 
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bombing. On that day, a U.S. district court judge ruled that Iran was responsible 
for the Marine barracks bombing and awarded $2.657 billion in compensation to 
its victims. In 2008, $2 billion in Iranian assets were seized as a result of the ver-
dict. In explaining her motivation for bringing the case, the lead plaintiff, whose 
brother had been killed in the attack, said: “We don’t want to be victims of terror 
anymore. We want to be soldiers in the war on terrorism; the courtroom is our 
battlefield.”3

Private sector litigation lawfare has frequently been criticized as weakening the 
President’s control over U.S.  foreign policy. Yet Congress has repeatedly passed 
laws that enable and facilitate it. As one analyst explained, “who could vote against 
… the belief in the law as the ultimate arbitrator of social justice; the reliance on 
the rights and energies of the individual; the emotional and moral draw of the com-
mon man taking on a dictatorial terrorist state in a courtroom showdown.”4

U.S. non-governmental attorneys have also impactfully waged lawfare out-
side the litigation arena. In the late 1940s, the successful campaign to create a 
U.N.  treaty prohibiting genocide was mounted virtually single-handedly by 
Raphael Lemkin, an American Jewish lawyer who lost forty-nine of his relatives 
in the Holocaust. Describing his work, he wrote:  “I have transformed my per-
sonal disaster into a moral striking force.”5

In the Internet age, information technology has greatly enhanced the 
ability of individual attorneys to collect and disseminate information at the 
level of detail necessary to either wage lawfare themselves or spur or assist 
governments to do so. Corporate annual reports, trade press articles, ship-
tracking websites, and commercial satellite imagery have all been used by 
non-governmental attorneys to identify and act upon illicit activity by for-
eign terrorist groups and governments, and the companies that do business 
with them.

This chapter will describe, analyze, and draw lessons from the stories of these 
and other individual lawfare warriors. Section I focuses on litigation by private 
sector attorneys in U.S. courts against terrorist groups, their material support-
ers, and their state sponsors. It concentrates in particular on lawsuits against 
Middle Eastern terrorist groups and Iran, the targets with regard to which such 
lawfare has been the most extensive, sophisticated, and effective. The section is 
organized around the two key U.S. statutes that are currently facilitating such 
litigation, turning first to examine cases under the Anti-Terrorism Act and then 
to cases under the state sponsor of terrorism exception to the Foreign Sovereign 
Immunities Act.

Section II focuses on describing and analyzing other ways, outside the liti-
gation arena, in which U.S.  non-governmental attorneys have waged offensive 
lawfare against U.S.  adversaries. This includes developing and advocating 
changes to international, U.S. federal, state, and local laws; encouraging actions 
by executive branch policymakers; and collecting and disseminating evidence 
of adversary violations of laws. Section III assesses the potential future role of 
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U.S. non-governmental attorneys in lawfare against U.S. adversaries, including 
the possibility of more extensive cooperation in this regard between the U.S. gov-
ernment and law firm attorneys.

I. PRIVATE CIVIL LITIGATION AGAINST TERRORISTS, THEIR 
MATERIAL SUPPORTERS, AND THEIR STATE SPONSORS

The handful of private sector U.S. attorneys who sue terrorist groups, their mate-
rial supporters, and the governments that sponsor terrorism are an exceptional 
example of lawfare waged by individuals. These lawsuits have been notably effec-
tive at times in achieving various objectives, including: (a) seizing assets of and 
otherwise putting financial pressure on terrorist-supporting states, including 
Iran; (b) deterring private individuals and NGOs from contributing to terrorist 
groups; (c) deterring banks from providing financial services to terrorist groups; 
(d) compensating victims; (e) bringing public and governmental attention to the 
harm done by terrorists to Americans; and (f) using the American judicial sys-
tem to find facts and make determinations as to the connections between coun-
tries such as Iran and terrorist attacks by groups such as Hezbollah. At the same 
time, these lawsuits are frequently criticized for interfering with the U.S. govern-
ment’s conduct of foreign policy.

The two principal U.S. laws that are currently facilitating litigation against ter-
rorists, their material supporters, and their state sponsors are the Anti-Terrorism 
Act (ATA) and the state sponsor of terrorism exception to the Foreign Sovereign 
Immunity Act (FSIA). While the ATA is typically the legal weapon of choice 
against terrorists and their non-governmental material supporters, state spon-
sors of terrorism are typically sued under a special exception to the FSIA. This 
section will describe and analyze leading cases under the two laws. In doing so, it 
will analyze the advantages, disadvantages, and future potential of such U.S. pri-
vate sector litigation lawfare.

A. The Anti-Terrorism Act

Since it became U.S. law in 1990, the ATA has been the vehicle for lawsuits that 
have won hundreds of millions of dollars on behalf of U.S. victims of terrorism. 
The ATA provides principally as follows:  “Any national of the United States 
injured in his or her person, property, or business by reason of an act of inter-
national terrorism, or his or her estate, survivors, or heirs, may sue therefor in 
any appropriate district court of the United States and shall recover threefold the 
damages he or she sustains and the cost of the suit, including attorney’s fees.”6 
This subsection will describe and analyze the development and implementation 
of the ATA.
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Before analyzing the ATA, it is important to briefly distinguish it from 
the Alien Tort Statute (ATS), with which it is sometimes confused. The ATS, 
enacted by the first Congress as part of the Judiciary Act of 1789, states:  “The 
district courts shall have original jurisdiction of any civil action by an alien for 
a tort only, committed in violation of the law of nations or a treaty of the United 
States.”7 The ATS remained in obscurity for almost two hundred years, until an 
attorney named Peter Weiss used it to sue former Paraguayan police inspector 
Americo Peña-Irala for the torture and killing of Joelito Filartiga. When Weiss 
initially suggested deploying the obscure 1789 statute, his colleagues at the 
Center for Constitutional Rights were so skeptical they worried that the “suit 
would be laughed out of court.”8 Nevertheless, in 1980, the lawsuit resulted in 
the landmark Second Circuit decision in Filartiga v.  Peña-Irala, in which the 
court allowed Dolly Filartiga, a Paraguayan citizen, to sue under the ATS for the 
torture and murder in Paraguay of her 17-year-old brother Joelito by Americo 
Peña-Irala, who had subsequently moved to New York City.9 Dolly Filartiga was 
awarded a $10 million judgment.10 Numerous ATS suits followed.11

The ATS showed considerable promise as a lawfare tool before it was very 
significantly narrowed in 2013 by the Supreme Court decision in Kiobel v. Royal 
Dutch Petroleum Company.12 In Kiobel, the Supreme Court held that there is no 
federal court jurisdiction under the ATS for torts that occur outside the United 
States.13 Lower court decisions since Kiobel suggest that “Kiobel marks the end of 
the Filartiga revolution in the United States.”14

In contrast to the ATS’s eighteenth-century vintage, the ATA was enacted in 
1990. The ATA was reportedly inspired in part by a suit filed in federal court by 
the family of Leon Klinghoffer.15 Klinghoffer, a wheelchair-bound U.S. passenger 
on a cruise ship named the Achille Lauro, was murdered by PLO-affiliated terror-
ists after they commandeered the ship.16 Klinghoffer’s wife and daughters sued 
the PLO. After several years of litigation, the PLO settled the case.17 Members 
of Congress viewed the suit favorably and were concerned that the case had only 
narrowly escaped dismissal.18 In supporting the ATA, Senator Charles Grassley 
explained that “the ATA removes the jurisdictional hurdles in the courts con-
fronting victims and it empowers victims with all the weapons available in civil 
litigation.”19

As of summer 2015, the three most important ATA cases have been Boim 
v. Holy Land Foundation; Linde v. Arab Bank; and Sokolow v. PLO. Boim was the 
essential precursor to Linde and Sokolow.

1. Holding Hamas Funders Liable for Hamas Terrorist Acts:  
Boim v. Holy Land Foundation

Boim was the first case to clarify that the ATA can impose liability for terror-
ist acts against persons or entities who provide material support to terrorists. In 
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Boim v. Holy Land Foundation,20 the Seventh Circuit Court of Appeals in 2008 
affirmed a $156 million award, under 18 U.S.C. § 2333, to the family of David 
Boim. Boim, a 17-year-old U.S. citizen, had been shot to death in 1996 by two 
Hamas operatives while waiting for a bus in the West Bank.21 The $156 million 
award was against several U.S.-based individuals and organizations found to 
have provided material support to Hamas, including by raising funds for it.22

The Boim decision, like most of the other key lawfare court cases featured in 
this chapter, was years in the making and driven by a very small team of lawyers. 
The Boim litigation had its origin in the creative mind of Nathan Lewin, a law 
firm partner in Washington, D.C., who teamed up on the case with his daughter 
Alyza Lewin, also an attorney. A third lawyer, Stephen Landes, an experienced 
Chicago litigator, eventually joined them and played a leading role, especially in 
collecting additional facts and presenting the lawsuit to the jury.

Following the murder, David Boim’s parents had approached Nathan Lewin 
and asked whether there was any recourse to be had under U.S.  law.23 Nathan 
Lewin first tried to get Boim’s killers prosecuted under a federal law that crimi-
nalizes the killing of “a national of the United States, while such national is out-
side the United States.”24 Although such prosecutions have been rare, they are 
not unheard of.25 Nathan Lewin thought the Boim case presented a particularly 
good opportunity because one of the two Hamas perpetrators had confessed to 
the crime in the presence of a U.S. State Department observer.26 However, the 
U.S. Justice Department refused to prosecute the case.27

Nathan Lewin stated in an interview that in searching for another route to 
justice, he drew inspiration from the lawsuits of Morris Dees and the Southern 
Poverty Law Center,28 who had used civil litigation to bankrupt factions of the 
Ku Klux Klan.29 Frustrated by the reluctance of the U.S.  government, with its 
vast resources, to pursue the Hamas foot soldiers who had themselves killed 
David Boim, attorneys Nathan and Alyza Lewin decided to use civil litigation 
to “build a case of far greater consequence than nailing a couple of lowly Hamas 
killers.”30 The father and daughter team decided that they would themselves go 
after Hamas’s leadership and fundraising apparatus.31

Nathan Lewin noticed that the ATA’s 18 U.S.C. § 2333—which provides that 
“any national of the United States injured … by reason of an act of international 
terrorism, or his or her estate, survivors, or heirs, may sue therefore”—does not 
explicitly state who can be the target of such a lawsuit.32 “It didn’t make sense to 
me,” said Nathan Lewin, “that the only person who could be sued would be the 
gunman.”33 “So I worked up this theory that the statute enabled you to sue any-
one who had contributed to Hamas.”34 Alyza Lewin refers to it as “Nat Lewin’s 
Novel Legal Theory.”35

With the theory in hand, Nathan and Alyza Lewin turned to identifying poten-
tial defendants for the litigation.36 “This was before 9/11,” says Alyza Lewin, “and 
Hamas’ funders in the U.S.  were very open as to what they were doing.”37 For 
example, the Lewins discovered that the Holy Land Foundation, which was at 
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the time the United States’ largest Muslim charitable organization38 “collecting 
funds in most mosques in the United States,”39 was providing millions of dollars 
to Hamas under the guise of social welfare.40

On May 12, 2000, the Lewins filed a $600 million lawsuit in federal court in 
Chicago on behalf of David Boim’s parents against the Holy Land Foundation 
and several other Islamic charities and individuals who they alleged had raised 
money in the United States for Hamas.41 The novel nature of the suit quickly 
proved a mismatch for the genteel standard operating procedures of the judge 
assigned to the case. “Judge Lindberg, who had previously served as a state court 
judge, had an iron-clad rule: all civil cases before him had to engage in settlement 
negotiations, with each of the parties present in person themselves,” said Nathan 
Lewin.42 The Boims were living in Israel at the time.43 “It was going to be awk-
ward, to say the least, for them to come to the U.S. to sit down with the funders 
of their son’s murder,” said Alyza Lewin.44 But Judge Lindberg insisted, and the 
settlement conference was held.45

“Only one of the defendants was willing to consider any kind of settlement 
at all,” said Nathan Lewin, “and that was the Quranic Literacy Institute, which 
offered only to publish a book of condolences for all victims of the Middle East 
conflict, in which they would include David Boim’s name and put his photo on 
the cover along with photos of Palestinian victims.”46 “Mohammed Salah, who 
we had named as a defendant because he was one of the key Hamas operatives in 
the U.S., turned to the Boims at the settlement conference,” said Nathan Lewin, 
“and said ‘I know where you live.’”47

The defendants were represented by Akin Gump, one of the nation’s largest 
firms.48 The attorneys from Akin Gump were sufficiently confident of victory 
that they asked the court not only to dismiss the case but also to impose Rule 11 
sanctions against the Lewins for bringing a frivolous suit.49 In December 2000, 
the Lewins prevailed against that first challenge. However, ultimate victory still 
seemed far away.

Then came the terrorist attacks of September 11, 2001. “September 11th made 
all the difference for the case,” says Alyza Lewin.50 All of a sudden, the media, 
the public, and the federal government saw the battle against terrorism in a very 
different context. In addition, “after September 11 this became a case not just 
about the Boims and Hamas funders but also about a potential tool that could 
be used against the sponsors of the September 11 attacks,” says Alyza Lewin.51 
For example, the Chicago Tribune reported on September 26, 2001, that “accord-
ing to lawyers in the case, the court’s decision could set a precedent for whether 
thousands of victims from the Sept. 11 attacks have legal recourse to sue financial 
backers of Osama bin Laden or others found to be responsible.”52

After the attacks of September 11, says Alyza Lewin, “I asked myself, ‘What 
could I as an individual do?’ But the fact is, we had the Boim case. The fact is, 
we were able to go to court and make a difference for victims of terrorism. I felt 
blessed.”53
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One book somewhat breathlessly described Nathan Lewin’s role in the 
post-9/11 era as follows:

Nathan Lewin was at the forefront of a new warrior force that now began to throw 
itself into battle. Their theater of war would be the chrome-and-glass towers of 
Washington and New  York, Chicago and Dallas. Most wore smart pinstripes and 
carried bulging briefcases. Their weapons were computers, dictaphones, and photo-
copiers. Their smart bomb was the law and their trenches would be the courtrooms 
of the United States.54

In the wake of the September 11, 2001, attacks, the Seventh Circuit requested 
the executive branch’s views on the Boim case.55 On November 14, 2001, the U.S. 
Department of Justice weighed in to support the Boim lawsuit.56 The Department 
advised that “neither the First Amendment nor any other part of the Constitution 
guarantees a right to fund a foreign terrorist organization when it is a natural 
consequence that the money donated will be used to commit terrorist acts such 
as murder.”57

It turned out that the federal government had for several years quietly pos-
sessed information definitively linking the Holy Land Foundation to Hamas.58 
For example, the FBI had electronically eavesdropped on a 1993 meeting in 
Philadelphia at which Holy Land Foundation officials met to discuss what they 
called “Samah,” the backwards spelling of Hamas.59 According to the FBI, the 
meeting participants “decided that most or almost all of the funds collected in 
the future should be directed to” Samah.60 Also according to the FBI, at a 1994 
meeting, two Holy Land Foundation officials stated that “the monies raised by 
[Holy Land] were strictly for Hamas terrorists.”61

The U.S. government had designated Hamas as a terrorist organization and 
had frozen Hamas assets in the United States in January 1995.62 But the gov-
ernment had not acted on its information linking the Holy Land Foundation 
to Hamas. Wary of being seen as “bashing Muslims,”63 the federal government 
was reportedly reluctant to act against the Holy Land Foundation unless it could 
directly connect the Foundation “money raised in this country to bombs and bul-
lets unleashed in the Middle East.”64

Finally, on December 4, 2001, the federal government was spurred to act 
against the Holy Land Foundation—by a combination of the September 11 
attacks, a spate of Hamas suicide bombings in Israel, and the Boim litigation, 
which was advancing without having to demonstrate that Holy Land Foundation 
funds raised in the United States were used to purchase a particular bomb or bul-
let. That day, President George W. Bush, Treasury Secretary Paul O’Neill, and 
Attorney General John Ashcroft held a press conference to announce that the 
federal government was seizing the Holy Land Foundation’s records and assets.65 
Federal agents ultimately seized about $5  million in Holy Land Foundation 
assets.66 “Hamas has obtained much of the money that it pays for murder abroad 
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right here in the United States, money originally raised by the Holy Land 
Foundation,” said President Bush.67 “Money raised by the Holy Land Foundation 
is … used by Hamas to recruit suicide bombers and to support their families,” 
said Bush.68

“The Holy Land Foundation masquerades as a charity, while its primary 
purpose is to fund Hamas,” said Treasury Secretary O’Neill.69 The Holy Land 
Foundation “exists,” said O’Neill, to raise money in the United States to promote 
terror.”70

The same assertion that Nathan Lewin and his team had been making in 
court since May 2000 was suddenly being made by the President and Treasury 
Secretary of the United States. However, it would not be until 2008 that the Boim 
lawsuit was definitively victorious.

Though it was Nathan Lewin who first identified the ATA’s potential, and the 
Lewins and Stephen Landes who tenaciously pushed the case forward, it was 
Judge Richard Posner who in 2008 authored the Seventh Circuit’s pivotal en 
banc opinion in the Boim case. Posner, a former law professor, is a prolific author 
who has been described as the single most cited legal scholar of the twentieth 
century.71

During oral argument before Posner and the other Seventh Circuit judges, 
Matthew Piers, an attorney for one of the defendants (Mohammed Salah), 
asserted that Boim’s family should be required to show a definitive link between 
the defendants’ acts and Boim’s death.72 The comment prompted Judge Posner to 
inquire as to what that would mean.73 “Would there have to be a Katyusha rocket 
with the name Salah engraved on it, something like that? Would his contribution 
have to be earmarked for a specific weapon or ammunition which is then traced 
to David Boim—the bullet?,” asked Posner.74 “You can never trace the critical 
expenditure on the weapon that kills the plaintiff ’s decedent to a specific dona-
tion,” Judge Posner said, adding that the ATA would be “completely ineffectual” 
if such a standard were followed.75

In the pivotal en banc opinion, Posner determined that 18 U.S.C. § 2333 was 
applicable to the Boim defendants through a “chain of incorporations by refer-
ence.”76 Posner began by noting that the term “act of international terrorism” in 
18 U.S.C. § 2333 is defined in 18 U.S.C. § 2331(1) to include not only violent 
acts but also “acts dangerous to human life that are a violation of the criminal 
law of the United States.”77 Posner asserted that “giving money to Hamas, like 
giving a loaded gun to a child (which is also not a violent act), is an act ‘dangerous 
to human life.’”78 Posner then noted that giving money to Hamas also violated 
a federal criminal statute, 18 U.S.C. § 2339A(a), which provides that “whoever 
provides material support or resources … , knowing or intending that they are 
to be used in preparation for, or in carrying out a violation of [18 U.S.C. § 2332],” 
shall be guilty of a federal crime.79

The final link in Posner’s chain was when “we go to 18 U.S.C. § 2332 and dis-
cover that it criminalizes the killing (whether classified as homicide, voluntary 



L A W FA R E  WA G E D  B Y  U . S .  P R I VA T E  S E C T O R  A N D  N G O  A T T O R N E Y S  [59 ]

manslaughter, or involuntary manslaughter), conspiring to kill, or inflicting 
bodily injury on, any American citizen outside the United States.”80 “By this 
chain of incorporations by reference,” said Posner, “we see that a donation to a 
terrorist group that targets Americans outside the United States may violate sec-
tion 2333.”81

Having established this, Posner made the following key additional points as to 
the scope of 18 U.S.C. § 2333:

• “The fact of contributing to a terrorist organization rather than the amount of 
the contribution is the keystone of liability.”82

• “If you give money to an organization that you know to be engaged in terror-
ism, the fact that you earmark it for the organization’s nonterrorist activities 
does not get you off the liability hook … . Anyone who knowingly contributes 
to the nonviolent wing of an organization that he knows to engage in terror-
ism is knowingly contributing to the organization’s terrorist activities. And 
that is the only knowledge that can reasonably be required as a premise for 
liability.”83

• “Nor should donors to terrorism be able to escape liability because terrorists 
and their supporters launder donations through a chain of intermediate orga-
nizations … . As long as A either knows or is reckless in failing to discover 
that donations to B end up with Hamas, A is liable.”84

The Boim family ultimately collected only a tiny fraction of the $156 million in 
damages the court had awarded them.85 However, collecting damages had never 
been the lawsuit’s primary objective. “We went into this knowing there might be 
no compensation,” said Alyza Lewin, who explained that the motivations for the 
lawsuit included “shutting down the specific fundraising network” that had con-
tributed to Boim’s killers and setting a broad precedent to deter future funding of 
terrorism.86 The Boim lawsuit achieved both of those objectives.

When it came to shutting down the specific organizations and individuals that 
had raised money for Hamas in the United States, the Boim lawsuit was victori-
ous itself and also helped the federal government take action. Intensive research 
and discovery proceedings by Landes and his trial team, including depositions 
of key Hamas operatives, demonstrated the close links between the domestic 
defendants and Hamas leadership. According to Alyza Lewin, “we shared with 
the federal government several key pieces of evidence, acquired as part of our 
research on the case, that they did not have themselves.”87 Some of this evidence 
was eventually introduced by the prosecutors in the criminal trial against the 
Holy Land Foundation and its principals.88

In addition, “when Stephen Landes learned before the government did that 
Holy Land Foundation President Shukri Abu Baker—a defendant which the 
government was also targeting—was about to leave the country, Landes told 
DOJ and they immediately arrested Abu Baker before he could depart,”89 said 
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Alyza Lewin. Furthermore, when the Justice Department eventually prosecuted 
Mohammed Salah on various counts, including conspiring to support Hamas, 
the jury acquitted him of every count except one: a charge of obstruction of jus-
tice for lying under oath in written answers he provided in the Boim lawsuit.90 
Salah was sentenced to serve twenty-one months in prison for his obstruction of 
justice in the Boim case.91

The Boim lawsuit has also contributed significantly to more broadly deterring 
fundraising for terrorist groups. According to Stephen Landes, who joined the 
Lewins as the chief trial lawyer on the Boim family legal team, a major “purpose 
[of the suit] was to dry up money going to terrorist organizations.”92 In finding for 
the Boims, the court “sent a message to every potential contributor to an organi-
zation that engages in terrorism that he or she can be sued for millions of dollars,” 
said Nathan Lewin.93

The Boim case precedent has driven a number of subsequent lawsuits. Posner’s 
vivid analogy between “giving money to Hamas” and “giving a loaded gun to a 
child,” and the legal reasoning that accompanied it, “rippled through the court 
system.”94 “Upon that single sentence much recent case law has been premised,” 
noted Lanier Saperstein, an attorney defending the Bank of China against ter-
rorism finance allegations in Wultz v. Bank of China, a case described at length in 
Chapter 8.95

2. Holding Bankers Liable for Hamas Terrorist Acts: Linde v. Arab Bank

As of summer 2015, the single most important case to build on the Boim prec-
edent was the case of Linde v. Arab Bank. While the Boim case had established 
that donors to a terrorist group could be held liable for the group’s terrorist acts, 
Linde v. Arab Bank took the principle a step further, by establishing that provid-
ers of financial services to a terrorist group could be held liable for the group’s 
terrorist acts.

On September 22, 2014, a federal jury in Linde v. Arab Bank found Arab Bank 
PLC liable for damages suffered by victims and family members of victims killed 
or injured in twenty-four terrorist attacks by Hamas and similar terrorist orga-
nizations (Hamas).96 The Linde jury found Arab Bank liable principally on the 
grounds that the Bank had knowingly provided Hamas with material support 
in the form of financial services.97 On April 8, 2015, district court judge Brian 
Cogan dismissed claims against Arab Bank arising from two of the attacks, but 
found “ample” evidence to support the rest of the verdict.98 A separate trial was 
planned for determining the amount of damages owed by the Bank to the victims 
and their families as a result of the remaining twenty-two of the twenty-four ter-
ror attacks.99

The damages trial was scheduled for mid-August 2015.100 Legal experts sur-
veyed by the New York Times in September 2014 suggested that in the damages 
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trial, Arab Bank “may be asked to pay a judgment near or exceeding $1 billion.”101 
The September 2014 verdict finding Arab Bank liable is a “message that should 
be understood and heard by the entire financial community—if you do business 
with terrorists, you can be held liable” in the United States, said Michael Elsner, 
an attorney for the plaintiffs.102

The attacks for which Arab Bank was found liable had occurred in Israel, Gaza, 
and the West Bank from 2001 to 2004.103 Those attacks included the March 27, 
2002, suicide attack on a Passover Seder at the Park Hotel in Netanya, Israel, 
which killed thirty people and wounded one hundred more.104 They also included 
the August 9, 2001, suicide bombing of the Sbarro pizzeria in Jerusalem, Israel, 
which killed or injured 130 people.105

Linde v.  Arab Bank was the first civil trial of a bank under the ATA, “mak-
ing the verdict a potential industry landmark.”106 The plaintiffs had specifically 
alleged that Arab Bank had knowingly provided banking services for Hamas 
and Hamas operatives, laundered funds for Hamas and its front organizations, 
and facilitated payments to families of martyred Hamas suicide bombers.107 The 
plaintiffs alleged that as of November 2001, Hamas funders had “paid millions of 
dollars to suicide bombers or their beneficiaries through Arab Bank” and Arab 
Bank had also “transmitted millions of dollars” to “terrorists or their fronts.”108 
Arieh Spitzen, the former head of the Israeli military’s Department of Palestinian 
Affairs, testified before the jury in August 2014 that Arab Bank had from 2000 to 
2001 alone transferred about $4 million to Hamas through the Bank’s New York 
Branch.109

The Linde court relied heavily on Judge Posner’s Boim decision interpreting 
the ATA. Judge Cogan quoted Judge Posner’s statement that “[g] iving money to 
Hamas, like giving a loaded gun to a child (which also is not a violent act), is an 
‘act dangerous to human life.’”110 Judge Cogan also determined that “Defendant’s 
suggestion that knowingly providing financial services should be treated differ-
ently than knowingly donating money is unpersuasive; such financial services 
increase Hamas’ ability to carry out attacks in the same way, and Congress made 
no distinction between these different forms of material support in criminalizing 
them.”111

In Judge Cogan’s jury instructions, he required plaintiffs “to prove that Arab 
Bank ‘knowingly’ provided banking services to Hamas or Hamas-controlled 
organizations.”112 The judge instructed the jury that, in deciding whether Arab 
Bank acted “knowingly,” they could consider evidence related to “defendant’s 
policies and procedures, and banking industry standards and practices.”113

Arab Bank’s attorneys had argued that the plaintiffs must prove that the finan-
cial services Arab Bank provided to Hamas were used directly to perpetrate the 
terrorist attacks causing plaintiffs’ injuries.114 But Judge Cogan rejected that test 
in favor of a less restrictive causation threshold. Judge Cogan instructed the jury 
that Arab Bank was liable if the plaintiffs could prove that Arab Bank’s mate-
rial support for the terrorists was “a substantial factor in the sequence of events 
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responsible for causing plaintiffs’ injuries and that plaintiffs’ injuries were reason-
ably foreseeable or anticipated as a natural consequence of such acts.”115 Judge 
Cogan added that “plaintiffs are not required to prove that defendant’s alleged 
unlawful acts were the sole cause of their injuries; nor do plaintiffs need to 
eliminate all other possible causes of injury.”116 “It is enough,” instructed Judge 
Cogan, “if plaintiffs have proved that defendant’s acts substantially contributed 
to their injury, even though other factors may have also significantly contributed  
as well.”117

In his Linde case Memorandum and Order of April 8, 2015, Judge Cogan fur-
ther elaborated on the causation threshold and the court’s rejection of “defen-
dant’s argument that plaintiffs were required to trace specific dollars to specific 
terrorist attacks.”118 The judge asserted that “requiring ‘but for’ causation would 
effectively annul the civil liability provisions of the ATA,” which “cannot have 
been the intent of Congress in enacting them.”119

Judge Cogan explained that his less restrictive causation threshold was con-
sistent with the Seventh Circuit’s opinion in the Boim case and the Supreme 
Court’s opinion in an unrelated case, Holder v. Humanitarian Law Project. The 
judge quoted the Supreme Court’s statement in the latter case that foreign terror-
ist organizations “are so tainted by their criminal conduct that any contribution 
to such an organization facilitates that conduct.”120

The lead plaintiffs’ attorney in Linde v. Arab Bank was Gary Osen, head of a 
six-lawyer firm based in Hackensack, New Jersey. The case grew to encompass 
the consolidated claims of dozens of victims and family members of victims of 
the twenty-four terror attacks, represented by a coalition of attorneys from small 
firms across the United States, including Tab Turner, an Arkansas products lia-
bility lawyer; Mark Elsner of South Carolina-based Motley Rice, previously best 
known for tobacco and asbestos litigation; and Dallas attorney Mark Werbner.121 
“Gary’s a blue-collar lawyer after my own heart, not one of these boys in the 
gleaming corporate offices,” said Turner.122

Arab Bank was a massive target. As of March 2015, it had over six hundred 
branches in thirty countries.123 It also had $35 billion in deposits and reported 
$577.2 million in profits for 2014.124 Arab Bank drew on its resources to mount 
an aggressive defense, hiring public relations consultants,125 a former senior 
U.S. diplomat,126 one of the United States’ most-credentialed attorneys, and the 
world’s second largest law firm, to defend itself against the motley coalition of 
plaintiffs’ attorneys.

For example, the Bank hired Paul Clement, who had served as solicitor gen-
eral in the George W. Bush Administration.127 The Bank at one point had seven-
teen attorneys working on the case at the top-tier New York law firm of Dewey 
& LeBoeuf.128 In mid-2012, Arab Bank asserted that its legal team had compiled 
“nearly 1 million pages of documents, expert reports, and exhibits as well as 1,000 
hours of depositions” that were, at the time, contained in both electronic files and 
in hundreds of boxes housed at Dewey & LeBoeuf.129 As of spring 2015, Arab 
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Bank’s lead law firm on the case was DLA Piper, which—with 1,250 partners, 
3,700 lawyers, 80 offices around the globe, and $2.48 billion in revenue—was the 
world’s second largest law firm by revenue and had an average profit per equity 
partner of $1.49 million.130

The first of the several related cases that make up the Arab Bank litigation 
had been filed in July 2004, more than ten years before the September 2014 jury 
verdict.131 During the decade the case took to get to trial, Arab Bank attempted 
various maneuvers to hinder the case against it. For example, Arab Bank refused 
to produce banking records which the trial judge ordered it to produce.132 Then 
it mounted a large-scale campaign to get the executive branch to intervene and 
ask the Supreme Court to overturn sanctions which the trial judge imposed 
in response to the refusal to produce the records.133 The campaign report-
edly resulted in a split, pitting the State Department, which wanted the execu-
tive branch to intervene, against the Treasury and Justice Departments, which 
opposed intervention.134

In making its case for intervention, Arab Bank introduced broad policy argu-
ments, warning that the case “threaten[ed] the ruin of the single most impor-
tant financial institution in the Palestinian territories and Jordan if not the entire 
Middle East.”135 The Kingdom of Jordan, a key U.S.  ally in which the Bank is 
headquartered, asserted that the trial risked “destabilizing the economies of 
Jordan and surrounding countries” and posed for Jordan “a very real and grave 
threat to its economic stability and prosperity.”136

Edward Gnehm, a former U.S. ambassador to Jordan, wrote an op-ed, identi-
fying himself as “a consultant to Arab Bank,” in which he asserted that a verdict 
against Arab Bank would be “a major diplomatic catastrophe” with an “impact 
on Jordan’s economy” that could be “bigger than that of the 2009 financial crisis 
on the United States.”137 Gnehm warned that “American trial lawyers and private 
lawsuits must not be allowed to trump U.S.  global interests.”138 “The Supreme 
Court,” said Gnehm, “should not let this disaster develop any further.”139

However, the executive branch chose not to request the Supreme Court’s inter-
vention,140 and the Supreme Court declined to intervene.141 Notwithstanding the 
Linde court’s September 2014 verdict, Arab Bank reported in February 2015 that 
its profits had grown by 15 percent during 2014 (to $577.2 million) and its cus-
tomer deposits had grown by 2 percent (to reach $35 billion).142

The Linde suit settled in mid-August 2015 (as this book went to press), report-
edly for around $1 billion. The plaintiffs had triumphed over a well-funded and 
sophisticated opponent. As discussed above, the Linde litigation benefited in part 
from the Boim precedent, a strong factual case, creative lawyering, and the execu-
tive branch’s decision to refrain from intervening.

The Linde litigation also benefited from the periodic affirmative assistance 
of the Israeli and U.S. governments. For example, the Linde lawsuit was report-
edly spurred in part by documents the Israeli military seized during Operation 
Defensive Shield in 2002.143 According to Paul McGeough, in his book about 
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Hamas, “when Operation Defensive Shield was unleashed across the West Bank 
in 2002, special orders were issued for Israeli troops to raid the paper and elec-
tronic archives of the Palestinian Authority’s security services and departments, 
of local charities and of any of the Palestinians’ factional offices.”144 At the time, 
Arab Bank had twenty-two branches in the West Bank and Gaza Strip, making it 
the leading bank for Palestinian transactions.145 “The documents showed,” says 
Nitsana Darshan-Leitner, that foreign “charities were raising millions of dollars 
for Hamas and for the families of the martyrs (that is, suicide bombers), and were 
transferring the money to the Gaza Strip and the West Bank via the Arab Bank 
and other banks.”146

As described in Chapter  8, documents seized by Israel during those 2002 
raids were explicitly used as evidence in the United States’ criminal prosecution 
of the Holy Land Foundation and five individuals for providing material sup-
port to Hamas.147 The prosecutions resulted in lengthy jail terms for Foundation 
leaders, contributed to the Foundation’s closure, and helped considerably reduce 
Hamas fundraising in the United States.148

While the decision to bring the Linde lawsuit was spurred in part by the seized 
Israeli documents, the lawsuit benefited directly from the U.S. executive branch’s 
own actions against Arab Bank. In an interesting example of the interplay 
between public and private lawfare, those U.S. executive branch actions against 
Arab Bank had themselves been spurred by an earlier stage of the Linde litigation. 
According to Steve Perles, who served as counsel for about half of the U.S. vic-
tims and their families whose cases had been folded into the Linde litigation, “the 
filing of these cases led to the U.S. Office of the Comptroller of the Currency 
(OCC) investigating the Bank in 2004.”149 In addition, Gary Osen shared with 
U.S. government investigators some of the evidence he had gathered as part of 
his research for the lawsuit.150

The investigation of Arab Bank by the OCC and by the U.S. Treasury 
Department’s Financial Crimes Enforcement Network (FINCEN) led in 2005 
to the United States assessing a $24  million penalty against the Bank for fail-
ure to implement an adequate anti-money-laundering program and for violating 
U.S. legal requirements to report suspicious activities.151 The OCC also ordered 
Arab Bank’s New  York branch to shut down its wire transfer operations and 
restrict itself to very limited banking activities.152

The OCC’s Acting Comptroller testified before Congress that the OCC took 
these steps to restrict Arab Bank operations in the United States because an OCC 
“review disclosed that the branch had handled hundreds of suspicious wire trans-
actions involving individuals and entities with the same or similar names as sus-
pected terrorists and terrorist organizations and that many of these individual 
and entities were customers of Arab Bank or its affiliates.”153 The Linde court 
allowed the plaintiffs to reference these enforcement actions for the purpose of 
countering Arab Bank touting the strength of its anti-money-laundering compli-
ance procedures.154
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Although the Linde plaintiffs’ argument to the jury included numerous refer-
ences to banking terminology and legal precedents, it closed on an emotional 
note. Gary Osen, the lead plaintiffs’ attorney, reminded jurors of a witness they 
had heard at the beginning of the trial, a U.S.  man paralyzed in a Hamas bus 
bombing, whose testimony was shown on video because he had died in 2010 
from complications of his injuries.155 The victim, Steve Averbach, “hoped that 
this lawsuit would do some good, that it would help stop this process of paying 
the families of suicide bombers,” Osen told jurors.156 “And all of my colleagues 
here worked for the last 10 years to hold these people accountable. But in the end, 
Steve couldn’t do the job and we can’t do the job. You, and you alone, can finish 
the job Steve started.”157

The Linde jurors held Arab Bank accountable. Following the case’s large settle-
ment in August 2015, it is likely to become a very powerful weapon against terror-
ists. As discussed in detail in Chapter 3, several of Europe’s largest banks, which 
dwarf the Arab Bank in assets, have already run afoul of U.S.  laws restricting 
business with Iran and other countries designated by the United States as state 
sponsors of terrorism. These include HSBC, which agreed in December 2012 to 
pay $1.9 billion in fines to the U.S. government, and Standard Chartered, which 
that same month agreed to pay $667 million in fines to the U.S. and New York 
state governments.

As of March 2015, Gary Osen was moving forward with lawsuits that would 
“piggyback” on these U.S. sanctions actions in a manner analogous to the way 
the Linde case piggybacked on the OCC and FINCEN sanctions against Arab 
Bank.158 For example, on November 11, 2014, a few weeks after the Linde jury 
ruled against Arab Bank, Osen filed an ATA suit in federal court against HSBC, 
Standard Chartered, and three other European banks already sanctioned by the 
U.S. government, on behalf of relatives of U.S. civilians and soldiers who died in 
Iraq as a result of attacks linked to Iranian-backed militias and terrorist groups.159 
Osen’s filing includes numerous examples of how the defendant banks sought to 
hide their dealings with Iran, examples drawn from the U.S. government’s pub-
lished reports about the banks’ misdeeds.160

Osen’s filing even includes the infamous statement which the N.Y. State 
Department of Financial Services reported was made by a Standard Chartered 
executive in Europe: “You f—ing Americans. Who are you to tell us, the rest of 
the world, that we’re not going to deal with Iranians.”161 According to a reporter 
who covered the filing, Osen intends to be one of those Americans.162

3. Sokolow v. PLO Holds the PLO Liable for Terrorist Acts  
(and Poses a Dilemma)

In February 2015, a federal jury in New York found the PA and the PLO liable 
under the ATA for six terrorist acts in Israel between January 2001 and January 
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2004,163 and awarded $218.5  million in damages to the American victims’ 
families.164 The ATA automatically tripled the award to $655.5 million.165 The 
terrorist attacks at the heart of the Sokolow v. PLO case had killed a total of 33 
people and injured more than 450.166 The attacks had occurred at a bus stop, 
inside a bus, on a crowded street, and in a cafeteria on the campus of Hebrew 
University.167

The Sokolow plaintiffs asserted that “many of those involved in the planning 
and carrying out of the attacks had been employees of the Palestinian Authority, 
and that the authority had paid salaries to terrorists imprisoned in Israel and 
had made martyr payments to the families of suicide bombers.”168 Although the 
Israeli government emphasized that it had no involvement in the case,169 docu-
ments seized by Israel during Operation Defensive Shield in 2002 played a role in 
informing the Sokolow litigation. For example, the Sokolow plaintiffs submitted 
to the court exhibits extensively quoting from Palestinian documents seized by 
Israel.170 After the Sokolow verdict, PLO executive committee member Hanan 
Ashrawi complained of the “theft [by Israel] of the Palestinian documents used 
by the court.”171

The Sokolow case was not the first ATA case involving the PLO and PA. 
Following enactment of the ATA, several suits pursuant to it moved forward 
through the U.S. court system against the PLO and PA. For example, the family 
of Aharon Ellis, a U.S. citizen killed in 2002 by a Palestinian attack on a bat mitz-
vah reception in Hadera, Israel, sued the PA and PLO under the ATA.172 The PLO 
and PA ultimately decided to settle the case by paying an undisclosed sum to the 
plaintiffs.173 However, the Sokolow case’s timing and magnitude make it the most 
important such case as this book goes to press.

The Sokolow case is interesting and significant from a legal perspective. 
However, it is even more interesting and significant from a policy perspective. 
As the rest of this subsection will delineate, Sokolow provides an exceptional 
case study of the various, often cross-cutting, and sometimes unintended ways in 
which a private civil lawfare lawsuit can have policy consequences.

By demonstrating that the PA and PLO under Yasser Arafat had continued to 
sponsor terrorism, even after signing the Oslo Accords with Israel, the Sokolow 
verdict was “a setback for the Palestinians’ image as they seek to rally interna-
tional support for their independence and to push for war crime charges against 
Israel.”174 In addition, the Sokolow case generated, and put the U.S. court system’s 
stamp of approval on, evidence that could potentially be used against some PA 
officials in an ICC proceeding.175 This had particular significance at a time when 
the PA had joined the ICC and was threatening to take additional lawfare steps 
against Israel both at the ICC and elsewhere. Yonah Jeremy Bob, the Jerusalem 
Post ’s legal affairs correspondent, suggested that by making it clear that “the PA 
is not coming with clean hands,” the Sokolow verdict could both discourage the 
ICC from opening an investigation into the situation in Palestine and discourage 
the PA from pressing the ICC to do so.176
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For Shurat HaDin, which says its mission is using “court systems around the 
world to go on the legal offensive against Israel’s enemies,”177 the Sokolow case, in 
which it played a role, was a useful reminder to those using lawfare against Israel 
that lawfare is a weapon that can be used by both sides to a conflict.178

The same lesson was not, however, lost on leading Palestinians, some of whom 
asserted that the Palestinian cause’s loss in the relatively unfavorable U.S. court 
system should be responded to with additional and more vigorous litigation 
in more favorable forums. PLO executive committee member Hanan Ashrawi 
responded to the Sokolow verdict by saying that it highlights the need for the PA 
to turn to the ICC.179 Hafez Al-Barghouti, a columnist for the official PA daily, 
suggested that just as “the Israeli-American Jews played in the American court, 
which leans in their favor,” the Palestinians should “not rely on any American 
court” but rather “turn to courts in other countries.”180 Issa Karake, Director of 
the Palestinian Commission of Prisoners’ Affairs, similarly responded to the 
Sokolow verdict with a call for escalating the PA’s lawfare, stating, “it is fitting 
that we start suing Israeli officers, soldiers and officials in the courts of countries 
whose laws allow for it, and that we hurry to turn to the International Criminal 
Court in order to sue the occupation army and its commanders for the war crimes 
they perpetrated and continue to perpetrate against our people.”181

In the kinetic warfare literature, analysts sometimes refer to the concept 
of “escalation dominance.” Herman Kahn defined escalation dominance as 
“a capacity, other things being equal, to enable the side possessing it to enjoy 
marked advantages in a given region of the escalation ladder.”182 In Kahn’s work, 
“escalation dominance allows one side to triumph because its rival cannot risk 
taking the next step on the ladder.”183

The Palestinian response to the Sokolow case reflects that in lawfare, it is 
also useful to think about which side would be in a better position should esca-
lation occur. Factors affecting the answer at a particular level of escalation can 
include: which side has the capacity to inflict greater costs on the other at that 
level, how much it costs each side to inflict costs and defend (to the extent they 
can) against attacks at that level, what is the impact on domestic support of con-
flict at that level, and which side would benefit more from escalation to the next 
level.184

However, in lawfare, in contrast with traditional kinetic warfare, there is a 
very important additional variable in the escalation calculus. Control over law-
fare escalation can reside—and in the case of civil litigation lawfare usually does 
reside—in the hands of non-state organizations or even individuals.

As Yishai Schwartz noted in an article commenting on the Sokolow verdict, 
Palestinian officials have ample reason to believe that lawfare escalation might 
work in their favor. “In most international fora,” as well as in domestic courts in 
Europe and most other countries, “Palestinians hold a significant set of advan-
tages,” said Schwartz.185 Specifically, “Palestinians are generally seen as victims 
of a much stronger Israeli state,” thereby enjoying “widespread sympathy” with 
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“concrete results—in the kinds of cases prosecutors are tempted to bring, in the 
verdicts that are likely to be delivered, and for the likelihood that national gov-
ernments will insert themselves.”186

“Beyond these structural factors,” said Schwartz, “there is growing danger that 
Israeli policy itself … faces the prospect of international criminalization.”187 In par-
ticular, “in an international legal context where any and all Jewish building beyond 
the 1948 armistice lines have come to be considered criminal violations (rather 
than simply contentious or controversial policy), Israel finds itself vulnerable to 
prosecution for admitted activities in a way that Palestinians simply are not.”188

The risks of harm that Israel might suffer directly as a result of lawfare escala-
tion may be sufficient in and of themselves to give Israel an interest in avoiding 
such escalation. However, Israel’s interest in avoiding lawfare escalation is fur-
ther increased by the limits placed on Israeli offensive lawfare by Israel’s strong 
interest in not bringing down the PA.

As of summer 2015, Mahmoud Abbas’s PA was manifestly better for Israeli 
interests than Hamas, the likely alternative. As the evidence in the Sokolow case 
demonstrates, the PA and PLO between 2001 and 2004, under Yasser Arafat’s 
leadership, continued to sponsor terrorism, despite signing the Oslo Accords 
with Israel. However, the PA (and to a considerable degree the PLO) took a dif-
ferent approach after Mahmoud Abbas came to power in 2005—so much so 
that the head of Israel’s Shin Bet general security service said in November 2014 
that Abbas “is not interested in terror and is not leading towards terror … . He 
is also not doing that under the table.”189 Jonathan Schanzer, a leading author on 
Palestinian politics who has been critical of Abbas on other issues, asserted in 
February 2015 that, “to his full credit, after coming to power in 2005, Palestinian 
leader Mahmoud Abbas reined in the violent groups responsible for terrorism … 
and he has since upheld this policy of nonviolence, earning him the backing of 
Israel and the United States as a partner for peace.”190

With the PA in perilous political and financial straits, it was far from clear, at 
least in the summer of 2015, that the cause of fighting terrorism would, on bal-
ance, be served by removing from the PA’s coffers the $655.5  million Sokolow 
award. Israel clearly had qualms about emptying the PA’s coffers. On March 27, 
2015, Israel announced that it was releasing to the PA the four months’ worth 
of PA tax revenue (about $130  million per month) that Israel had withheld in 
response to the PA’s accession to the ICC.191 Israel reportedly released the more 
than $500 million in PA tax revenue at the recommendation of Israel’s security 
establishment, which warned that withholding the revenue was “endangering 
Israel’s own well-being” by undermining the PA.192 The $655.5 million award is 
comparable in size to the amount of money that Israel transferred to the PA in 
order to keep the PA from collapsing. Indeed, it would be the equivalent of some 
20 percent of the PA’s annual budget.193 It would also be of a similar magnitude 
to the $450 million or so per year that the U.S. government was providing to help 
prop up the PA.194
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Collection of the Sokolow award thus risked facilitating the PA’s replacement 
by the far more radical and violent Hamas. Punishing the PA for terrorism com-
mitted prior to its decade of commitment to nonviolence also risked sending a 
counterproductive message as to the virtue of renouncing violence.

In light of the risks to Israel of lawfare escalation and the PA’s collapse, it 
stands to reason that if the State of Israel had been the Sokolow plaintiff in the 
spring of 2015, it might have chosen to use the verdict’s powerful financial lever-
age over the PA and PLO to extract a PA commitment to not proceed with a State 
Party referral to the ICC of the situation in Palestine. As discussed in Chapter 5, 
without such a referral by the PA, the ICC prosecutor would be highly unlikely to 
open a formal investigation of alleged Israeli war crimes.

The PA and PLO would likely have been open to a settlement, as the PA had 
assets in the United States and had settled two previous cases.195 Reuters reporter 
Alison Frankel noted that “lawyers for victims who have previously obtained 
default judgments against the Palestinian Authority were successful enough at 
disrupting” the PA’s finances that the PA “quietly settled both cases.”196 Dr. Nasser 
Abd Al-Karim, a Palestinian economic expert, said that if the PA does not pay, 
the judgment “will represent a liability for it, and it may encounter difficulties in 
performing financial transactions and transfers, or in opening bank accounts in 
the international banking system.”197

However, the State of Israel was not the Sokolow plaintiff, and thus it did not 
have formal control (and quite possibly not informal control) over the Sokolow 
litigation. Instead, the formal control over this powerful lawfare weapon—so 
potentially valuable to the State of Israel in its conflict with the PA—resided in 
the hands of the victims’ families and their attorneys. In the Bank of China case 
discussed in Chapter  8, the difference in interests between the government of 
Israel and plaintiffs which it had explicitly encouraged resulted in considerable 
acrimony and significant policy problems, including with regard to Israel’s stra-
tegically important relationship with China.

The U.S.  executive branch also retained a degree of influence over the case 
(in its ability to file with regard to some aspects a statement of interest, to which 
U.S. federal courts traditionally give considerable but not complete deference).198 
However, in light of the antagonism between President Obama and Prime 
Minister Netanyahu, it was not clear to what extent the U.S. government would 
coordinate with Israel or take into account its preferences regarding filing a state-
ment of interest in this case regarding U.S. citizens killed in terrorist attacks on 
Israeli soil.

The complexity of the United States’ and Israel’s relationships with the PA 
requires skillful diplomacy, including the creative deployment and constant 
recalibration of pressure and encouragement, firmness and concessions, incen-
tives and disincentives.199 “Private lawsuits, however, are the polar opposite of 
this kind of diplomacy,” said Yishai Schwartz.200 Civil lawsuits are “initiated 
in the service of private interests and are adjudicated according to abstract 
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legal principles.”201 “Political exigencies and budgetary realities—for instance, 
whether the PA is critical for regional stability or whether it is close to broke—are 
simply irrelevant to the law,” said Schwartz, who expressed concern that civil liti-
gation is therefore a “dangerous tool.”202

B. The Terrorism Exception to the Foreign Sovereign 
Immunities Act

U.S. courts have long provided that foreign governments are generally immune 
from being sued in the United States.203 The Foreign Sovereign Immunities Act 
of 1976 (FSIA) codified the law of foreign sovereign immunity and provided 
for exceptions to it. The Antiterrorism and Effective Death Penalty Act of 1996 
(AEDPA) then amended the FSIA to create a special exception to sovereign immu-
nity for countries on the State Department’s list of state sponsors of terrorism.204

Following additional amendment, the terrorism exception to the FSIA cur-
rently provides in relevant part that a foreign state designated as a state sponsor 
of terrorism shall not be immune from the jurisdiction of U.S.  courts in cases 
in which “money damages are sought against a foreign state for personal injury 
or death that was caused by an act of torture, extrajudicial killing, aircraft sabo-
tage, hostage taking, or the provision of material support or resources for such an 
act.”205 Flatow v. Islamic Republic of Iran was the first U.S. court case to be decided 
against Iran under the state sponsor of terrorism exception.206

1. Holding Iran Liable for Palestinian Terrorism: Flatow v. Islamic  
Republic of Iran

Alisa Flatow was a 20-year-old American student murdered in the April 9, 1995, 
bombing of an Israeli bus.207 The Shaqaqi faction of the Palestinian Islamic Jihad 
Organization (PIJ) claimed credit for the attack.208 The PIJ was funded entirely 
by Iran.209

Stephen Flatow, Alisa’s father, had been a title insurance attorney in New 
Jersey.210 “I decided I would sue Iran out of the terrorism business,” said Flatow.211 
Over the course of the coming years, Flatow played a key role in first changing 
U.S. law to remove Iran’s foreign sovereign immunity, then further amending the 
law to create a cause of action and enable the award of punitive damages. Finally, 
he successfully sued pursuant to the law he had helped create.

Flatow’s principal partner in much of this work was Steven Perles, a D.C.-based 
attorney. Flatow first reached out to Perles the day after Alisa’s funeral.212 Flatow 
had read about Perles’ successful effort to extract reparations from Germany for 
Hugo Princz, a Holocaust survivor to whom Germany had denied compensation 
because Princz was not a German citizen or a refugee but rather a U.S. citizen 
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during his time in Auschwitz.213 “Stephen Flatow phoned me and said: ‘will you 
do for Alisa to Iran what you did for Hugo Princz to the Germans?’” recounted 
Perles.214

Prior to becoming a litigator, Perles had worked for six years as legal counsel 
for a U.S. senator. Perles understood both how to sue pursuant to existing federal 
law and how to amend federal law to facilitate new avenues or types of litigation. 
By spring 2015, Perles had become the leading private civil litigator against ter-
rorists, their material supporters, and their state sponsors. According to Perles, 
he had, as of May 2015, collected over $500 million dollars on behalf of the ter-
rorism victim clients and cases on which he had worked.215

The first such case for Perles was Flatow. Perles and Flatow began by persuad-
ing Congress to amend the terrorism exception to create subject matter juris-
diction for lawsuits against state sponsors of terrorism.216 Then they persuaded 
Congress to pass another amendment—commonly known as “the Flatow 
Amendment”217—which created a federal cause of action and enabled the award 
of punitive damages.218

The changes to U.S.  law facilitated Flatow and Perles bringing a lawsuit 
for Alisa’s death against the Islamic Republic of Iran, the Iranian Ministry of 
Information and Security (MOIS), and three Iranian leaders.219 The leaders were 
Ayatollah Ali Khamenei (who has served as Iran’s Supreme Leader since 1989), 
Ali Akbar Hashemi Rafsanjani (Iran’s President at the time of the bombing), and 
Ali Fallahian-Khuzestani (who served as Iran’s Intelligence Minister at the time 
of the bombing).220

Collecting evidence for the case was, at times, a challenge. Alisa Flatow 
had been killed in Gaza. “The Palestinian security service refused to cooper-
ate with the FBI and provide any information on those who killed Alisa,” said 
Stephen Flatow.221 According to Perles, President Clinton “sent a team of about 
a dozen FBI agents to Gaza to collect evidence and do an investigation.”222 Once 
the team arrived, said Perles, “Yasser Arafat said I’m not letting any American 
forensic team into my country.”223 “The agents called the State Department 
for instructions and the Department said ‘we have to honor Mr. Arafat’s edict 
so come home’,” recalls Perles.224 “That didn’t sit well with me, so I  go to the 
Attorney General of Israel and say I’d like to send a team to Gaza,” said Perles.225 
“He said ‘that sounds like a great idea to me, I’ll be sure you will get escorted 
in, we have much bigger guns than the Palestinians do, your guys will be fine,’” 
recalls Perles.226

“So I sent people in to take depositions and gather evidence,” said Perles.227 
“The single most important piece of evidence we found—as we went door to 
door—was a guy who had happened to be sitting in a parked car less than one hun-
dred yards from the bombsite, trying out a new camcorder.”228 “The bomb went 
off, he headed over, and he recorded everything that happened starting about 
twenty seconds after the bomb went off,” said Perles.229 “That was very impor-
tant for the U.S. intelligence community and the FBI and the Israeli intelligence 
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community because terrorists like PIJ send intelligence gatherers into the crowd 
after the bombing to look at how their operation went, to write their after-action 
reports,” said Perles.230 “If you can do name-face recognitions on the crowd and 
you see who is there, it will help you figure out who really detonated the bomb.”231 
“So in this case PIJ took credit but name-face recognition helped the U.S. intel-
ligence community confirm that PIJ indeed detonated that bomb,” said Perles.232

In the courtroom, Perles was joined by Thomas Fortune Fay, one of 
Washington, D.C.’s most effective courtroom advocates.233 Together, the plain-
tiffs’ attorneys presented evidence that the PIJ had perpetrated the attack and 
that the PIJ had received from Iran about $2 million annually, which was all of 
the PIJ’s funding.234

Royce Lamberth, the U.S.  district court judge assigned to the case, con-
cluded that Iran had provided “material support and resources” to PIJ through 
the MOIS with the approval of the individual defendants.235 Judge Lamberth 
held that “Alisa Michelle Flatow’s death was caused by a willful and deliberate 
act of extrajudicial killing” by the PIJ “acting under the direction of Defendants 
the Islamic Republic of Iran, the Iranian Ministry of Information and Security, 
Ayatollah Ali Hoseini Khamenei, Ali Akbar Hashemi-Rafsanjani and Ali 
Fallahian-Khuzestani.”236

Further, Judge Lamberth determined that “Defendant Ayatollah Ali Hoseini 
Khamenei performed acts … which caused the death of Alisa Michelle Flatow” 
when he “approved the provision of material support and resources to the 
Shaqaqi faction of Palestine Islamic Jihad.”237 The court awarded the Flatow 
family $22.5  million in compensatory damages and $225  million in punitive 
damages.238

Judge Lamberth set the amount of punitive damages at $225 million based 
on testimony by expert witness Dr.  Patrick Clawson that Iran was spending 
approximately $75 million per year in support of terrorist activities.239 The judge 
explained that since the purpose of the terrorism exception to the FSIA “is to 
deter acts of terrorism which result in the death or personal injury of United 
States nationals … an award of punitive damages in the amount of three times 
the Islamic Republic of Iran’s annual expenditure for terrorist activities is 
appropriate.”240

The Flatow family ultimately collected $26 million, as a result of a provision 
of the Victims of Trafficking and Violence Protection Act of 2000.241 The provi-
sion required the U.S. government to front to Flatow and other victim families 
$400 million out of U.S. Treasury Department funds, the $400 million amount 
selected to match the balance of one of the frozen Iranian accounts in the United 
States.242 According to Washington Post reporter Neely Tucker, the provision was 
controversial because the $400 million frozen Iranian account does not clearly 
belong to the United States.243

Thus, wrote Tucker, either the United States government or Iran might even-
tually receive the frozen $400 million.244 Tucker asserts that if the latter occurs, 
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the result will be that “U.S. taxpayers paid one of the most generous terrorism 
victim judgments in history—on behalf of Iran, for sponsoring Islamic Jihad.”245 
According to Mike Kelly’s superb book about the Flatow case and a similar sub-
sequent case (Eisenfeld v. Islamic Republic of Iran246), as of 2014, “the equivalent 
of a lien had been placed on the Iranian fund—to be negotiated at some point in 
the future.”247 According to Steve Perles, Flatow received from Jack Lew, who 
implemented the compensation process in the final days of the Clinton adminis-
tration, “a personal commitment from Jack Lew that the funds he was being paid 
were being paid from the Iranian blocked assets and that no taxpayer funds were 
implicated,” and “that is the condition under which he [Flatow] agreed to accept 
the money.”248

Notwithstanding the challenges of collecting on the award, the Flatow case 
facts and precedent paved the way for many subsequent cases. For example, 
according to the New York Times, a filing in the Flatow case caused the investiga-
tion that led to the fines and forfeitures—described in Chapter 2—of $350 mil-
lion against Lloyds TSB Bank, $536 million against Credit Suisse, and ultimately 
$8.9 billion against BNP Paribas, for providing financial services to Iran and 
other state sponsors of terrorism.249 “The trail that ultimately led to BNP began in 
2006,” said the Times, “when the Manhattan district attorney’s office came upon” 
the civil lawsuit filed by Stephen Flatow against Iran.250 “Buried in the court fil-
ings, prosecutors found a stunning accusation: a charity that owned a gleaming 
office tower on Fifth Avenue was actually a ‘front’ for the Iranian government, a 
claim that the prosecutors later verified.”251

Following up on Stephen Flatow’s accusation, the prosecutors discovered 
that money was being illicitly transferred between the front, named the Alavi 
Foundation, and the Iranian government via Lloyds and Credit Suisse, which 
“stripped out the Iranian clients’ names from wire transfers” to and from the 
Alavi Foundation.252 The Lloyds and Credit Suisse cases soon triggered the BNP 
Paribas case.253 “The fact that our case laid the groundwork for these actions is 
really a tribute to Alisa,” said Stephen Flatow.254

The Justice Department ultimately reached a settlement agreement that 
“forced the Alavi Foundation to forfeit its holdings” in the office tower at 650 
Fifth Avenue.255 “When the government sells the building, the proceeds will 
flow to the families and estates of victims of terrorism,” a nod to the Flatow 
lawsuit’s critical role in drawing attention to Iran’s ownership of the build-
ing just steps from Rockefeller Center.256 The building is expected to sell for 
some $800 million.257 According to Perles, having “already satisfied the Flatow 
judgment,” he is working to channel the office tower proceeds to pay off out-
standing judgments held by Marines killed or injured in the Marine Barracks 
bombing.258

In addition to the Flatow case’s role in spurring the bank investigations, 
numerous subsequent lawsuits have built on the legal precedent set by the Flatow 
case. In these various cases pursuant to the FSIA terrorism exception, U.S. courts 
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have determined, as they have with ATA cases, that a plaintiff need not establish 
that the material support or resources provided by a foreign state contributed 
directly to the terrorist act. Instead, “sponsorship of a terrorist group which 
causes personal injury or death of a United States national alone is sufficient to 
invoke jurisdiction.”259

In addition to victims of Iranian-sponsored terrorism, victims of Cuba, 
Iraq, Libya, and Syria—all for many years designated as state sponsors of 
terrorism—have also taken advantage of the exception to the FSIA. Most nota-
bly, the families of the victims of the 1988 bombing of Pan Am Flight 103 over 
Lockerbie, Scotland, and of the 1986 bombing of the La Belle discotheque 
in Germany ultimately jointly collected $1.5 billion from Libya as a result of 
their lawsuits against it.260 Separately, three families of Brothers to the Rescue 
pilots shot down by the Cuban Air Force won a $187.6 million judgment against 
Cuba261—which they collected on by seizing $96.7 million in Cuban assets in the 
United States.262

In addition, the families of Olin Armstrong and Jack Hensley, two U.S. gov-
ernment contractors who were beheaded by Al Qaeda in Iraq, collected $80 mil-
lion after winning a judgment against the Syrian government in a case titled Gates 
v. Syrian Arab Republic (Gates was the last name of the lead plaintiff, Armstrong’s 
mother).263 The Syrian government was found to have provided material support 
to Al Qaeda in Iraq and to Abu Mus’ab al-Zarqawi, who was videotaped decapi-
tating the victims.264 Collection of this judgment was facilitated by the Terrorism 
Risk Insurance Act (TRIA),265 a U.S. statute that enables judgments for acts of 
terrorism to be collected against assets of state sponsors of terrorism that have 
been frozen in the United States.266

At the trial stage of Gates v.  Syrian Arab Republic, the U.S. Department of 
Defense took the unusual step of providing as expert witnesses, testifying via 
secure video link, military pathologists who had performed autopsies on the 
two victims.267 According to Steve Perles, who represented the plaintiffs, “every 
federal judge knows that DOD rarely makes expert witnesses available like that; 
when a judge sees DOD choosing to cooperate like that it sends an implicit but 
clear message to the judge that DOD wants the terrorist state punished.”268

Notwithstanding these federal court judgments and the executive branch’s 
occasional assistance to plaintiffs, the state sponsor of terrorism exception to 
the FSIA has met with considerable criticism. For example, the Washington 
Post editorial board in 1999 opined that “Congress never should have passed, 
nor President Clinton signed, a law that could only offer Mr. Flatow justice by 
depriving the administration of control over important instruments of foreign 
policy.”269 In 2003, during the George W. Bush administration, William H. Taft 
IV, the State Department Legal Adviser, said in Senate testimony that “the cur-
rent litigation-based system of compensation is inequitable, unpredictable, occa-
sionally costly to the U.S. taxpayer and damaging to foreign policy and national 
security goals of this country.”270
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Royce Lamberth, the U.S. district court judge who wrote the Flatow opin-
ion and has presided over many of the subsequent state-sponsored terror-
ism cases against Iran, has himself expressed concern. Judge Lamberth did 
so in great detail in an unusually wide-ranging opinion in 2009, in which he 
“respectfully urge[d]  the President and Congress to seek meaningful reforms 
in this area of law in the form of a viable alternative to private litigation as 
the means of redress for the countless deaths and injuries caused by acts of 
terrorism.”271

Judge Lamberth did not call into question the cases’ accuracy as a fact-finding 
mechanism, noting of the cases against Iran that “the plaintiffs in these cases 
have demonstrated through competent evidence … that Iran has provided 
material support to terrorist organizations, like Hezbollah and Hamas, that have 
orchestrated unconscionable acts of violence that have killed or injured hundreds 
of Americans.”272 However, Judge Lamberth asserted that “civil litigation against 
Iran under the FSIA state sponsor of terrorism exception represents a failed 
policy.”273

“These cases,” said Judge Lamberth, “do not achieve justice for victims, are 
not sustainable, and threaten to undermine the President’s foreign policy ini-
tiatives.”274 One major driver of Judge Lamberth’s concern expressed in 2009 
was his assessment that “the prospects for recovery upon judgments entered 
in these cases are extremely remote,” as “the amount of Iranian assets cur-
rently known to exist within the United States is approximately 45  million 
dollars, which is infinitesimal in comparison to the 10 billion dollars in cur-
rently outstanding court judgments.”275 Since then, over $2 billion dollars in 
additional Iranian assets have been revealed to be within U.S. jurisdiction.276 
In a May 2015 interview, Steve Perles asserted that Judge Lamberth seemed to 
have ignored the potential for overseas collection of U.S. court judgments.277 
However, according to a July 20, 2015, memorandum by the Congressional 
Research Service, as of that date, the outstanding terrorism judgments against 
Iran resulting from lawsuits brought under the FSIA exception for designated 
state sponsors of terrorism had reached a total of $43.5 billion.278 $20.5 billion 
of that amount had been awarded as compensatory damages, and the rest as 
punitive damages.279

While the State Department and Judge Lamberth have been skeptical of civil 
litigation against state sponsors of terrorism, Congress has tended to be much 
more sympathetic. As Neely Tucker of the Washington Post wrote in a lengthy 
article about such civil litigation, “there is something in the victims’ cause that 
has proven irresistible to Congress.”280

According to Steve Perles, congressional support for civil litigation lawfare 
largely reflects a constituent service mindset.281 “Members of Congress listen 
to their constituents,” said Perles, “and when they hear again and again that the 
State Department isn’t showing any interest in going to bat for terror victims, 
Congress is responsive to that.”282
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2. Holding Iran Liable for the Marine Barracks Bombing: Peterson v. Islamic 
Republic of Iran

On October 23, 1983, a truck bomb struck a barracks housing U.S. Marine partic-
ipants in the multinational peacekeeping force in Beirut, killing 241 marines.283 
It was reportedly the largest nonnuclear bomb blast since World War II.284

In The Twilight War, David Crist, a senior historian for the Joint Chiefs of 
Staff, provides a detailed description of how the U.S. executive branch—despite 
quickly acquiring hard evidence that the attack was orchestrated by Iran—never 
retaliated against Iran for killing the 241 marines.285 According to Crist, President 
Reagan, within twenty-four hours of the Marine barracks bombing, received 
from the CIA “hard evidence of Iranian culpability,” including “a string of 
communications intercepts from Iran to its embassy in Damascus directing it 
to ‘destroy U.S. targets.’”286 One NSA-intercepted message from Tehran to Ali 
Akbar Mohtashemi, Iran’s ambassador to Syria, ordered “a spectacular action 
against the U.S. Marines.”287 Within a few days after the bombing, the CIA had 
amassed evidence that “clearly linked Iranian agents” at Iran’s Sheikh Abdallah 
barracks in Lebanon “with those who’d attacked the marines.”288

On October 27, 1983, Reagan told the nation: “Those who directed this atroc-
ity must be dealt justice, and they will be.”289 The next day, Reagan issued a writ-
ten order to Secretary of Defense Casper Weinberger:  “Subject to reasonable 
confirmation of the locations of suitable targets used by elements responsible 
for the October 23 bombing; attack those targets decisively, if possible … .”290 
However, Weinberger, for the rest of his term as Secretary of Defense, which 
ended in November 1987, continued to block such a response.291 In 1994, more 
than a decade after the blast, Weinberger insisted that “we never had the fidelity 
on who perpetrated that horrendous act.”292

The pivotal moment in the executive branch’s nonresponse to the Marine bar-
racks bombing occurred about a month after the attack. On November 16, 1983, 
President Reagan assembled his national security team and planned to target 
the Sheikh Abdallah barracks.293 Vice Admiral James Lyons, the Navy’s Deputy 
Chief of Operations, had developed a detailed plan for using Navy aircraft, flying 
from U.S. aircraft carriers in the Mediterranean, to target the Iranian barracks.294 
After seeing the NSA-intercepted message from Iran that ordered the “spectacu-
lar action,” Lyons “wanted to clobber” Iran’s Sheikh Abdallah barracks.295 Lyons 
thought the NSA-intercepted message was as good as intelligence evidence ever 
got.296 However, Defense Secretary Weinberger lobbied successfully against the 
mission, continuing to assert that there was insufficient evidence to take action.297

In the end, the Reagan administration did “nothing in response to an attack 
that killed more servicemen in a single day than any other since the Second World 
War”,298 prompting Secretary of State George Shultz’s earlier quoted remark 
implicitly criticizing Weinberger’s refusal to act while waiting “endlessly” for “the 
kind of evidence that can stand up in an American court of law.”299
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Ironically, it was in an American court of law, on May 30, 2003, almost twenty 
years after the blast, that Iran was finally held accountable for the Marine barracks 
bombing. On that day, Judge Lamberth ruled in Peterson v. Islamic Republic of Iran 
that Iran was responsible for the Marine barracks attack.300 The vehicle was a law-
suit, brought by attorneys Steven Perles and Thomas Fay, on behalf of 26 marines 
who had survived the attack, and family members of marines who had died in the 
bombing.301 Over nine hundred plaintiffs joined together in the lawsuit.302

Peterson was the first case to authorize U.S. military personnel to use the ter-
rorism exception to the FSIA.303 In authorizing the plaintiffs to do so, Judge 
Lamberth emphasized that the U.S. military service members at issue were part 
of a peacekeeping mission, and that they were operating under peacetime rules 
of engagement.304

Judge Lamberth specifically concluded that “MOIS [Iran’s Ministry of 
Information and Security] actively participated in the attack on October 23, 1983, 
which was carried out by MOIS agents with the assistance of Hezbollah.”305 He 
based his conclusion on both testimony by witnesses and documentary evidence.

One witness in the Peterson case was a Hezbollah member who participated 
in building the truck bomb and organizing the attack that killed the 241 U.S. 
Marines.306 The Hezbollah member, who testified via a pre-recorded videotape 
deposition—wearing a hood, using a voice modulator, and under the pseudonym 
“Mahmoud”—described in detail the planning and execution of the attack.307

According to Steve Perles, the videotape featuring “Mahmoud” was recorded 
in a hotel room in the Middle East.308 “He was one of the senior bombmakers 
who built the truck bomb which killed the Marines,” said Perles.309 “I hired some 
specialists who identified and located him,” said Perles.310 We then “got him into 
a hotel room by trickery—it’s not like we put a bag over his head or anything, we 
tricked him,” recalled Perles.311 “Then we had a long conversation with him and 
flipped him,” persuading him to do the deposition,312 said Perles. The bombmaker 
proceeded to describe on camera, in great detail, how the bomb was built, includ-
ing who designed it and who supplied the explosives, as well as “Iran’s role in hav-
ing the bomb built,” said Perles.313 The bombmaker “even told us that the driver 
was not Hezbollah, he was IRGC, and identified him by name,” said Perles.314

Perles asserts that this illustrates one of the benefits of civil litigation lawfare.315 
“The U.S. government had never issued an arrest warrant for this guy, let alone 
detained him, yet here we were able to track him down and elicit a confession,” 
said Perles, emphasizing that “we passed on to the U.S. government every shred 
of evidence we collected in the Marine Barracks bombing case—as well as in 
every other of these lawsuits my office has brought against state sponsors of ter-
rorism.”316 “Congress has effectively tried to unleash the private bar against the 
bad guys,” said Perles, “so if we collect evidence, the United States ought to be the 
beneficiary of all the evidence we collect.”317

Another witness in the Marine barracks bombing case was retired Admiral 
James Lyons, who, as Deputy Chief of Naval Operations, had planned the 
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thwarted mission to retaliate against Iran’s Sheikh Abdallah barracks in 
Lebanon.318 Also featured at the trial was the declassified NSA intercept of the 
September 1983 message from Tehran ordering the “spectacular action.”319 In 
his verdict, Judge Lamberth described the message as having been sent to the 
Iranian ambassador to Syria, Ali Akbar Mohtashemi, from the Iranian intel-
ligence ministry.320 According to Judge Lamberth, “the message directed the 
Iranian ambassador to contact Hussein Musawi, the leader of the terrorist 
group Islamic Amal, and to instruct him to have his group instigate attacks 
against the multinational coalition in Lebanon, and ‘to take a spectacular 
action against the United States Marines.’”321 Part of Admiral Lyons’ role at 
the trial was to testify as to the authenticity and significance of the intercepted 
message.322

After first seeing that message nearly twenty years earlier, Lyons, then Deputy 
Chief of Naval Operations, had “wanted to clobber” Iran’s Sheikh Abdallah bar-
racks but had been ordered to stand down. Now, as a private citizen, Lyons finally 
got to take action against Iran in response to the NSA intercept.

In 2007, Judge Lamberth ordered Iran to pay $2.657 billion in compensation 
to the plaintiffs in the Peterson case.323 In doing so, Judge Lamberth noted that 
the victims’ families, “whose hearts and souls were forever broken on October 
23, 1983, have waited patiently for nearly a quarter of a century for justice to be 
done.”324 “The Court hopes,” said Judge Lamberth, “that this extremely sizeable 
judgment will serve to aid in the healing process for these plaintiffs, and simul-
taneously sound an alarm to the defendants that their unlawful attacks on our 
citizens will not be tolerated.”325

Not all of the victims of the Marine barracks bombing had joined or been 
eligible to join in the landmark Peterson litigation. In the wake of the Peterson 
case, Congress passed, and the President signed into law, an amended terror-
ism exception to the FSIA, which broadened plaintiff eligibility and expanded 
the types of damages that could be awarded.326 Over the coming years, Judge 
Lamberth relied on the findings of fact and conclusions of law in the Peterson 
case to award some $7 billion in additional compensatory and punitive damages 
against Iran to victims of the Marine barracks bombing case.327 Among the larg-
est of these subsequent awards were $2.1 billion in Davis v. Islamic Republic of 
Iran,328 $1.3 billion in Valore v. Islamic Republic of Iran,329 $1.2 billion in Estate 
of Bland v. Islamic Republic of Iran,330 $813 million in Brown v. Islamic Republic of 
Iran,331 and $453 million in Spencer v. Islamic Republic of Iran.332

In 2008, approximately $1.9 billion in Iranian government assets in a 
Citigroup account was frozen by a federal court in Manhattan on behalf of the 
Peterson plaintiffs.333 It was the biggest seizure of Iranian assets abroad since 
the 1979 Islamic revolution.334 It is unlikely that the Sheikh Abdallah barracks 
in Lebanon were worth $1.9 billion to Iran. Thus, it is quite possible that the 
Peterson case verdict caused Iran more harm than the Sheikh Abdallah barracks 
attack would have caused, had it occurred.
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Information pointing to the Iranian funds’ location in a specific Citigroup 
account was provided to Perles by the U.S. Treasury Department’s Office of 
Foreign Assets Control (OFAC).335 At the time, Treasury did not itself have the 
legal authority to freeze such funds.336 However, it knew that the Marine barracks 
victim families had the ability, under New York state law, to freeze the assets pur-
suant to the Peterson judgment.337 So “OFAC gave Perles the Citi account num-
ber.”338 Perles recalls OFAC making it “pretty clear that these assets were subject 
to flight and we should move right away.”339

As of April 2015, the $1.9 billion was in a qualified fund under the supervision 
of a court-appointed trustee, former federal Judge Stanley Sporkin, while await-
ing the exhaustion of a petition for certiorari to the U.S. Supreme Court by Bank 
Markazi, Iran’s central bank.340 It was therefore unavailable for Iran to use for 
purposes such as state-sponsored terrorism or advancing its nuclear or ballistic 
missile program.

During the Peterson trial, Lt. Col. Larry Gerlach, who was paralyzed in the 
Marine barracks bombing, said that he hoped his testimony would help achieve 
“accountability, deterrence, and justice.”341 He said that he was concerned that 
“the terrorists feel that they can do things with impunity … ever since [the 
Marine barracks bombing],” and he wanted to finally bring “accountability” to 
the perpetrators.342

In early May 2015, Steve Perles was working on a new lawsuit against Iran 
on behalf of the families of a different set of U.S.  servicemen. The suit alleges 
that the Iranian Revolutionary Guard Corps (IRGC) “sponsored, organized, 
and directed the murder” of three U.S. servicemen—Jacob Fritz, Johnathan 
Chism, and Shawn Falter—on January 20, 2007, in Karbala, Iraq.343 At the 
time, the three Americans were being “held as prisoners” by agents of the IRGC, 
Hezbollah, and “members of the Khazali Network (an Iraqi Shiite terrorist group 
operating under the instruction of the Iranian government).”344

According to the complaint, Qais Khazali and two other persons involved in 
the killings were apprehended by U.S. forces in Iraq in March 2007.345 However, 
Qais Khazali was released by the United States in December 2009 as part of a 
prisoner exchange.346 In filing the lawsuit, Perles asserted that there has been no 
accountability to date for the deaths of the three Americans.347 “Hopefully, that 
will now change,” he said.348

3. The Iran Judgments and the July 2015 Nuclear Deal

As of early August 2015, tensions over Iran policy between the administration 
and Congress were headed to a showdown. On July 14, 2015 (after this book 
was largely completed), the P-5+1 (the U.N. Security Council’s five permanent 
members plus Germany) announced that they had agreed with Iran on a Joint 
Comprehensive Plan of Action (JCPOA) to address Iran’s nuclear program.349 
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The JCPOA provided for the lifting of most nuclear-related sanctions on Iran in 
exchange for various constraints on Iran’s nuclear program. Pursuant to the Iran 
Nuclear Agreement Review Act, enacted in May 2015, Congress was to have 
sixty calendar days, following the JCPOA’s transmission to Congress, to review 
the deal and pass a joint resolution of disapproval.350 The President could then 
veto the resolution, following which Congress could override the veto, should 
opponents of the deal muster sufficient votes to do so.

As of early August 2015, the results of the congressional vote on the JCPOA 
were difficult to predict. Even more difficult to predict was the impact that 
entry into effect of the JCPOA would have on the existing U.S. lawfare judg-
ments and future litigation against Iran. The JCPOA did not on its face commit 
the United States to suspend U.S. sanctions on Iran for its involvement with 
terrorism, or lift Iran’s designation as a state sponsor of terrorism.351 However, 
in a July 22, 2015, hearing before the House Financial Services Committee, 
Steven Perles expressed concern that the JCPOA could “interfere” with ter-
rorism victims’ ability to collect on existing judgments against Iran.352 Perles 
explained that various U.S. “administrative agencies have made recent deci-
sions that raise concerns about their continuing willingness to carry out their 
legal obligations to enforce antiterrorism sanctions against Iran after nuclear 
sanctions are removed.”353

At the same time, some commentators and lawfare practitioners were ques-
tioning the propriety of the U.S. government releasing to Iran over $50 billion in 
Iranian assets pursuant to the JCPOA when U.S. victims of Iranian-sponsored 
terrorism held over $40 billion in U.S. federal court judgments against Iran.354 
These lawfare practitioners included Shurat HaDin, an Israeli non-governmental 
organization described in more detail in Chapter 8.

On August 5, 2015, Shurat HaDin, on behalf of several U.S. terrorism vic-
tims holding judgments against Iran, filed a lawsuit asking a federal judge to 
enjoin the unblocking of Iranian funds pursuant to the JCPOA until their 
judgments against Iran were paid.355 The complaint cited as authority § 201 
of the Terrorism Risk Insurance Act, which plaintiffs asserted provides that 
federal court judgments against state sponsors of terrorism can be paid using 
“any asset seized or frozen by the United States” under the authorities used to 
block the Iranian assets due to be unblocked by the JCPOA.356 As of the date 
this book went to press, it was unclear how the judiciary would respond to the 
lawsuit.

II. U.S. NON-GOVERNMENTAL ATTORNEYS AND LAWFARE 
OUTSIDE THE LITIGATION ARENA

While the courtroom may be the most spectacular battlefield on which U.S. pri-
vate sector and other non-governmental attorneys can wage lawfare, it is far from 
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the only one. As a result, litigators are not the only types of non-governmental 
attorneys who can wage, or contribute to waging, lawfare. This section will dis-
cuss how U.S. non-governmental attorneys engage in lawfare outside the litiga-
tion arena. In doing so, it will also discuss what motivates U.S. non-governmental 
attorneys to engage in such lawfare and why the U.S. government might some-
times find it beneficial to partner with them.

As discussed previously, critics of private civil litigation lawfare argue that 
it does not achieve the plaintiff ’s objectives and that it threatens “to undermine 
the President’s foreign policy initiatives.”357 The U.S. Supreme Court, in striking 
down one state-level lawfare initiative (a Massachusetts law targeting Burma), 
asserted that it was acting to protect the “capacity of the President to speak for the 
Nation with one voice in dealing with other governments.”358

As Part A of this section will illustrate, the U.S. Constitution, U.S. Supreme 
Court jurisprudence, and U.S.  practice provide plenty of room for lawfare by 
actors outside the federal executive branch. Aside from Congress exercising the 
considerable foreign policy powers provided to it in the Constitution, there is an 
extensive record of U.S. states, cities, and non-governmental actors undertaking 
lawfare-type actions to influence U.S. foreign policy. Whether or not it is desir-
able, the ability of U.S. non-governmental actors to choose to wage lawfare seems 
unlikely to disappear any time soon.

U.S. citizens who care about foreign policy issues susceptible to lawfare thus 
have two choices. They can leave the lawfare arena to their adversaries, or they 
can jump into the fray.

Subsection B of this section includes several case studies of impactful 
U.S. non-governmental lawfare outside of the litigation arena. In analyzing this 
phenomenon, Subsection B attempts to shed light on how non-governmental 
lawfare practitioners have been able to have such an impact, why and how the 
U.S.  government may wish to partner with them in some cases, and how the 
U.S. government needs to change in order to more effectively wage lawfare itself. 
In addressing these questions, Subsection B examines the ways in which eco-
nomic globalization, the information technology revolution, and the continued 
rigidity of the U.S. government bureaucracy have all in recent decades increased 
the ease and likelihood of effective ideas emerging from private sector and 
other non-governmental practitioners of lawfare, rather than from government 
attorneys.

The U.S.  national security agencies’ insularity and lack of creativity and 
nimbleness makes them particularly ill-suited to address this era’s increasingly 
threatening nontraditional national security challenges, let alone deploy the law-
fare tools that can play a key role in addressing those challenges. Even for those 
who agree with all of the executive branch’s relevant foreign policy objectives, 
or believe that they should be dispositive, there is considerable evidence that the 
executive branch would achieve those objectives more effectively with the assis-
tance of outside legal expertise, creativity, and nimbleness.
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A. Non-Governmental Lawfare and the President’s  
Foreign Policy Authorities

While the executive branch has often played the leading role in deciding U.S. for-
eign policy, the Constitution also provides Congress with considerable foreign 
policy authorities. According to the Congressional Research Service, “the United 
States Constitution divides foreign policy powers between the President and the 
Congress so that both share in the making of foreign policy.”359 For example, the 
Constitution provides to Congress the power to:

• “provide for the common defence,”360

• “regulate Commerce with foreign Nations,”361

• “define and punish … Offences against the Law of Nations,”362

• “declare War,”363

• “raise and support Armies,”364

• “provide and maintain a Navy,”365

• “make Rules for the Government and Regulation of the land and naval 
Forces,”366

• “make all Laws which shall be necessary and proper for carrying into Execution 
the foregoing Powers, and all other Powers vested by this Constitution in the 
Government of the United States,”367 and

• control federal spending (the power of the purse).368

The Constitution also provides to the Senate the power to provide “Advice 
and Consent” to treaties and to the appointment of ambassadors and “all other 
Officers of the United States.”369

The two branches’ foreign affairs powers clearly were meant to overlap, with 
each branch having different means for addressing the same policy issues.370 
Edward S.  Corwin, a leading presidential scholar, famously described the 
Constitution’s overlap between the foreign policy powers of the President and 
Congress as “an invitation to struggle for the privilege of directing American for-
eign policy.”371

Several of the examples in this chapter of lawfare initiatives by non-
governmental attorneys involve their encouraging Congress to take action pur-
suant to its constitutional authorities. Such initiatives are obviously both lawful 
and appropriate.

There is also an extensive record of U.S. non-governmental actors affecting 
U.S.  foreign policy through state and local lawfare-type measures that do not 
directly involve Congress. Much of this has involved action targeting foreign 
governments, the principal traditional interlocutors of U.S.  foreign policy and 
national security agencies.

A broad range of foreign governments have been targeted by U.S.  non-
governmental lawfare practitioners. This book analyzes in detail how 
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non-governmental actors have taken lawfare-type action—through litigation 
and via U.S. state and local legislation—that has been designed to impact for-
eign governments with regard to issues including the following:  the campaign 
to stop genocide in Darfur; the campaign to halt Iran’s nuclear weapons pro-
gram and state sponsorship of terrorism; and the BDS (Boycott, Divestment and 
Sanctions) movement against Israel.

In addition to the lawsuits against Iran that are discussed in detail in this book, 
litigators under the terrorism exception to the Foreign Sovereign Immunity Act 
have won—and collected as a result of—lawsuits against the governments of 
Cuba,372 Iraq,373 Libya,374 and Syria.375 They have also won lawsuits against the 
government of North Korea.376 Litigators under the Anti-Terrorism Act have 
won and collected on lawsuits against various foreign non-state actors.

There has been a remarkably broad range of targets against which non-
governmental actors have persuaded U.S. states and local cities to enact lawfare-
type legislation:

• at least twenty-seven states and twenty-two cities divested from foreign com-
panies engaged in particular types of business with Sudan;377

• at least twenty-four states divested from, and six states prohibited public con-
tracts with, foreign companies with substantial investments in Iran’s energy 
sector;378

• numerous states and cities engaged in divestment during the anti-apartheid 
movement against South Africa;379

• one state and several cities—including Berkeley, California; Ann Arbor, 
Michigan; Cambridge, Massachusetts; and New  York City—enacted selec-
tive purchasing legislation as part of the Free Burma movement;380

• Massachusetts divested from businesses involved in supplying weapons used 
in Northern Ireland;381

• several states enacted laws designed to combat the Arab League boycott of 
Israel;382 and

• Florida enacted various laws penalizing companies doing business with 
Cuba.383

State and local lawfare can be impactful because the United States’ fifty state 
governments and numerous local jurisdictions have enormous combined eco-
nomic power. State and local pension funds control a total of more than $3.3 tril-
lion in total investments (about $2.7 trillion of that is in state pension funds),384 
and state governments oversee more than $1.7 trillion in spending each year.385 
Total annual spending by the fifty U.S. states is about 50 percent larger than total 
annual spending by the national government of the United Kingdom.386

Lawfare-type action has been taken not only by state legislatures but also 
by governors. For example, in 2007, when Minnesota Governor Tim Pawlenty 
discovered that an Indian company, Essar, was seeking to both invest some $1.6 
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billion in Minnesota and over $5 billion in building a refinery in Iran, he put 
Essar to a choice.387 Pawlenty threatened to block state infrastructure subsidies 
and perhaps even construction permits for the Minnesota purchase unless Essar 
withdrew from the Iranian investment.388 Essar promptly withdrew from the 
Iranian investment.389

The June 2000 Supreme Court decision striking down a Burma-related 
Massachusetts law in Crosby v. National Foreign Trade Council390 was expected 
by many analysts to result in far fewer state and local laws enacting foreign 
policy sanctions. Frank Kittridge, National Foreign Trade Council president, 
predicted after the Crosby decision that it would “help put an end to state and 
local efforts to make foreign policy.”391 However, such laws have, for a vari-
ety of reasons, continued to be enacted. The foremost reason is that Crosby 
failed to prohibit states and localities from imposing their own sanctions 
when expressly authorized by federal law. Such federal laws expressly autho-
rizing state sanctions have been enacted with regard to both Iran and Sudan. 
Another reason is that Crosby at least arguably did not prohibit divestment 
even when not expressly authorized by federal law.392 In addition, Crosby 
did not affect gubernatorial discretion to take steps such as those taken by 
Governor Pawlenty.

Although the Supreme Court claimed to be acting in Crosby to protect the 
“capacity of the President to speak for the Nation with one voice in dealing with 
other governments,”393 its decision did not have that effect beyond the relatively 
narrow scope of its holding striking down the Massachusetts Burma law. Nor has 
the Supreme Court elsewhere prohibited Congress from impacting, or empower-
ing other actors to impact, the international arena in the ways Congress has been 
doing with regard to lawfare.

In Zivotofsky v. Kerry, decided on June 8, 2015, the Supreme Court addressed at 
length the issue of presidential power to “speak for the Nation with one voice.”394 
The Supreme Court’s decision in Zivotofsky held invalid a statute that required 
the President to allow U.S.  citizens born in Jerusalem to have their birthplace 
be recorded as Israel in U.S. passports.395 The executive branch challenged the 
requirement because of its longstanding position that the United States does not 
recognize any country as having sovereignty over Jerusalem. 396

Justice Kennedy’s majority opinion in Zivotofsky provided several functional 
arguments in support of the President having the exclusive power to grant formal 
recognition to a foreign sovereign. Kennedy asserted that “recognition is a topic 
on which the Nation must ‘speak … with one voice’ [and] that voice must be the 
President’s” because “between the two political branches, only the Executive has 
the characteristic of unity at all times.”397 “With unity,” said Kennedy, “comes 
the ability to exercise, to a greater degree, ‘[d] ecision, activity, secrecy, and dis-
patch.’”398 As Jack Goldsmith pointed out in his analysis of the decision, “these 
functional arguments” could in some future case be applied “much more broadly” 
in support of “presidential exclusivity.”399
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However, Kennedy’s majority opinion specified that the holding’s scope “is 
confined solely to the exclusive power of the President to control recognition 
determinations, including formal statements by the Executive Branch acknowl-
edging the legitimacy of a state or government and its territorial bounds.”400 
Thus, while the Supreme Court could conceivably, in some future case, apply 
some of the majority’s reasoning in the Zivotofsky opinion to significantly impede 
lawfare by actors outside the federal executive branch, the Zivotofsky case did not 
do so.401

As for Congress, it has chosen to exercise its constitutional authorities, as it 
interprets them, so as to enable several types of state and local lawfare and sev-
eral types of litigation lawfare. Thus, non-governmental attorneys have a variety 
of arenas other than civil litigation in which they can choose to wage lawfare. 
These can include encouraging or assisting the executive branch, Congress, or 
U.S. state and local governments.

B. Non-Governmental Lawfare Tools and Executive Branch Shortcomings

While Section I  of this chapter describes and analyzes several examples of 
U.S. private sector attorneys taking lawfare action directly through civil litiga-
tion, this section focuses largely on examples of U.S.  private sector and other 
non-governmental attorneys taking lawfare action indirectly: by spurring a gov-
ernment to act or by helping a government to more effectively take action (for 
example, when a non-state actor’s greater expertise or more useful information 
helps a government take action). When people think of spurring government 
to act, they may think primarily in terms of binary actions:  lobbyists persuad-
ing additional legislators to support or oppose a bill that has already been intro-
duced, or advocates pressuring a prosecutor to indict or not indict someone who 
has been described in the media as violating an existing law.

However, the most sophisticated non-governmental practitioners of lawfare 
do not limit themselves to such binary actions. Rather than simply supporting 
or opposing an existing option, they will, when the situation calls for it, create 
a new option and persuade government(s) to adopt and deploy it. For example, 
they may write a new draft law or devise a proposed new regulatory step. Or they 
may collect and share new evidence that will enable and persuade a prosecutor 
to bring charges or a regulator to add a foreign entity to a list of those on which 
sanctions are imposed.

In this author’s experience speaking about lawfare, he has often been 
asked: How could someone outside government possibly help wage lawfare other 
than through a lawsuit or by asking a legislator to support a bill? Don’t govern-
ment officials largely have a monopoly on the relevant expertise, factual informa-
tion, and sense of what creative new steps would be practical for the government 
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to undertake? The answer is no. A classic example of non-governmental lawfare 
occurred shortly after World War II: the campaign, led virtually single-handedly 
by one non-governmental lawyer, to create an international law prohibiting and 
punishing genocide. Subsection B.1 will describe that classic example. Then, 
Subsection B.2 will analyze—through other lawfare examples—how economic 
globalization, the information technology revolution, and the continued rigid-
ity of the U.S. government bureaucracy have all in recent decades increased the 
ease and likelihood of effective ideas emerging from private sector and other non-
governmental practitioners of lawfare, rather than from government attorneys.

1. Raphael Lemkin’s Campaign to Create an International Law  
Prohibiting Genocide

One of the most remarkable campaigns to deter particular acts of war resulted in 
the UN in 1948 adopting a treaty titled the Convention on the Prevention and 
Punishment of the Crime of Genocide (Genocide Convention). The Genocide 
Convention was the first international law prohibiting acts “committed with 
intent to destroy, in whole or in part, a national, ethnical, racial, or religious 
group, as such.”402 The Convention specifies that “rulers, public officials,” and 
“private individuals” “shall be punished” for acts including: genocide; conspir-
acy or attempt to commit genocide; and direct and public incitement to commit 
genocide.403

The Genocide Convention represented an important change from the idea 
that a nation state’s sovereignty was sacrosanct. The Convention contradicted 
the previous “premises of the international system that how a state behaved 
toward its own citizens in its own territory was a matter of ‘domestic jurisdiction,’ 
i.e., not any one else’s business and therefore not any business for international 
law.”404 It was the very first human rights treaty adopted by the UN and one of the 
key post-World War II legal instruments stripping rulers of what had been a legal 
right, with few exceptions, to do whatever they wished with civilians under their 
control.405 Instead, rulers could be held accountable and punished for abuses of 
their own or conquered citizens.

The Convention’s prohibitions of genocide and related acts, and provisions 
for their prevention and suppression, were designed to encourage and legitimize 
international diplomatic, economic, and other intervention. The prospect of 
such intervention, plus the requirement that perpetrators be punished, was also 
designed to deter genocide.

Raphael Lemkin was both the leading conceptual thinker and the chief lobby-
ist of the campaign which resulted in the Genocide Convention. Lemkin himself 
coined the word “genocide” as a name for acts committed with intent to destroy 
national and other groups.406 He led the call for genocide to be specifically pro-
hibited and punished, and drafted laws designed to do so.407 In 1945 and 1946, 
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Lemkin served as an adviser at the Nuremberg Trials, where he persuaded the 
prosecutors to charge some of the accused with the crime of “genocide, viz., the 
extermination of racial and national groups.”408 This was the first time that the 
crime of genocide was referenced in legal proceedings.409

Lemkin then shifted his efforts to the UN. There, he acted “purely as a pri-
vate citizen, without foundational, academic, or institutional support of any 
kind.”410 Lemkin’s successful one-man campaign to build support for General 
Assembly adoption of the Genocide Convention is memorably described as fol-
lows in Samantha Power’s book, A Problem from Hell: America and the Age of 
Genocide:

Lemkin . . . had learned one lesson during the Holocaust, which was that if a UN 
genocide convention were ever to come to pass, he would have to appeal to the 
domestic political interests of UN delegates. He obtained lists of the most impor-
tant organizations in each of the UN member states and assembled a committee that 
spoke for groups in twenty-eight countries and claimed a remarkable joint member-
ship of more than 240  million people. The committee, which was more of a front 
for Lemkin, compiled and sent petitions to each UN delegate urging passage of the 
convention. UN diplomats who hesitated received telegrams—usually drafted by 
Lemkin—from organizations at home. He used the letters to make delegates feel as if 
by working for the Genocide Convention, they were representing the wishes of their 
own people . . . . In Catholic countries he preached to bishops and archbishops. In 
Scandinavia, where organized labor was active, he penned notes to the large labor 
groups . . . . A Times editorial branded Lemkin “the man who speaks through sixty 
nations.”411

All this was done by one man, with a manual typewriter, in the days before the 
Internet.

2. Government’s Shortcomings in Lawfare Expertise, Facts, and Creativity 
Generate Opportunities for Non-governmental Lawfare

a. Expertise

Law is a broad field with many specialties and subspecialties. Lawfare has thus 
far been undertaken using the law of at least the following legal specialties and 
subspecialties:  banking law, insurance law, pension law, government contracts 
law, energy law, maritime law, space law, telecommunications law, aviation law, 
cyberlaw, law of armed conflict, universal jurisdiction law, counterterrorism law, 
strategic trade controls law, international organization law, international tribu-
nal law, nuclear nonproliferation law, securities law, criminal law, and corporate 
law. For many of these substantive types of law, there are variants at the interna-
tional, national, and subnational levels—for example, international criminal law, 
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U.S. or Chinese or Belgian national criminal law, and New York criminal law. In 
addition, lawfare has been undertaken using specialized knowledge of the par-
ticular legal procedures of various national and subnational jurisdictions.

The U.S.  government has some thirty-five thousand of its own attorneys,412 
and the vast majority are undoubtedly good at what they do. However, what they 
do lends itself to developing only some of the many types of expertise that are 
critical for effective lawfare.

As was discussed previously, one of the key factors making lawfare an increas-
ingly powerful weapon is the process of globalization, which is intensifying 
economic interdependence. Many more companies are subject to numerous 
jurisdictions. For example, the U.S.  and U.K.  governments have legal leverage 
over far more foreign companies than they used to, including the various major 
Chinese and Russian companies that are readily subject to lawfare because they 
are listed on the U.S. or U.K. stock exchanges and/or engage in banking, insur-
ance, or other transactions that occur in or transit the United States or United 
Kingdom. Similarly, of course, many more U.S. companies do business in China 
and Russia and are thus at greater risk of Chinese or Russian lawfare now than 
during the Cold War.

Lawfare leveraging this economic interdependence can be a very effective 
weapon. However, such lawfare does not correlate particularly well with the 
day-to-day jobs and thus the expertise of U.S. government attorneys. The United 
States’ leading experts in relevant subspecialties of law, such as U.K. maritime 
insurance law or Belgian or Chinese criminal law, will often be private sector 
practitioners or academics who focus their work entirely (or almost entirely) in 
that subspecialty.

Indeed, the United States government has remarkably little foreign law 
expertise. For example, when this author served during the 1990s as the lead 
State Department attorney negotiating nonproliferation agreements with 
Russia, he was faced with numerous questions of Russian law, such as: How can 
we minimize the risk of U.S. contractors being sued for an accident at a Russian 
nuclear site they have helped protect? The author was surprised to discover that 
the U.S. government possessed no expertise in Russian law. He could not find 
a single federal government attorney who had more than a surface understand-
ing of Russian law. The leading U.S.  experts on Russian law were private sec-
tor attorneys and professors. From the interviews the author conducted for this 
book, it is clear that the U.S. government continues to have almost no internal 
expertise in the laws of many of the most significant foreign countries. In con-
trast, one U.S.-based law firm, Baker & McKenzie, has 77 offices in 47 coun-
tries.413 Its website lists 39 attorneys in its Russia offices and 203 attorneys in its 
China offices.414

Some or all of the attorneys in a law firm’s foreign office may be conflicted 
out of giving advice to the U.S. government, personally uncomfortable provid-
ing advice to the U.S. government, or inappropriate sources of advice from the 
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U.S. government’s perspective (because their loyalties lie with the foreign coun-
try and not the United States). The point of the Baker & McKenzie example is not 
that the United States government can or should hire that or any other firm. The 
point is to emphasize the vast disparity of particular types of expertise between 
the U.S. government and the U.S. private sector. If Baker & McKenzie alone has 
203 attorneys practicing law in China, the U.S. private bar must include a sig-
nificant number of U.S.-based active or retired attorneys who have Chinese legal 
experience, are not conflicted, and would be willing and appropriate sources of 
expertise on Chinese law.

Once a particular offensive or defensive lawfare idea (for example a particular 
way of using U.K. maritime insurance law to halt a Gaza-bound flotilla or a par-
ticular way of pushing back against a Belgian law targeting U.S. defense contrac-
tors or a particular provision of Chinese law that can be creatively used against 
a nuclear middleman) has been identified, developed, and delineated, the idea 
will likely be implementable by any good attorney with a solid understanding of 
the subspecialty (e.g., maritime insurance law) or even the specialty (insurance 
law or maritime law). However, the initial identification, development, and delin-
eation of the lawfare idea is likely to require deep expertise in the subspecialty. 
With lawfare at a relatively early stage of its development, many new lawfare ideas 
have yet to be discovered, and leading private sector experts can play a particu-
larly important role in adding their expertise.

b. Facts

The Internet has greatly enhanced the ability of private sector attorneys and other 
individuals to collect information at the level of detail necessary to either wage 
lawfare themselves or spur or assist governments to do so. This subsection will 
first discuss the concept generally and with a few brief examples. Then the sub-
section will illustrate the concept in more detail by recounting one of the author’s 
own small forays into non-governmental lawfare.

i. Facts in the Age of Information Technology Several U.S.-based nonprofit organiza-
tions have proven exceptionally effective at collecting publicly available informa-
tion and then using it in lawfare, either themselves directly or as a spur or aid 
to government action. For example, a reporter has described the Foundation for 
Defense of Democracies (FDD), a U.S.-based nonprofit organization with which 
the author is affiliated, as having “carved a niche for itself in the charged debate on 
Iran with its intensive research” on “the complicated and murky world of Iranian 
commerce.”415 According to the reporter, FDD’s “deep dives into energy markets, 
global finance and Iran’s state-controlled economy have become ammunition for 
the policymakers using increasingly sophisticated financial sanctions to wage an 
economic war on Iran.”416
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FDD’s executive director, Mark Dubowitz, is an attorney whose previous 
career was in venture capital. He decided to switch to policy work after his wife 
witnessed him throwing a shoe in frustration at a television station’s coverage of 
terrorism issues and told him, “Mark, you know, you’re throwing shoes at the TV, 
you either gotta get some therapy or you gotta change careers.”417

After joining FDD, Dubowitz played a leading role in identifying and 
explaining the significance of Iran’s heavy reliance on the interbank finan-
cial messaging services provider called the Society for Worldwide Interbank 
Financial Telecommunications (SWIFT).418 The Belgium-based SWIFT pro-
vides a secure network used by more than ten thousand financial institutions 
around the world to exchange financial messages and transactional data.419 As 
of February 2012, SWIFT’s users included several Iranian banks designated 
by the U.S. Treasury and the European Union for their involvement in spon-
soring terrorism, aiding Iran’s nuclear program, or engaging in illicit financial 
transactions.420

Dubowitz and other FDD researchers discovered that Iran depended on 
SWIFT’s network in order to execute financial transactions, especially as other 
financial avenues were blocked as a result of sanctions. As detailed in SWIFT’s 
annual report,421 Iran used the SWIFT network to process much of Iran’s $35 
billion in trade with Europe.422 While other global financial institutions had 
already halted their involvement with designated Iranian banks, SWIFT insisted 
it was not required to implement the sanctions.423 Instead, SWIFT insisted that 
its users were responsible for ensuring that their transactions were in compliance 
with sanctions.424

On February 1, 2012, the Wall Street Journal published an editorial in which 
the Journal’s board called for passage of legislation clarifying that U.S. sanctions 
targeting transactions with Iranian banks were applicable to SWIFT.425 In the 
editorial, the Journal described FDD as having “done most of the spadework on 
the issue.”426 On February 2, 2012, the Senate Banking Committee adopted a 
bill providing the executive branch with clear authority to impose sanctions on 
SWIFT for engaging in targeted transactions with Iran.427 The bill also noted 
that the EU already had clear authority to take action.428 Six weeks later, EU regu-
lators ordered SWIFT to expel designated Iranian banks from the SWIFT net-
work.429 The Senate Banking Committee bill was credited with helping persuade 
the EU to use its own authorities to crack down on SWIFT.430

SWIFT’s expulsion of the Iranian banks provided the West with additional 
leverage over Iran’s nuclear program and state sponsorship of terrorism. One 
reporter described SWIFT sanctions as “cut[ting] off Iran from participating in 
the global financial and business worlds” by contributing to Iranian banks and 
businesses having to “schlep cash-stuffed suitcases across borders via couriers 
to institutions willing to risk doing business with them.”431 Press reports also 
emphasized the Iranian leadership’s eagerness for the SWIFT sanctions to be 
reversed in exchange for any Iranian nuclear concessions.432 Not surprisingly, 
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Iran ensured that the Joint Comprehensive Plan of Action announced by the 
P-5+1 and Iran on July 14, 2015, specifically provided for the lifting of the EU’s 
SWIFT-related sanctions on Iran.433

While Mark Dubowitz’s SWIFT lawfare initiative drew on publicly available 
financial transactions data, other lawfare initiatives have drawn on publicly avail-
able maritime data. For example, FDD journalist-in-residence Claudia Rosett 
has used the Lloyd’s List Intelligence shipping database to track vessels linked to 
Iran and North Korea and draw attention to loopholes and enforcement gaps in 
U.S. sanctions on Iran’s shipping sector.434 Various free websites can also be used 
to track ship movements.435

United Against Nuclear Iran (UANI), a U.S.-based nonprofit organization 
led by Mark Wallace, a former commercial and U.S. government attorney,436 has 
reportedly used publicly available “satellite transmissions from ship transpon-
ders” to expose and halt Iranian schemes for evading sanctions.437 According to 
the New York Times, UANI has “a reputation for uncovering information about 
companies that sometimes do business with Iran, in violation of international 
sanctions.”438 UANI, says the Times, “is best known for its ‘name and shame’ cam-
paigns, which unearth information about Western companies suspected of doing 
business with Iran.”439 “Using news releases, letters, Facebook, and its website, 
the group pressures them to stop,” says the Times, which asserts that “companies 
frequently respond by cutting ties with Iran.”440

Other non-governmental organizations have reportedly used commercial 
satellite imagery to identify, monitor, and document human rights abuses, 
covert nuclear facilities, and other illicit activity by foreign governments.441 
Until 2000, satellite imagery was available virtually only to national govern-
ments.442 The commercial availability of such imagery has become a powerful 
tool for non-governmental lawfare. Such imagery can, for example, be used to 
spot and record destroyed villages, burned houses, large military equipment, 
mass graves, or the razing of suspected nuclear research workshops.443 The data 
can then be used to press for and inform lawfare action by the U.S. and other 
governments.

Non-governmental organizations have also impactfully waged lawfare by 
developing and disseminating innovative legal arguments. For example, the 
Lawfare Project, led by Brooke Goldstein, has developed and disseminated inno-
vative explanations of the inconsistency of anti-Israel boycotts with New  York 
state law.444

Other non-governmental organizations have waged lawfare by drafting model 
legislation, advocating for its passage, and identifying violators. For instance, the 
Sudan Divestment Task Force developed, and advocated passage of, model leg-
islation for U.S. states to divest their pension funds from companies doing par-
ticular types of business with Sudan.445 The Task Force was co-founded by two 
college students.446 Its divestment campaign was designed to help pressure the 
Sudanese government to stop its genocidal campaign in Darfur.447 According 
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to the Task Force, sixteen states—including California and New York—passed 
variants of its model legislation.448

The Task Force also systematically researched and published a quarterly 
“comprehensive listing of companies with problematic business operations 
linked to Sudan.”449 In addition to its research and legislative drafting and advo-
cacy, the Task Force engaged in “ongoing communication with fiduciaries and 
asset management firms, foreign policy experts, think tanks, international non-
governmental organizations (NGOs), contacts on the ground in Sudan or linked 
to Sudan, and executives of problematic companies targeted by the Sudan divest-
ment movement.”450

Interestingly, both the U.S. Congress and the U.S. executive branch seem to 
have decided that the Task Force and other NGOs could do a better job than 
could the federal government of developing a list of companies doing targeted 
business in Sudan. In 2007, Senator Christopher Dodd of Connecticut, the chair 
of the U.S. Senate Banking Committee, called on the Securities and Exchange 
Commission (SEC) to make it easier for “shareholders to access reliable informa-
tion regarding publicly traded companies’ business transactions involving Iran 
and Sudan.”451 The SEC chair concurred, stating that “no investor should ever 
have to wonder whether his or her investments or retirement savings are indi-
rectly subsidizing a terrorist haven or genocidal state.”452

In June 2007, the SEC proceeded to include on its website a list and “links to 
the annual reports of any company doing business in Cuba, Iran, North Korea, 
Sudan, or Syria.”453 The SEC list and links were criticized as poorly implemented 
and misleading by influential Democratic and Republican members of Congress, 
as well as in an op-ed jointly authored by the director of the Sudan Divestment 
Task Force and the president of a trade association representing companies with 
international investments.454

A month later, the SEC took down the list and links.455 Later that year, the 
Senate Banking Committee passed the Sudan Accountability and Divestment 
Act of 2007, which, after its enactment, explicitly authorized state and local gov-
ernment divestment from companies doing particular types of business with 
Sudan. The Act specified that state and local governments could identify such 
companies “using credible information available to the public.”456 The Banking 
Committee’s chair, Senator Dodd, explained that provision as follows in the 
Committee’s report on the bill:

In its testimony before the Committee, the Department of the Treasury seemed to 
sanction lists developed by non-governmental organizations (NGOs) produced for 
purposes of divestment from Sudan, suggesting that the federal government would 
not be able to add much value given current efforts already under way by NGOs. The 
Committee therefore discerns that . . . States, local governments, and fund manag-
ers may rely on resources provided by internationally-recognized NGOs, and other 
appropriate sources, to target companies for divestment.457
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Some lawfare-relevant data is still only accessible to governments or per-
haps some criminal organizations—for example, information derived from 
espionage activities such as telecommunications monitoring or computer 
hacking. However, this too can provide an opportunity for private sec-
tor input. Many governments, including those of the United States and the 
European Union, may be very reluctant to risk revealing their intelligence 
“sources and methods” by publicizing information derived using such means. 
As described in Chapter 3, this was a major problem for the EU in 2013 and 
2014.458 A number of Iranian, Syrian, and other sanctioned entities challenged 
the evidentiary basis of asset freezes and travel bans imposed on them by the 
EU.459 The challenges succeeded for a while because the EU had not yet devel-
oped a mechanism for protecting the confidentiality of evidence provided in 
court, and some member states were “unwilling to share sensitive intelligence 
information” in order to prove that the complaining entities had engaged in 
proscribed activities.460

While EU and other governments of course have the capacity to collect their 
own “open source” information, from the Internet or elsewhere, it tends to be 
a low-priority task at which governments are not necessarily motivated to excel 
because of the higher quality information they derive through espionage.461 As a 
result, governments sometimes welcome non-governmental compilations of reli-
able information, derived from publicly available sources, that can be offered as 
public evidence without compromising “source and methods.”

ii. Finding Leverage over Iran and its Gasoline Suppliers An example from the author’s 
own experience can help illustrate how data from public sources can be gathered 
and effectively deployed by private parties in lawfare actions that do not involve 
litigation.

In 2008, I was a law professor with no relationship with the U.S. government 
(which I had left when I entered academia four years prior). I was writing a schol-
arly article about Treasury’s financial lawfare, a topic which is described in detail 
in Chapter 3 of this book. I was struck by one of the financial campaign’s most 
innovative aspects: the way Treasury directly approached foreign banks and per-
suaded those foreign banks to stop doing business with Iran.462

While Treasury’s financial sanctions were, at the time, clearly squeezing Iran’s 
economy, they seemed to me insufficient to achieve their goal of coercing Iran to 
halt its nuclear program. I was curious to know whether there were other eco-
nomic sectors in which Iran was highly dependent on non-Iranian companies, 
and in which the go-directly-to-the-company approach, that was working so well 
in the banking sector, could be replicated.

So I went looking on the Internet for other economic sectors in which Iran 
was highly dependent on non-Iranian companies, and in which the go-directly-
to-the-company approach could be replicated. I quickly discovered that Iran, 
to my surprise, was remarkably dependent on imports of gasoline. Although 
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Iranian oil wells were producing far more crude oil than Iran needed, Iran had 
insufficient capacity to refine that crude oil (turn it into gasoline and diesel 
fuel). As a result, in 2008, Iran was importing some 40 percent of the gasoline 
it was consuming.463

It didn’t take long before I found several articles online in the trade press (e.g., 
International Oil Daily) that provided the names and supply volumes for Iran’s 
key suppliers. Five foreign companies (four European and one Indian) were sup-
plying the vast majority of Iran’s imported gasoline. I  then looked online for 
U.S.  leverage over these suppliers and discovered there was plenty. For exam-
ple, a web search for the Indian supplier, Reliance Industries, revealed articles 
on the website of the U.S. Export-Import Bank stating that the Bank had pro-
vided Reliance with $900  million in loan guarantees, over half of which were 
for expanding the very refinery in India at which the trade press articles said 
Reliance was refining 10 percent of Iran’s total monthly gasoline consumption.464 
Another web search revealed articles in Florida newspapers stating that the Swiss 
firm Vitol, which had been providing even more of the gasoline shipped to Iran, 
was building a $100 million terminal in Port Canaveral, Florida.465

I realized that I was onto something that could have a significant policy impact. 
So I teamed up with a think tank, the Foundation for Defense of Democracies, 
with which I am still affiliated. They had better media and congressional connec-
tions than I had, and I admired the results-oriented approach of Cliff May, Mark 
Dubowitz, and the rest of their team.

Then I wrote a Wall Street Journal op-ed identifying the key foreign companies 
supplying gasoline to Iran and describing the U.S. leverage over them.466 I refer-
enced the loan guarantees for Reliance’s refinery and the terminal that Vitol was 
building in Port Canaveral, Florida,467 and suggested that “Florida officials could 
consider taking a similar stance with Vitol”468 to the one taken by Tim Pawlenty 
with Essar and their planned Iranian investment.

Members of Congress read the op-ed and reached out to me for more infor-
mation. First, Senators Jon Kyl and Joe Lieberman quietly sent a letter to the 
Export-Import Bank asking it to review the loan guarantees for Reliance’s refin-
ery.469 Then, eight House members sent a similar letter to the Export-Import 
Bank, and released the letter to the Indian press.470 The next trading day, shares 
in Reliance Industries, which was India’s largest company, dropped by 5 percent 
(over $1 billion) on the Indian stock exchange. Reliance soon stopped supplying 
gasoline to Iran. Newsweek described this development as follows:

An Arizona State University law professor and former State Department nuclear-
nonproliferation official, Orde Kittrie, discovered that Reliance had benefited from 
two U.S. Export-Import Bank loan guarantees totaling $900  million. Members of 
Congress—led by Democratic Rep. Brad Sherman of California and Republican 
Mark Kirk of Illinois—demanded that the Ex-Im Bank cut off U.S. taxpayer assis-
tance. After consulting with its high-priced Washington lobbying firm, BGR, 
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Reliance quietly passed the word to members of Congress: it was halting all sales to 
Iran and would insist that its trading partners do the same.471

A state senator in Florida, Ted Deutch, also reached out to me. An article in the 
Tampa Bay Times described how “Deutch learned about Vitol from an op-ed 
article published last month in the Wall Street Journal [in which] Kittrie called 
on Florida leaders to pressure Vitol.”472 Deutch went to work getting the Florida 
state government to put pressure on Vitol to pull out of Iran.473

After Iran’s leaders rebuffed the newly elected President Obama’s attempts to 
engage them in 2009, Congress stepped up its efforts to use law to place pressure 
on foreign energy companies supplying gasoline to Iran. Legislation was intro-
duced, and I was invited to testify in favor. Despite having no gasoline industry 
expertise when I started my investigation, the op-ed and my subsequent research 
had made me if not an expert, then at least knowledgeable enough to speak and 
answer questions on the issue.

In October 2009, Congress passed, and President Obama signed into law, 
a prohibition on foreign companies selling to the U.S.  government’s Strategic 
Petroleum Reserve if they were significantly involved in providing refined petro-
leum to Iran.474 Meanwhile, a stronger bill on the topic was moving through 
Congress. That bill was eventually enacted as the Comprehensive Iran Sanctions, 
Accountability and Divestment Act of 2010 (CISADA), which in relevant part 
mandated that the President impose sanctions (up to and including being barred 
from doing business in the United States) on any foreign company that provided 
gasoline to Iran.475

CISADA had a significant impact on gasoline exports to Iran even before it 
was signed into law. Different companies stopped their varied forms of involve-
ment in providing gasoline to Iran at different stages in the legislative process. 
For example, several companies stopped such business once the bill passed both 
houses of Congress, another company stopped once the conferenced legislation 
had been passed by both houses of Congress, and another stopped conduct-
ing such business with Iran a few days after President Obama signed the bill  
into law.476

President Obama signed CISADA into law on July 1, 2010.477 Following 
CISADA’s enactment, the Obama administration took, with foreign companies 
doing business with Iran’s energy sector, an analogous approach to the Treasury 
Department’s direct outreach to key foreign private financial institutions. In 
doing so, the administration applied a “special rule” contained in § 102(g) of 
CISADA, which allowed the President to, on a case-by-case basis, terminate, or 
not initiate, an investigation of certain sanctionable activities under the Act if 
the President certified that the sanctionable entity had stopped the sanctionable 
activity or had “taken significant verifiable steps toward stopping the activity” 
and the President had “received reliable assurances” that the sanctionable entity 
would “not knowingly engage in [such activities] in the future.”478
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As a result, by October 2010, Reliance Industries, Vitol, and each of the other 
companies that had, two years before, been one of the top five suppliers of gaso-
line to Iran, had dropped out of supplying gasoline to Iran.479 The total volume of 
gasoline imported by Iran in September 2010 was reportedly as much as 90 per-
cent less than what Iran imported in months prior to the July 1, 2010, enactment 
of CISADA.480 By using this new kind of trade sanction, the United States and its 
allies managed to drastically reduce Iran’s gasoline supplies without intercepting 
a single tanker or firing a single shot.

The U.S. government subsequently took an analogous approach to purchasers 
of crude oil from Iran. As a result of U.S.-led energy and financial lawfare against 
Iran, Iran’s economy declined, and the Iranian regime came to the negotiating 
table, expressing a willingness to limit its nuclear program and facilitate moni-
toring of it. In both the Joint Plan of Action (announced in November 2013) and 
the Joint Comprehensive Plan of Action (announced in July 2015), Iran commit-
ted to limit its program and to facilitate the monitoring of it, largely in exchange 
for the lifting of various economic restrictions imposed on Iran through U.S.-led 
energy and financial lawfare.

c. Innovation and Nimbleness

Innovative lawfare and other policy ideas from outside the U.S. government are 
especially important because the U.S. government, and particularly its national 
security agencies, are remarkably poor at developing and implementing inno-
vative ideas themselves. As noted earlier, U.S.  national security agencies are 
particularly ill-suited to developing maximally effective policies for addressing 
nontraditional security challenges that increasingly require creativity, flexibility, 
and non-governmental expertise. This section will provide a brief overview of 
major current nontraditional security challenges and the U.S. government’s dif-
ficulties in combating them.

The most recent U.S. National Security Strategy, published in 2015, provides 
a useful overview of what the U.S.  executive branch perceives to be the most 
important current nontraditional security challenges.481 During the Cold War, 
the United States and especially NATO were highly focused on such large-scale 
military challenges as how to stop Soviet tanks from attacking through the Fulda 
Gap and how to deter the use of Soviet nuclear weapons. In contrast, the most 
recent U.S. National Security Strategy has a very different focus.

In the 2015 National Security Strategy, President Obama places high prior-
ity on challenges including those posed by: violent extremism; the evolving ter-
rorist threat; cyber threats; climate change; nuclear proliferation; and energy 
security.482 In contrast to the major security challenges of the Cold War, these 
nontraditional security challenges are decentralized, transcend state borders, 
frequently involve non-state actors, evolve almost continually, and cannot 
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be neutralized using only deterrence or the United States’ traditional kinetic 
toolbox. Instead, combating these nontraditional security challenges tends to 
require a more comprehensive approach, combining legal, political, diplomatic, 
economic, military, technological, and scientific initiatives, as well as intensive 
engagement with the private sector. All in a manner that adapts as necessary to 
keep up with the rapid evolution of the challenges. In other words, combating 
these nontraditional security challenges requires nimbler and more creative 
deployment of different and more numerous policy tools.

The 2015 National Security Strategy, and particularly its introductory letter 
signed by President Obama, seems to recognize that new tactics and tools are 
required. A large number of the tools the letter suggests be deployed to combat 
these challenges are law-related. For example, Obama’s letter asserts that “strong 
and sustained American leadership is essential to a rules-based international 
order that promotes global security and prosperity as well as the dignity and 
human rights of all peoples.”483 Indeed, the President’s introductory letter men-
tions not only a “rules-based international order” but also numerous other law-
related tools for achieving U.S. policy objectives, including: “tough sanctions,” 
“global standards for cybersecurity,” “the advancement of democracy and human 
rights,” “the rule of law,” “prohibiting the use of torture,” “combat[ing] corrup-
tion,” “embracing constraints on our use of new technologies like drones,” and 
“upholding our commitment to privacy and civil liberties.”484

As we know from the news, the U.S. government is currently having a remark-
ably difficult time combating these nontraditional national security challenges. 
If law-related tools are going to play a role in more successfully combating these 
challenges, the law-related tools will need to be much more effectually conceptu-
alized and deployed.

Why are the U.S. government’s national security agencies having such a dif-
ficult time combating nontraditional security challenges, and how will these 
obstacles affect the U.S. government’s ability to more effectively deploy lawfare 
and other law-related tools to achieve its objectives? There seem to be at least five 
major structural hindrances to the U.S. government’s national security agencies 
combating nontraditional security challenges, including with innovative and 
nimble lawfare:

i. Government Decision-Making Tends to be Slow and Inflexible Except during actual 
battlefield combat, U.S. national security policy decision-making and resource 
allocation tend to move very slowly. U.S.  policy decisions are largely made by 
issues rising slowly up through very formal interagency processes that are pon-
derous and consensus-based and paralyzed by debilitating turf battles. In addi-
tion, policy decisions are made in the context of resource allocations that are, 
to a considerable degree, fixed and inflexible. Funds mostly must be spent, and 
personnel mostly must be deployed, as required by legislation passed months (or 
in the case of continuing resolutions) years before.
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This puts the U.S. government at a disadvantage vis-à-vis U.S. adversaries who 
may not have such bureaucratic constraints. Michèle Flournoy, a former U.S. 
Under Secretary of Defense for Policy, recently questioned whether the United 
States’ national security decision-making processes are “agile enough and respon-
sive enough to … keep pace with the speed of the modern world.”485 “Sometimes 
it feels,” said Flournoy, “like our interagency process is horribly slow and clunky 
compared to the demands being placed on it from the environment.”486

U.S. non-governmental actors typically do not have such rigid bureaucratic 
constraints. While they may have far fewer resources than the U.S. government, 
sometimes time is of the essence, and non-governmental attorneys can take law-
fare steps against U.S.  adversaries while the U.S.  government is still debating 
what to do.

ii. Innovation by U.S. Government Employees Tends to Be Discouraged The reliance 
of U.S.  national security policymaking on strict hierarchies, its emphasis on 
failure avoidance, and its general insistence on consensus interagency decision-
making tend to limit not only speed but also creativity. For a creative idea to 
make its way from being thought up by a front-line, expert-level government 
official to being adopted as U.S. government policy, it must generally first have 
been thought up or adopted by the particular expert-level government official 
in whose bailiwick it falls (as opposed to one of the adjacent field experts that 
Professor Karim Lakhani of Harvard Business School and modern innovation 
theory tell us are often more likely to come up with fresh ideas).487 In addition, 
that official in whose bailiwick the idea falls must decide to take the risk to push 
the creative idea forward, his or her own hierarchy then needs to take the risk of 
adopting the idea, and then they need to successfully have it cleared by a long list 
of other offices and agencies with a real or perceived stake in the issue. Often, at 
least some of these other offices or agencies will have a concern that the new idea 
might infringe upon their turf and will seek to trim back or otherwise alter the 
idea accordingly.

The result is very often the adoption of least-common-denominator, keep-
doing-what-we-are-doing policies lacking in creativity and effectiveness. In dis-
cussing some of the challenges he faced as the Coordinator for Counterterrorism 
at the U.S. State Department from 2009 to 2012, Daniel Benjamin described “the 
difficulty of experimentation in government—there is zero tolerance for risk,” 
noting that it is therefore “easier to do the same stuff over and over and wring 
your hands.”488 John Hamre, a former Deputy Secretary of Defense who became 
head of CSIS, a Washington, D.C., think tank, put it simply: “Big bureaucracies 
do not invent new ideas.”489

Numerous studies have documented and analyzed the barriers to innovation 
in the federal government. A recent survey of federal government employees by 
the Partnership for Public Service revealed that nearly two-thirds believed that 
there were no rewards for innovation and creativity in their agencies.490 Another 
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study concluded that “federal employees often find it better to stick to the stan-
dard operating procedures than to stick their necks out and try something 
new.”491 Max Stier, president of the Partnership for Public Service, asserted that 
many federal employees are risk-averse because they know that “if you do some-
thing that doesn’t work, there’s a very big negative consequence,” while “if you do 
something that does work, there is very little upside.”492

In light of their smaller size, flatter hierarchies, and more entrepreneurial spirit, 
creative ideas seem more likely to rise to the top at well-run non-governmental 
organizations. For example, think tanks “enjoy a different organizational culture 
from governmental agencies.”493 They “cultivate individual expression, highlight 
personal achievement, and foster a work environment that supports individual 
productivity rather than programmatic teamwork and institutional process.”494 
At the same time, think tanks often have a sufficient number of former gov-
ernment officials on staff to keep their recommendations attuned to practical 
realities.495

As Margaret Keck and Kathryn Sikkink illustrated in their influential book 
Activists Beyond Borders, advocacy networks are also “among the most important 
sources of new ideas” and “norms” in the international arena.496 Keck and Sikkink 
define such networks as sharing the following characteristics: “the centrality of 
values or principled ideas, the belief that individuals can make a difference, the 
creative use of information, and the employment by nongovernmental actors of 
sophisticated political strategies in targeting their campaigns.”497 “What is novel 
in these networks,” said Keck and Sikkink, “is the ability of nontraditional inter-
national actors to mobilize information strategically to help create new issues 
and categories and to persuade, pressure, and gain leverage over much more 
powerful organizations and governments.”498 One of the key activities of such 
advocacy networks is promoting “norm implementation, by pressuring target 
actors to adopt new policies, and by monitoring compliance with international 
standards.”499

The use of lawfare by advocacy networks represents a slight variant on the 
Keck and Sikkink model. In the lawfare model, a non-governmental actor 
employs sophisticated legal strategies to gain leverage over more powerful orga-
nizations and governments for the purpose of achieving objectives tradition-
ally achieved by kinetic means. The legal strategies are often just one part of 
the non-governmental actor’s arsenal, along with political, economic, and other 
strategies.

The Boycott, Divestment and Sanctions (BDS) movement, which is discussed 
elsewhere in this book, is one example of an advocacy network that is engaged 
in lawfare. Motivated by the strategic goal of “ending the Israeli occupation,” 
it employs sophisticated political and legal strategies to achieve various tacti-
cal objectives. For example, it promotes the creation of new EU rules regard-
ing Israel and pressures targeted companies to stop doing business with Israel. 
Because it is relatively nonhierarchical and what lines of authority it does have 



[ 100 ]  Lawfare

are nontransparent, it can move quickly and sharply to take advantage of new 
opportunities and deploy new tactics. If a new tactic works, it can be adopted and 
applied elsewhere. If it backfires, retaliation against the network as a whole can be 
avoided by dismissing the new tactic, whether accurately or inaccurately, as the 
act of an outsider falsely claiming the movement’s mantle.

The even less formal network of non-governmental actors seeking to halt Iran’s 
nuclear weapons program and state sponsorship of terrorism is another example 
of an advocacy network, albeit a looser one, that is engaged in lawfare. Motivated 
by the strategic goal of “halting Iran’s nuclear program and state sponsorship of 
terrorism,” this network employs sophisticated political and legal strategies to 
achieve various tactical objectives such as freezing Iranian assets and pressuring 
target businesses to stop transacting with Iran. In the BDS and Iran examples, 
the non-governmental actors engaged in the advocacy effort have been able, in 
many cases, to act more innovatively and quickly than the governments with 
which they share a common objective.

iii. National Security Lawyers Do Not Prioritize Development of  Creative Lawfare 
Strategies A policymaker at a national security agency traditionally first origi-
nates and develops a potential policy step then turns to his or her legal coun-
sel and asks whether the policy step would be legal and, if not, how it could be 
tweaked to make it legal. Policymakers less frequently turn to their lawyers at 
the start of the policymaking process and ask how law could be used to achieve 
the policy objective. As Abram Chayes, a former State Department Legal 
Adviser, put it, international law principally influences foreign policy “first, as 
a constraint on action; second, as the basis of justification or legitimization 
for action; and third, as providing organizational structures, procedures and 
forums” within which political decisions may be reached.500 Notably, none of 
the three involves international law being used as a weapon or tool with which 
to act.

Providing “clearance” on policy decisions is the foremost role of attorneys 
in the general counsel’s offices of the national security agencies. The clearance 
process often commences only once the policy decision has been sufficiently 
well developed to be the subject of a draft “decision memorandum” to a senior 
policy official. In this role of “clearance” provider, attorneys advise policymak-
ers whether or not their proposed course of action is consistent with the vari-
ous applicable domestic and international laws. If the proposed course of action 
would be illegal, the attorney will often advise the policymaker on how to adjust 
the proposed policy step to the minimum extent necessary so as to make it legal. 
If the proposed course of action would be legal, the attorney may help the policy-
maker develop a public statement justifying and legitimizing the course of action 
by explaining why it is legal.

Illustrative of international law and lawyers being treated as preeminently a 
constraint on foreign policy action is the leading book on the role of the State 
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Department Legal Adviser—Shaping Foreign Policy in Times of Crisis: The Role 
of International Law and the State Department Legal Adviser.501 The book focuses 
almost entirely on whether and how the ten Legal Advisers profiled had suc-
ceeded in persuading policymakers to comply with the constraints of interna-
tional law, rather than on if and when they had succeeded in creatively harnessing 
international or domestic law to more effectively achieve U.S. policy objectives.

This compliance-dominated mindset is largely a result of the continuing 
debate over the extent to which international law, with its general lack of enforce-
ment mechanisms (especially vis-à-vis a superpower), should be complied with 
by the United States. As Harold Koh, the State Department Legal Adviser during 
the first Obama administration, notes, there is a school of thought in the United 
States that “obeying international law should be done only when convenient.”502 
The ten former Legal Advisers interviewed in Shaping Foreign Policy tended to 
see their role as more that of a judge of, rather than an advocate for, the aims of 
the administration they served.503 The combination of this approach and poli-
cymaker skepticism of the importance of international law meant that for these 
Legal Advisers, “often the most important battle was simply to ensure that [the 
Legal Adviser’s Office] had a proverbial ‘seat at the table’ at which policy deci-
sions were made.”504

As a result, the dominant recommendation, emerging from Shaping Foreign 
Policy in Times of Crisis, as to how the Legal Adviser’s Office could be more effec-
tive going forward, was that it should be more aggressively evangelical in promot-
ing the merits of compliance with international law. “The Legal Adviser’s key role 
is to promote the rule of law … [to] urge both our country and others to uphold 
the rule of international law,” concluded Koh in his introduction to the book.505

A lawfare approach to international law does not counsel violating interna-
tional law. Nor does it ignore the considerable value of compliance. Instead, it 
encourages national security policymakers to recognize, understand, and adapt 
to law’s increasing power as a weapon of war. One part of this adaptation must 
be at the strategic level, including by investing time and resources in think-
ing, developing, and enhancing the capacity to systematically and innovatively 
deploy and counter lawfare.

Another part of this adaptation must be at the tactical level. This includes turn-
ing to law and lawyers at the beginning of the policy development process (to ask 
whether law can be used as a weapon to achieve the policy objective), rather than 
only at the clearance stage (to ask whether the already-developed policy course 
of action is legal or can be, if adjusted). So long as the federal government’s inter-
national lawyers continue to be engaged predominantly as compliance determin-
ers, non-governmental attorneys who see law as not just a constraint but also a 
potential weapon will continue to provide a fresh and valuable perspective.

iv. The Tyranny of  the  Inbox Government officials are often so busy responding 
to the crises at the tops of their inboxes that they can’t make sufficient time to 
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systematically brainstorm or otherwise develop creative ideas. Lee Hamilton, the 
former Chair of the House Committee on Foreign Affairs, referred to it as “the 
problem that has become known in Washington as ‘the tyranny of the inbox,’” 
in which “the day-to-day problems are so many, and so pressing, that the policy-
maker cannot free himself to do much thinking about future challenges.”506 The 
resultant gap can be filled by think tanks and other non-governmental organiza-
tions that are able to free their experts to focus on identifying and developing 
lawfare and other creative approaches to current and future challenges.

v. National Security Agencies Have Difficulty Seeking Outside Assistance As men-
tioned before, the national security agencies tend to be relatively inexpert at the 
dual-use commercial sector and other nonkinetic technical and especially legal 
skills necessary to creatively combat many of the nontraditional security chal-
lenges listed by the President. Contracting requirements, the Federal Advisory 
Committee Act, and restrictions on the acceptance of volunteer services make 
it complicated for all federal agencies to seek outside assistance from particular 
experts. For national security agencies, this problem is compounded by the fact 
that security clearance restrictions limit their ability to reach outside the govern-
ment, and sometimes even within the government, for expertise. “The applica-
tion of international law to the formulation of foreign policy nearly always occurs 
within the closed—and classified—confines of foreign ministries and other gov-
ernment agencies,” wrote Michael Scharf and Paul Williams in Shaping Foreign 
Policy in Times of Crisis.507 Alan Kreczko, then the State Department’s Deputy 
Legal Adviser, stated that even “when we come to a public international law issue 
like state succession, we are frequently out of our depth, and there ought to be 
more ways to draw on other resources.”508

The various services’ JAG corps are in a somewhat better position on this 
issue than is the State Department Legal Adviser’s Office because of the large 
number of reserve JAG officers. For example, while the roughly 200-attorney 
Legal Adviser’s Office does not have a formal relationship with its alumni, 
the 1,800-attorney Army JAG Corps has approximately 2,000 reservists.509 
According to Col. Guy Roberts, USMC (ret.), a retired U.S. Marine Corps Judge 
Advocate, when active-duty Judge Advocates are faced with a question on which 
there is greater expertise among private sector attorneys, they can sometimes get 
the answers they need by identifying and reaching out to a reserve JAG officer 
who has developed that expertise in private practice.510 However, this approach 
only works when security or other restrictions do not preclude posing the ques-
tion and is limited by the expertise that JAGs happen to have developed in their 
private sector careers.

A non-governmental lawfare practitioner who can pick up the phone and 
call the United States’ leading expert on a particular area of Chinese law, even if 
that expert does not have a security clearance, may therefore be able to act more 
quickly and effectively than could the U.S. government.
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III. THE POTENTIAL FUTURE ROLE IN LAWFARE OF U.S. 
PRIVATE SECTOR AND OTHER NON-GOVERNMENTAL 
ATTORNEYS

As of spring 2015, there are remarkably few private sector or other non-
governmental attorneys engaged in lawfare. In light of the considerable costs of 
mounting an ATA or FSIA lawsuit, this is less surprising in the litigation arena 
than with regard to legislative or executive branch lawfare. Regardless, the num-
ber of private sector or other non-governmental attorneys engaged in lawfare of 
all types seems likely to increase significantly in the coming years. This section 
will first examine potential new sources of funding for non-governmental lawfare. 
Then it will examine potential new sources of attorneys for non-governmental 
lawfare.

A. New Sources of Funding

In the litigation lawfare arena, the cost of entry can be prohibitively high, espe-
cially in light of the particular challenges of collecting on any awards. Most of the 
cases are brought on a contingency or pro bono basis, and expenses “can easily 
run to between $2 million and $4 million per lawsuit.”511 In addition to attorney 
time, bringing a lawfare suit can require hiring translators and expert witnesses, 
serving subpoenas in distant locations, and collecting evidence in multiple coun-
tries.512 Five years into the decade-long Boim case, the Lewins reported that they 
had already spent more than $1 million in attorney time, before even getting to 
trial.513

As of spring 2015, the funding model for litigation lawfare seemed likely to 
change. For lawfare litigation that appeared likely to eventually result in a col-
lected award, the prospect emerged of hedge fund investment. For example, with 
regard to the Marine barracks bombing judgment discussed earlier in this chap-
ter, RD Legal Capital LLC was reported by the Wall Street Journal to be “buy-
ing rights to some of the payments received by victims’ families, as well as fees 
earned by their attorneys involved in the case, at a discount to face value.”514 The 
Journal noted that “the two lead counsels on the Beirut case, Washington-based 
Perles Law Firm PC, and Fay Kaplan Law PA, haven’t been paid any money from 
RD Legal in this case.”515 The Journal described the RD Legal investments as an 
example of “litigation finance, a growing industry that bankrolls lawsuits and 
settlements in the hopes of collecting if damages are paid.”516

For Steve Perles, the lead attorney in the Marine barracks bombing litigation, 
the emergence of litigation finance for lawfare litigation is “a very good thing.”517 
He noted that the Marine barracks bombing litigation has “a lot of working class 
family” plaintiffs—military families, mostly not independently wealthy, who are 
hindered financially by the loss of the victim’s earning potential—and had, as of 
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spring 2015, been going on for over thirteen years.518 “The fact that this litiga-
tion is so protracted works an undue hardship on those families and the litigation 
funder helps bridge that hardship and also takes a huge amount of pressure off 
of me because in that case I don’t have clients that are in financial extremis any-
more, so I can take my time and do this case right” rather than settle prematurely, 
said Perles.519 Litigation finance “is a tremendous tool for plaintiffs’ counsel who 
are representing people who are not independently wealthy; it helps me expand 
my capacity to wage lawfare on the bad guys,” asserted Perles.520 Perles predicted 
that unless these types of cases start lasting far fewer years between initiation and 
collection, reliance on the litigation finance model is likely to increase.521

Perles predicted that the future may also bring more cases involving coop-
erative arrangements between the Justice Department and civil plaintiffs. He 
provided as an example the arrangement reached between them regarding the 
litigation involving the Alavi Foundation and Iran over ownership of the office 
tower at 650 Fifth Avenue in Manhattan.522 As discussed earlier in this chapter, 
Iran’s ownership of the office tower came to the Justice Department’s attention 
as a result of the Flatow lawsuit. As of spring 2015 (prior to the announcement 
of the Joint Comprehensive Plan of Action between the P-5+1 and Iran), the 
office tower appeared to be on its way to being sold by the U.S. government, with 
the assets going toward compensating victims of Iranian terrorism, including 
the Marine barracks bombing victims.523 According to Perles, the arrangement 
was to be a kind of “sharing agreement” or “joint venture” between the Justice 
Department and the civil plaintiffs.524 As discussed in Section II.B.3 of this chap-
ter, it was unclear as of early August 2015, when this book went to press, what 
impact the Joint Comprehensive Plan of Action might have on the 650 Fifth 
Avenue case or other U.S. lawfare cases against Iran. It was therefore unknown 
whether the innovative “joint venture” idea would be implemented with regard 
to the 650 Fifth Avenue case or simply be on the list of options for future lawfare 
practitioners to draw from in a future case against another U.S. adversary or a 
re-targeted Iran.

Perles also predicted that the future may bring more transfers of criminal 
penalties against state sponsors of terrorism and their material supporters to vic-
tims on the basis of the concept of “remission.”525 The Attorney General’s “remis-
sion authority” enables the Department of Justice to “restore forfeited assets to 
the victims of any offense that gave rise to the forfeiture.”526 Perles provided as 
an example the $8.9 billion forfeited to the U.S. Department of Justice by BNP 
Paribas as a result of the bank’s laundering of money for Cuba, Iran, and Sudan (a 
case discussed in detail in Chapter 3). Perles explained that the remission author-
ity enabled the Justice Department to use the $8.9 billion as compensation for 
U.S. victims holding U.S court judgments as a result of acts of terrorism that were 
materially supported by the BNP Paribas money laundering.527

According to Perles, such a use of the BNP Paribas funds would be more sen-
sible and consistent with congressional intent and U.S.  jurisprudence than the 
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much broader distribution of forfeited BNP Paribas funds which the Department 
of Justice appeared to be considering.528 Perles was referring to the Department’s 
launch on May 1, 2015, of a website, titled United States v.  BNP Paribas S.A., 
which invited submissions from all individuals worldwide, “regardless of nation-
ality or citizenship,” who claim to have “suffered harm linked to Sudan, Cuba, 
and Iran from 2004–2012.”529 The website specified that “the information col-
lected will assist the Government in determining use of available forfeited 
funds,”530 implying that the U.S. government might distribute some of the funds 
forfeited to it by BNP Paribas to persons with no nexus to the United States and 
no U.S. court judgment substantiating their claim.531

While public-private joint ventures, litigation finance, and remissions hold 
promise for helping incentivize and fund some types of litigation lawfare, much 
litigation lawfare will continue to have only a very small or no prospect of result-
ing in a collectable award. For such cases, the funding model seemed to be shift-
ing to a donor-driven model.

One example of the donor-driven model is Shurat HaDin, the cutting-edge 
lawfare NGO based in Israel, which, as of 2015, reportedly had an annual bud-
get of $2.5  million.532 According to its website, “Shurat HaDin’s budget relies 
entirely on the generosity of donors.”533 “Donations,” it explained, “are needed 
to assist in the funding of the terror victim litigation against the Palestinian ter-
rorist organizations, their leaders and financial patrons,” in order to “permit the 
survivors of the hundreds of killed and injured to seek justice and compensation 
through the court systems around the world.”534

Meanwhile, litigation against Israel also seemed to be operating on a donor-
driven model. As described in Chapter  6, the Palestinian Centre for Human 
Rights (PCHR) has been the leading Palestinian NGO promoting universal 
jurisdiction prosecutions of Israeli officials. Since universal jurisdiction prosecu-
tions are criminal in nature, they do not typically involve any potential compen-
sation for the instigating parties. In addition, as PCHR noted in a report on the 
topic, after eight years of pursuing them, “thus far none of PCHR’s universal juris-
diction cases have resulted in a successful prosecution.”535 The universal juris-
diction prosecution campaign must therefore have been funded by donations of 
money or attorney time or both. The PCHR website lists the organization’s lead-
ing donors, which in 2015 included non-governmental organizations such as the 
Ford Foundation and the Open Society Fund, as well as governments such as the 
European Commission, Norway, and Denmark.536 While it was unclear from the 
PCHR website which donors contributed specifically to the universal jurisdic-
tion litigation, it seemed evident that the litigation did not pay for itself.

NGO Monitor, an Israeli NGO that conducts analyses of foreign funding 
of Palestinian and left-wing Israeli NGOs engaged in lawfare, has asserted that 
millions of dollars in pro-Palestinian lawfare has been funded by the EU and by 
the governments of Norway, Denmark, Sweden, Switzerland, the Netherlands, 
and the U.K.537 For example, NGO Monitor pointed to an announcement that 
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Denmark, the Netherlands, Sweden, and Switzerland provided funding for 
PCHR and other Palestinian NGOs to collect “documentation of human rights 
and international humanitarian law violations during the course of Israel’s ongo-
ing military offensive on the Gaza Strip.”538 The collection was “for the purposes 
of supporting national and international mechanisms”539 (apparently a refer-
ence to the ICC and the U.N. Human Rights Commission investigations). The 
announcement was made by the Human Rights and International Humanitarian 
Law Secretariat, which describes itself as “a joint donor programme sponsored by 
Denmark, the Netherlands, Sweden and Switzerland.”540

As lawfare becomes increasingly widespread, and its power becomes more 
widely understood, it seems likely that more and more donor funding—both pri-
vate and governmental—will be directed to supporting lawfare of various types.

B. New Sources of Non-Governmental Attorneys

As of spring 2015, there were only a handful of non-governmental organizations 
explicitly working on deploying or countering lawfare (as defined by this book). 
Consistent with the Israeli-Palestinian conflict’s cutting-edge role in the lawfare 
arena, a considerable portion of those organizations were focused on that partic-
ular conflict. For example, the Israel-based Shurat HaDin described itself as uti-
lizing “court systems around the world to go on the legal offensive against Israel’s 
enemies,”541 and the U.S.-based Lawfare Project focused on “identifying, analyz-
ing, and facilitating a response to lawfare”542 in relation to the Israeli-Palestinian 
conflict and terrorism.543 Whether or not they called it “lawfare,” Palestinian 
groups including PCHR and Al-Haq were, in this author’s judgment, also clearly 
working on using law to achieve objectives traditionally achieved by kinetic 
means, as were law firms such as the ones headed by Steven Perles and Gary Osen.

As lawfare’s power continues to increase and become more widely understood, 
the number of private sector or other non-governmental attorneys engaged in law-
fare of various types seems likely to rise significantly. Private philanthropists will 
likely fund more attorneys to engage in NGO lawfare work on behalf of causes 
they support. Meanwhile, governments will likely both increase their grant sup-
port of NGO lawfare and hire more consultants with lawfare-relevant expertise.

Who will be the most influential players in the new, lawfare era?
As of the spring of 2015, there were relatively few international and national 

security law experts in residence at some of the leading foreign policy think tanks. 
For example, in April 2015, the Council on Foreign Relations had two adjunct 
senior fellows (John Bellinger and Matthew Waxman) focused on international 
and national security law but no senior fellows in residence who were focused on 
those topics. In contrast, the Brookings Institution had more international security 
law expertise and a formal relationship with the Lawfare Blog,544 which—along 
with the Just Security545 and Opinio Juris546 blogs—featured many of the United 
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States’ leading, most thoughtful, and most practical commentators on interna-
tional security law issues. It seems likely that as the power of law as a weapon of 
war increases and becomes better understood, more leading think tanks will take 
note and add international security law analytical expertise and content.

As of spring 2015, most of the leading international security law commenta-
tors in the United States, at the aforementioned blogs and elsewhere, were law 
professors. While think tanks tend to focus on providing analysis and avoid 
becoming operational, law schools, at least in the United States, can be sources 
of both analysis and—through their clinics—action. At least three law school 
clinics have undertaken lawfare-type work, although not necessarily for lawfare-
type reasons.

The Allard K.  Lowenstein International Human Rights Law Clinic at Yale 
Law School was co-counsel for plaintiffs in a federal lawsuit that resulted in a $4.5 
billion judgment against Bosnian Serb leader Radovan Karadzic on behalf of vic-
tims of abuses during the war in Bosnia.547 The clinic also represented Eritreans 
whose property was expropriated when they were expelled from Ethiopia fol-
lowing the outbreak of war between Ethiopia and Eritrea.548 In addition, the 
Lowenstein Clinic “worked with counsel who brought” a universal jurisdiction 
action in Belgium seeking the criminal prosecution of Ariel Sharon, then prime 
minister of Israel, “on behalf of twenty-three plaintiffs who were injured and lost 
family members or property in the September 1982 massacre in the Sabra and 
Shatilla refugee camps in Lebanon.”549

Separately, the University of Pennsylvania Law School’s Criminal Law 
Research Group, led by Professor Paul Robinson, “undertook a research project 
in collaboration with the U.S. Military’s Special Operations Command-Pacific 
(SOCPAC) to identify aspects of foreign domestic criminal law that can be used to 
facilitate the prosecution and detention of foreign terrorist fighters.”550 The project 
was designed to determine “ways in which fighters may be legally interdicted on 
their way to join ISIS or coming home from fighting for or supporting ISIS.”551

In addition, various projects at the Case Western Reserve University School 
of Law involve lawfare-type work. For example, students in the Terrorism 
Prosecution Lab “conduct research and prepare legal memos for the Office of the 
Prosecutor for the Department of Defense Office of Military Commissions.”552

It seems likely that as the power of law as a weapon of war increases and 
becomes better understood, more law schools will add lawfare-type clinical proj-
ects. Such clinical projects can have an impact in and of themselves. However, 
their primary influence is likely to be in the training, connections, credentials, 
and inspiration they provide their students.

As mentioned before, the United States’ leading experts on many types of 
lawfare-relevant legal issues are attorneys at private law firms. Such attorneys are, 
at present, by far the largest untapped reservoir of lawfare-related legal expertise 
in the United States.

How could this reservoir be tapped most effectively?
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Law firms are businesses. The vast majority of their work is done for paying 
clients. Most law firms also do some pro bono work.

The national security agencies have large budgets. However, they are not cur-
rently well set up either to pay law firm market rates or to quickly contract for 
one-off analytical products (e.g., an analysis by the United States’ leading expert 
on Greek maritime insurance law of how such law might be deployed to stop a 
particular vessel due to depart shortly from a Greek harbor). First, federal agen-
cies tend to balk, rightly or wrongly, at paying the rates charged by leading attor-
neys. The average hourly rate for a partner at a Washington, D.C., law firm was 
$705 in 2014.553 With a federal government attorney at the top of the GS scale 
earning $158,700 in 2015 (around $100 per hour after benefits are factored in), 
federal agencies tended to be uncomfortable paying several multiples of that to 
outside legal consultants. Second, federal contracting processes—which tend 
to be protracted and require competition—do not lend themselves to hiring 
outside consultants to quickly provide one-off analytical products (e.g., today 
an analysis of Greek maritime insurance law by attorney A at firm B, tomorrow 
an analysis of Chinese criminal law by attorney C at firm D).

At the same time, the provision of assistance to national security agencies 
does not fit the traditional conception of pro bono service. The American Bar 
Association Model Rules of Professional Conduct provision on pro bono service 
defines it as providing “legal services to those unable to pay.”554 It asserts that 
“a lawyer should aspire to render at least (50) hours of pro bono publico legal 
services per year” and “a substantial majority” of those hours should be to either 
“persons of limited means” or to “charitable, religious, civic, community, govern-
mental and educational organizations in matters which are designed primarily to 
address the needs of persons of limited means.”555

As has been widely reported, several leading U.S. law firms each contributed 
thousands of hours of pro bono work defending Guantanamo detainees against 
prosecution by the U.S. government.556 For example, just one firm, WilmerHale, 
reportedly provided Guantanamo Bay detainees with “35,448 hours of pro bono 
legal help worth an estimated $17 million.”557 Providing free defense counsel to 
Guantanamo detainees fits the traditional definition of pro bono service, while 
providing uncompensated guidance to the Defense Department on how to use 
Chinese criminal law to stop a supplier of nuclear technology to Iran does not.

However, the fact that providing lawfare-related expertise to the U.S. govern-
ment does not fit within the traditional definition of pro bono service does not 
preclude attorneys from providing such expertise. From the author’s informal 
discussions with several law firm partners in Washington, D.C., it appears likely 
that a number of leading law firm attorneys would be happy to provide lawfare-
related expertise to the U.S. government on a pro bono or “low bono” basis (“low 
bono” is a term used to describe work done at a heavily discounted rate).

One major obstacle to the provision of such work is the potential for client 
conflicts. In other words, the United States’ leading expert on Greek maritime 
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insurance law probably has a lot of clients for whom the expert has or feels an 
obligation not to set an adverse precedent.

Another obstacle to the provision of such work is the lack of existing mech-
anisms for linking lawfare-related law firm expertise to lawfare practitioners 
(whether inside the U.S. government or at NGOs). In light of lawfare’s increasing 
power, and the maxim that necessity is the mother of invention, it seems likely 
that such mechanisms will be created in the near future.

Barring significant changes to current government contracting rules, the 
most likely mechanisms for linking lawfare-related law firm expertise to national 
security agencies may involve the issuance by such agencies of highly flexible 
large-scale government contracts of the “indefinite delivery, indefinite quantity” 
variety. Such a contract could enable the contract’s holder to hire attorneys on 
a short-term basis from a variety of law firms to, as needed, quickly provide the 
agency’s lawfare practitioners with expert input (presumably at a “low bono” 
rate of compensation). Meanwhile, the most effective mechanisms for linking 
lawfare-related law firm expertise to non-governmental lawfare practitioners 
may be non-governmental organizations that serve, at least in part, as clearing-
houses that provide such connections in various issue areas.

It would also not be surprising to see some sort of a hybrid emerge—a non-
governmental organization that regularly engages in lawfare on behalf of the 
U.S. government and, in doing so, draws extensively on law firm expertise. As 
this book describes, there are already several models of public-private partner-
ships to wage lawfare. For example, the chapter on Israeli lawfare describes the 
Israeli government’s past partnership with Shurat HaDin and analyzes why 
governments may sometimes prefer to wage lawfare through proxies. Although 
the Israeli government’s partnership with Shurat HaDin eventually dissolved 
in acrimony, it may be that the Israeli, the U.S., or another government could 
develop a more enduring relationship with a lawfare-waging NGO. The chapter 
on Palestinian NGO lawfare notes that PCHR and other Palestinian lawfare-
waging NGOs are heavily subsidized by European governments. Since these 
arrangements have continued for several years, the European governments have 
presumably found them useful.

The U.S.  executive branch has generally kept its distance from lawfare-
waging firms and other non-governmental organizations. However, it too has 
occasionally seen fit to partner with them, as exemplified by the U.S. Treasury 
Department’s decision to provide Steve Perles, the attorney for the Marine bar-
racks bombing victims, with the number for a Citibank account containing some 
$2 billion dollars in Iranian funds.

In light of lawfare’s increasing power and its increased deployment by 
U.S. adversaries, it would not be surprising in the years ahead to see the U.S. exec-
utive branch experiment with mechanisms for more closely partnering with 
lawfare-waging non-governmental organizations.





CHAP TER  3

The U.S. Government’s Financial 
Lawfare Against Iran

The Treasury “has opened up a new battlefield for the United States.”
—U.S. Treasury Secretary Jacob J. Lew

During the Obama administration’s multiyear campaign to halt Iran’s nuclear 
weapons program without bombing it, “Treasury’s under secretary for ter-

rorism and financial intelligence [was] sometimes described within the adminis-
tration as President Obama’s favorite combatant commander,”1 said the New York 
Times. According to Treasury Secretary Jacob J.  Lew, Treasury “opened up a 
new battlefield for the United States.”2 “In a dingy suite of offices, in a Treasury 
Department annex, the troops … blast out advisories ordering banks to block 
targeted people, then threaten them with consequences—fines that can range 
into millions of dollars—if they do not,” said the Times, stating that “today, this is 
how the Obama Administration goes to war.”3

At a peak in the campaign, Iranian President Mahmoud Ahmadinejad com-
plained bitterly of how “the enemy has banned Iran’s oil sales and banking 
transactions so Iran is not able to transfer or spend money,” referring to it as a 
“hidden war … on a far-reaching global scale … a kind of war through which 
the enemy assumes it can defeat the Iranian nation.”4 “What’s increasingly clear,” 
wrote Washington Post columnist David Ignatius about U.S. policy toward Iran in 
2011, “is that low-key weapons—covert sabotage and economic sanctions—are 
accomplishing many of the benefits of military action, without the costs.”5

“Fifteen years ago, the idea that the Treasury Department would be at the 
center of our national security would have been inconceivable,” said Daniel 
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Glaser, the Treasury Department’s Assistant Secretary for Terrorist Financing.6 
“But,” explains Glaser, “we have developed a whole new set of tools to put at the 
President’s disposal.”7

When Russia invaded Ukraine in 2014, it was no surprise that the 
U.S.  response relied heavily on the Treasury Department “using financial 
weaponry to hit carefully chosen targets” linked to the Russian government.8 
When the Islamic State rose to prominence that same year, the New  York 
Times called Treasury the “first line of attack against ISIS” and said Treasury’s 
financial lawfare “may be more important in the fight against the Islamic State 
than the Tomahawks fired off American warships or the bombs dropped from 
F-16s.”9 “This is the 21st century version of waging war,” said Judith Lee, 
chair of the international trade group at the law firm of Gibson, Dunn and 
Crutcher.10 Newsweek asserted that, for the United States at least, “the first 
salvo in modern warfare is likely to be financial—and the result is increasingly 
effective.”11

This chapter will describe and analyze how U.S. financial lawfare works and 
how it differs from the imposition of traditional economic sanctions. The chapter 
will also describe and analyze the strengths and weaknesses of U.S. financial law-
fare and assess what its future may hold. The chapter will do so largely by focusing 
on the preeminent and most sophisticated U.S. financial lawfare campaign thus 
far: U.S. financial lawfare designed to halt Iran’s nuclear weapons program and 
state sponsorship of terrorism.12

As of early August 2015, U.S. financial lawfare against Iran was in the midst 
of a change of unclear dimensions. On July 14, 2015 (after this book was largely 
completed), the P-5+1 (the U.N. Security Council’s five permanent members plus 
Germany) announced that they had agreed with Iran on a Joint Comprehensive 
Plan of Action (JCPOA) to address Iran’s nuclear program.13 The JCPOA pro-
vided for the lifting of most nuclear-related sanctions on Iran in exchange for 
various constraints on Iran’s nuclear program.

Pursuant to the Iran Nuclear Agreement Review Act, enacted in May 2015, 
Congress was to have sixty calendar days, following the JCPOA’s transmission 
to Congress, to review the deal and pass a joint resolution of disapproval.14 The 
President could then veto the resolution, following which Congress could over-
ride the veto, should opponents of the deal muster sufficient votes to do so.

As of early August 2015, the results of the congressional review of the JCPOA 
were difficult to predict. Also difficult to predict was the precise impact that 
entry into effect of the JCPOA (or, conversely, its derailment) would have on 
U.S. financial lawfare against Iran. The JCPOA did not on its face commit the 
United States to suspend U.S. sanctions on Iran for its involvement with terror-
ism, or lift Iran’s designation as a state sponsor of terrorism.15 Treasury officials 
insisted that they planned to continue to vigorously engage in financial lawfare 
against Iran. For example, Adam Szubin, the Acting Under Secretary of the 
Treasury for Terrorism and Financial Intelligence, testified before Congress on 
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August 5, 2015, that notwithstanding the JCPOA, “the United States will main-
tain and continue to vigorously enforce our powerful sanctions targeting Iran’s 
backing for terrorist groups such as Hizballah.”16

However, in a July 22, 2015, hearing before the House Financial Services 
Committee, Steven Perles asserted that various U.S. “administrative agencies 
have made recent decisions that raise concerns about their continuing willing-
ness to carry out their legal obligations to enforce antiterrorism sanctions against 
Iran after nuclear sanctions are removed.”17 In addition, even if the U.S. govern-
ment were to continue to vigorously pursue its financial lawfare designed to halt 
Iran’s state sponsorship of terrorism, it was unclear how the effectiveness of such 
lawfare would be impacted by factors including the lessening of nuclear-related 
sanctions on Iran and the resulting release of tens of billions of dollars of Iranian 
assets from its blocked accounts in Europe and Asia.18

As a result, it was unclear, as of early August 2015, to what extent the U.S. finan-
cial lawfare described in this chapter would continue to be implemented vis-à-vis 
Iran. Either way, its various innovations would remain tested options for lawfare 
practitioners to draw from in a future campaign against another U.S. adversary 
or a re-targeted Iran.

In describing and analyzing the U.S. financial lawfare campaign against Iran, 
this chapter will briefly reference other very significant U.S. financial lawfare cam-
paigns, including those against North Korea and Russia. This chapter will also 
briefly reference some of the U.S. economic lawfare campaigns in other sectors 
that have been heavily influenced by lessons learned from U.S. financial lawfare. 
That includes the U.S. energy lawfare campaign against Iran (which is discussed 
in Chapter 2 as well as this chapter), U.S.  insurance lawfare, and the U.S.  law-
fare campaign against suppliers to Iran’s nuclear program (which is discussed in 
Chapter 4 as well as this chapter). In addition, the role in U.S. financial lawfare 
of Benjamin Lawsky, the aggressive superintendent of the New York Department 
of Financial Services, echoes some of the themes raised in Chapter 2’s discussion 
of the pluses and minuses of lawfare waged by U.S. actors other than the federal 
executive branch.

Section I  of this chapter discusses U.S.  financial lawfare against Iran in 
conceptual context. Section II describes and analyzes the key nexus between 
U.S.  financial lawfare and Iran’s nuclear weapons program and state sponsor-
ship of terrorism:  Iran’s use of the international financial system to advance 
those objectives. Section III provides an overview of key innovative elements 
of U.S.  financial lawfare against Iran. Section IV describes and analyzes the 
impact that U.S.  financial lawfare had against Iran. Section V systematically 
describes and analyzes how the U.S. government implemented financial lawfare 
against Iran.

Section VI discusses lessons learned and the future of U.S.  financial and 
other economic lawfare. It concludes that the effects of the various lawfare 
deployments described in this book indicate that lawfare, deployed in a more 
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coordinated and systematic manner, could likely save U.S. and foreign lives, and 
U.S. taxpayer dollars, by supplementing or replacing kinetic warfare as a tool for 
achieving some significant U.S. military objectives. The chapter wraps up with a 
few thoughts as to how the U.S. government could achieve these benefits by more 
broadly, systematically, and effectively waging lawfare against U.S. adversaries.

I. U.S. FINANCIAL LAWFARE AGAINST IRAN  
IN CONCEPTUAL CONTEXT

Each of the four major categories of U.S.  governmental economic lawfare 
against Iran that are discussed in this book—financial, energy, state and local, 
and WMD-supplier-focused lawfare—differs significantly from traditional eco-
nomic sanctions. Traditional economic sanctions broadly and bluntly embargo 
trade between the imposing country (e.g., the United States) and the target 
country (e.g., Iran). As of spring 2015, nearly all U.S. trade with Iran had been 
prohibited since 1995.19 With such embargoes, the focus tends to be relatively 
straightforward:  prohibiting persons in the United States from engaging in all 
or some trade with an entire foreign country, and then policing U.S. persons and 
patrolling U.S. borders to ensure compliance.

The focus of U.S.  governmental economic lawfare against Iran has instead 
been on halting some or all commerce between Iran and foreigners located in 
third countries. While curtailing such international commerce has traditionally 
been attempted through quarantines imposed by force of arms, economic law-
fare principally accomplishes this objective through the creative, dynamic, and 
aggressive leveraging of U.S. law and jurisdiction to pressure foreign companies 
that engage in commerce with particular Iranian bad actors. Each of the four ref-
erenced types of U.S. governmental economic lawfare against Iran involved an 
implied or explicit threat of legal action pursuant to U.S. federal, state, or local 
law, delivered to the foreign company by U.S. federal, state, or local government 
officials, which persuaded the foreign company to stop doing business with the 
targets, even though such business may not have been prohibited by the govern-
ment of the country in which the foreign company is headquartered.

It is in light of these characteristics that this chapter refers to these U.S. eco-
nomic measures against Iran as economic lawfare. These measures have thus far 
been more typically referred to in the media as sanctions or “smart sanctions.” 
However, Major General Charles W. Dunlap, Jr., who (as described in Chapter 1) 
first coined the term “lawfare” to describe the use of law as a weapon of war, 
included financial warfare within the ambit of lawfare. For example, Dunlap 
referred to “the use of legal processes to deconstruct terrorist financing” as a type 
of lawfare20 and explained that while attacking the funding of terrorist groups 
“may be called ‘financial warfare’ rather than ‘lawfare’” by some, “it nevertheless 
depends upon legal instruments and methodologies.”21
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Juan Zarate, a leading architect of these measures during his service as a 
senior Treasury and White House official, referred to U.S.  financial measures 
against Iran as “financial warfare” in his magisterial book Treasury’s War:  The 
Unleashing of a New Era of Financial Warfare.22 It is this book’s hypothesis that, 
consistent with Dunlap’s view, these financial measures are also a salient, and 
indeed paradigmatic, example of lawfare. As this chapter will demonstrate, ana-
lyzing Treasury’s war from the perspective of lawfare helps in understanding 
both Treasury’s war and the broader power and potential of lawfare.

The pivotal actions undertaken by the officers in Treasury’s war involved 
drafting and enacting innovative laws, innovatively threatening to enforce 
those laws in scores of meetings directly with foreign private banks, and enforc-
ing those laws with dramatically escalating and eventually unprecedented 
penalties imposed through settlements or convictions within the U.S.  domes-
tic legal system. The law-centered nature of Treasury’s war is not surprising, 
as each of the five Treasury policymakers who were its leading architects and 
implementers—David Cohen, Daniel Glaser, Stuart Levey, Adam Szubin, and 
Juan Zarate—were lawyers rather than, for example, bankers.

While Treasury’s war reflected a new approach to using U.S.  financial 
muscle to achieve national security objectives, it was equally innovative in 
its aggressive, impact-focused, yet carefully targeted and calibrated use of law 
to achieve national security objectives. Many of its legal innovations were 
not unique to finance but could and would be subsequently applied to the 
U.S. government’s energy, insurance, and WMD-supply lawfare against Iran, 
and could in the future be applied to lawfare against other targets in other 
economic sectors. In addition, the financial lawfare measures undertaken by 
the U.S. government against Iran in several ways provided critical legal under-
pinnings for private civil litigation and other non-governmental U.S. lawfare 
against Iran, as described in Chapter 2.

The U.S. Treasury Department’s war against Iran took off in 2006 under the 
George W.  Bush administration. It was inspired by various factors including 
the administration’s North Korean Illicit Activities Initiative (NKIAI).23 The 
NKIAI, led by David Asher and others, “generated significant diplomatic leverage 
over North Korea,” including especially when the United States imposed finan-
cial lawfare measures in September 2005 against Banco Delta Asia, a Chinese 
bank accused of laundering money for North Korea.24 However, the NKIAI ulti-
mately did not succeed in curtailing North Korea’s nuclear program.25 Nor did 
the NKIAI last the entirety of the Bush administration, let alone survive into the 
Obama administration.26

In contrast with the North Korean Illicit Activities Initiative, Treasury’s war 
against Iran lasted until the end of the Bush administration, continued (and 
indeed increased in firepower) under the Obama administration, and was gen-
erally credited with helping convince Iran to negotiate seriously regarding its 
nuclear program. As discussed earlier in this chapter, the resulting negotiations 
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had, as of early August 2015, resulted in the Joint Comprehensive Plan of Action, 
pursuant to which most nuclear-related sanctions on Iran were to be lifted in 
exchange for various constraints on Iran’s nuclear program.

In a tribute to the bipartisan appeal of Treasury’s war against Iran, the Obama 
administration had made the extraordinary decision to retain in place Stuart 
Levey, the Bush-appointed Under Secretary of the Treasury who was principally 
known as the leading architect of this financial lawfare.27 Levey served for the 
first two years of the Obama administration, until he resigned and was replaced 
by his deputy, David Cohen.28 After Cohen left to become Deputy Director of the 
CIA,29 Obama nominated Adam Szubin to replace him.30 Szubin had previously 
served as director of Treasury’s Office of Foreign Assets Control, in which capac-
ity he had played a key role in Treasury’s war against Iran since its beginning.31

During the first six years or so of the Obama administration, the primary 
objective of U.S. financial lawfare against Iran was halting Iran’s nuclear weapons 
program. The Obama administration’s nuclear negotiations with Iran from 2012 
to 2015, in which it largely subordinated concerns about Iran’s state sponsorship 
of terrorism in order to focus on Iran’s nuclear program, reflect the preeminence 
which the administration gave to the nuclear issue.

President Obama explained his concerns about Iran’s nuclear program in a 
2012 speech as follows:

[The] entire world has an interest in preventing Iran from acquiring a nuclear weapon. 
A  nuclear-armed Iran would thoroughly undermine the non-proliferation regime 
that we’ve done so much to build. There are risks that an Iranian nuclear weapon 
could fall into the hands of a terrorist organization. It is almost certain that others in 
the region would feel compelled to get their own nuclear weapon, triggering an arms 
race in one of the world’s most volatile regions. It would embolden a regime that has 
brutalized its own people, and it would embolden Iran’s proxies, who have carried 
out terrorist attacks from the Levant to southwest Asia. And that is why, four years 
ago, I made a commitment to the American people, and said that we would use all 
elements of American power to pressure Iran and prevent it from acquiring a nuclear 
weapon. And that is what we have done.32

U.S.  economic lawfare, and especially the financial lawfare led by the U.S. 
Treasury Department, also targeted Iran’s state sponsorship of terrorism. Iran 
was first designated as a state sponsor of terrorism by the U.S.  government in 
1984 and remained designated as such until at least August 2015.33 In March 
2014, the Treasury Department stated, “Iran remains the world’s most active 
state sponsor of terrorism, planning terrorist attacks, providing lethal aid, and 
delivering hundreds of millions of dollars per year in support to extremist groups 
across the globe.”34

In order to advance its primary objective of halting Iran’s nuclear weapons 
program and secondary objective of halting Iran’s state sponsorship of terrorism, 
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U.S.  financial lawfare (as well as energy lawfare) against Iran employed two 
principal means of leverage: coercion and constraint.35 Under Secretary of the 
Treasury Stuart Levey described both aspects of the Obama administration’s 
financial measures against Iran. The coercive aspect was “to sharpen the choice 
for Iran’s leaders between integration with the international community, predi-
cated on fulfilling their international obligations, and the hardship of further 
isolation.”36 Levey explained that “[b] y dramatically isolating Iran financially 
and commercially and by capitalizing on Iran’s existing vulnerabilities, we can 
impact Iran’s calculations” so as to “create crucial leverage for our diplomacy.”37 
The second, constraining aspect was described by Levey, in the nuclear context, 
as designed to “make it harder for Iran to pursue international procurement for 
its nuclear and military programs.”38

Coercing the target (in this case Iran) into halting its illegal behavior succeeds 
if the costs of the behavior (in this case proceeding with the nuclear weapons 
program or state sponsorship of terrorism) come to be perceived by the target 
as outweighing the benefits to the target of proceeding with the behavior.39 For 
example, coercion will succeed if all U.S. and allied responses to the nuclear weap-
ons program, including economic lawfare, cost the Iranian regime more than the 
nuclear program is worth to it. The costs might, for example, include endangering 
the regime’s control over the Iranian people. In contrast, constraining the target 
from engaging in illegal behavior succeeds if all U.S. and allied responses to the 
nuclear weapons program, including economic lawfare, so materially reduce the 
target’s supply of assets necessary to engage in the illegal behavior that the target 
is no longer able to engage in some or all of the illegal behavior.

As mentioned previously, Iran is not the only target against which U.S. gov-
ernment entities have waged financial lawfare. Al Qaeda, Hezbollah, North 
Korea, Russia, Serbia, Syria, and various narcotics traffickers have also been 
major targets. However, Iran provides the most useful case study, because the 
financial lawfare against Iran was particularly sustained, systematic, creative, 
and intensive, and was publicly discussed and explained in extraordinary detail 
by U.S. officials.

Lawfare was an apt response to Iran in part because in pursuing its nuclear 
weapons program and state sponsorship of terrorism, the Iranian government 
egregiously violated international law. For example, Iran for years violated legally 
binding U.N. Security Council resolutions ordering it to suspend its nuclear 
enrichment, reprocessing, and heavy water-related activities.40 In a series of peri-
odic reports, the Director General of the International Atomic Energy Agency 
determined again and again that “contrary to the relevant resolutions of the 
Board of Governors and the Security Council, Iran has not suspended all of its 
enrichment related activities” and “has not suspended work on all heavy water 
related projects.”41

Iran also persisted in providing destabilizing support to terrorist groups,42 
including by supplying them with arms in violation of U.N. Security Council 
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Resolutions 1701 and 1747.43 In addition, Iran chose to violate numerous other 
international legal obligations. For example, Iran’s brutal response to its opposi-
tion Green Movement contravened its human rights obligations under interna-
tional law, including the International Covenant on Civil and Political Rights.44

II. IRAN’S USE OF THE INTERNATIONAL FINANCIAL SYSTEM 
TO ACCOMPLISH ITS NUCLEAR AND TERRORISM  
SPONSORSHIP OBJECTIVES

Iran for over a decade utilized the international financial system to accomplish 
both its nuclear and its terrorism sponsorship objectives.45 Iran’s integration into 
the international financial system both provided the Iranian government with 
the global financial capability to support its nuclear and terrorism sponsorship 
activities and exposed elements of the international financial system to a risk of 
facilitating these activities.46

“Iran uses various techniques to engage in seemingly legitimate commercial 
transactions that are actually related to its nuclear and missile programs,” said 
Daniel Glaser, Deputy Assistant Secretary of the Treasury for Terrorist Financing 
and Financial Crimes, in a 2008 Congressional hearing.47 “This deceptive behav-
ior,” said Glaser, “coupled with Iran’s access to the global economy, gives the 
Iranian regime the financial capability to support its activities.”48 “All of this adds 
up to enormous risks for the international financial system,” added Glaser.49

One might expect that Iran would have avoided the formal financial system 
and relied instead on moving money using such methods as hawala that can be 
effectuated without the creation of official financial records. However, Treasury 
has found that for rogue actors, there is sometimes “no good alternative and, in 
many cases, no alternative at all” to the formal international financial system.50

Proliferation networks, for example, turn out to require letters of credit and 
other types of financing for many of their purchases.51 Such networks often 
depend heavily on generally legitimate businessmen or manufacturers who will 
supply a proliferation-sensitive item because of profit rather than ideology. Such 
suppliers may find it harder to turn a blind eye or may be otherwise discomfited 
by a transaction that avoids the formal financial system. In addition, rogue states, 
including Iran, themselves depend on the global financial system for such func-
tions as holding reserves and financing both their revenue-earning exports and 
their imports of such strategic commodities as gasoline.

In order to avoid suspicion and minimize the risk of detection, Iran’s state-
owned banks and other entities used an array of deceptive practices when 
employing their global financial ties to advance Iran’s nuclear program and spon-
sorship of terrorism.52 For example, Iran used front companies and intermedi-
aries to surreptitiously purchase technology and materials for its nuclear and 
missile programs from countries that would prohibit such exports to Iran.53
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In addition, Iranian banks asked other financial institutions to remove the 
Iranian banks’ names when processing their transactions through the interna-
tional financial system.54 The goal was to allow Iranian banks to remain unde-
tected as they moved money through the international financial system to pay 
for the Iranian government’s nuclear- and missile-related purchases and to fund 
terrorism.55 The name-removal tactic was intended to evade the controls put 
in place by responsible financial institutions further down the line and had the 
effect of potentially involving those institutions in transactions that were illegal, 
that placed their reputations at risk, and that they might never have engaged in if 
they knew who was really involved.56

Iran’s reliance on deceptive financial transactions to support its nuclear 
and terrorism sponsorship activities contributed to its persistent unwilling-
ness to meet international standards for the development and implementation 
of laws and enforcement capabilities that would detect and prevent money 
laundering or terrorist financing. In February 2015, the Financial Action 
Task Force (FATF), an intergovernmental body that sets standards for anti-
money-laundering (AML) and combating the financing of terrorism (CFT), 
stated that “[t] he FATF remains particularly and exceptionally concerned 
about Iran’s failure to address the risk of terrorist financing and the serious 
threat this poses to the integrity of the international financial system … . The 
FATF urges Iran to immediately and meaningfully address its AML/CFT 
deficiencies.”57

III. INNOVATIVE ELEMENTS OF U.S. FINANCIAL LAWFARE 
AGAINST IRAN

The U.S.  government’s multifaceted financial lawfare campaign against Iran 
relied heavily on the primacy in international finance of U.S.  dollars, the pre-
ferred currency of international trade. As of 2012, the U.S. dollar was involved in 
some 87 percent of the world’s foreign-exchange transactions and was the global 
reserve currency.58 In leveraging the dollar’s primacy, the U.S. financial lawfare 
strategy deployed several key innovations that will be described in detail in this 
and subsequent sections. The innovations include:  direct outreach to individ-
ual foreign private financial institutions, aggressive use of financial regulatory 
authorities to pursue political goals, effective development and harnessing of 
intelligence about global financial transactions, a focus on the illicit conduct of 
lawfare targets, and an eye for deterring transactions beyond what is explicitly 
prohibited.

In developing and implementing its multifaceted financial lawfare cam-
paign, the United States used the U.N. Security Council or partnered with allies 
where possible, but also found effective ways to operate outside of such coop-
erative arrangements. To maximize its effectiveness, the United States worked 
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to convince not only individual foreign governments but also individual non-
American companies to join the effort. Identifying ways to persuade such non-
American companies was “a particularly daunting challenge given the limits of 
U.S. jurisdiction over foreign entities.”59

However, once private sector financial institutions are persuaded to act, they 
are “able to act much more quickly than governments who often lack the neces-
sary authority or the political will to take action on their own”60 or who may face 
cumbersome bureaucratic procedures for exercising whatever relevant authority 
they do have. The U.S. financial lawfare campaign’s focus on directly persuading 
such non-American companies to curtail financial transactions with Iran, and its 
success in doing so—both described and analyzed in detail in Section V.C of this 
chapter—were among the campaign’s most significant innovations.

Another of the campaign’s most innovative aspects was its use of the U.S. 
Treasury Department’s financial authorities to pursue national security objec-
tives. Treasury had, from time to time, used its financial authorities to pursue 
criminal justice policy objectives. For example, Al Capone famously received his 
career-ending jail sentence not for his suspected involvement in dozens of mur-
ders (which apparently could not be proven) but for tax evasion—running afoul 
of the Treasury Department’s Internal Revenue Service, which subjected him to 
a nonrandom audit.61

National security policy objectives had, however, long remained off limits. 
“Years ago,” recalled Robert Einhorn, the State Department’s former Assistant 
Secretary for Nonproliferation, “people at State would go to Treasury and say, 
‘We’ve got a lot of financial muscle, we should use it to pursue political goals,’ but 
Treasury would always say it didn’t want to mess around with the international 
financial system.”62

Indicative of the novel approach taken by the architects of U.S. financial law-
fare against Iran was G.W. Bush Treasury Secretary Henry Paulson’s statement 
that he and his finance ministry counterparts around the world had a responsi-
bility “to broaden our role beyond economic stewardship and become valuable 
contributors to help ensure our countries’ and our citizens’ security.”63 James 
Wilkinson, chief of staff of the Bush Treasury Department, noted that “[o] ur 
financial tools are sometimes the most powerful weapons our government has to 
help change behavior.”64

Economic sanctions had previously focused largely on transnational trade in 
goods. Treasury’s willingness to use its financial muscle to pursue national secu-
rity objectives was particularly and increasingly important because “[g] lobal 
financial flows are growing rapidly and greatly exceed the trade in goods and 
services.”65

A third major innovation contributing to the success of U.S.  financial 
lawfare against Iran was Treasury’s systematic development and harness-
ing of intelligence regarding global financial transactions. In 2004, the U.S. 
Treasury Department became the world’s first finance ministry to develop 
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in-house expertise in the collection and analysis of such intelligence.66 In an 
era of globalization, such intelligence is increasingly available because “tech-
nology and integration have made it more difficult for anyone using the finan-
cial system to hide.”67 In order to be useful for purposes of financial lawfare, 
the financial intelligence must of course be accurate. It also must be shareable, 
in a way that traditional national security intelligence, which depends heavily 
on sources and methods that are themselves secret, is often not. Fortuitously, 
transactions using the international financial system “typically leave a trail of 
detailed information … . Opening an account or initiating a funds transfer 
requires a name, an address, a phone number” that is collected and stored by a 
financial institution.68 Treasury used such information to identify and target 
key actors and their networks.69

Intelligence about specific financial transactions enabled Treasury to present 
its financial lawfare as “specifically targeted against those individuals or enti-
ties engaging in illicit conduct.”70 In other words, Treasury could assert that the 
Iranian individuals or entities with whom commerce was being targeted were not 
targeted simply because they were Iranian but because they had engaged in spe-
cific proliferation, terrorism support, deceptive financial, or other illicit activity.

Once sanctions were in place against a particular Iranian entity or individ-
ual, efforts by that entity or individual to use deception in an effort to evade the 
sanctions (for example by fraudulently hiding their engagement in a transaction) 
could become another reason to sanction that entity or individual. In that case, 
the illicit “behavior of the actors themselves as they try to access the international 
financial system” provided a rationale for their isolation.71

Deception by the targeted nation’s entities and individuals is one of several 
factors that can result in a chilling effect on transactions beyond what is explic-
itly prohibited by U.S. law. Although Treasury presented its financial lawfare as 
targeted against only Iranian bad actors, and U.S. law required foreign financial 
institutions to halt their transactions only with those bad actors, some foreign 
financial institutions ultimately halted all business with Iran. In June 2007, 
within two years of the lawfare campaign’s launch, Treasury Secretary Paulson 
announced that “most of the world’s top financial institutions have now dra-
matically reduced their Iranian business or stopped it altogether.”72 In doing so, 
Paulson noted that “for the most part, they are not legally required to take these 
steps but have decided, as a matter of prudence and integrity, that they do not 
want to be the bankers for such a regime.”73

It is unclear to what extent the initial goal of U.S.  financial lawfare against 
Iran was in fact to halt Iran’s general commercial connectivity with the rest of the 
world while purporting to be targeting only bad actors. However, this appears to 
have become the goal by the fall of 2009, after the failure of President Obama’s 
initial outreach to Iran. As Juan Zarate described in his book, Treasury’s War: The 
Unleashing of a New Era of Financial Lawfare, a meeting hosted by President 
Obama in the White House in the fall of 2009 involved then Under Secretary 
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Levey laying out a plan to “cripple Iran’s ability to engage in international com-
merce.”74 The plan, implemented over the next year, constituted “a financial pres-
sure campaign premised on attacking the enablers of Iran’s connectivity to the 
rest of the world.”75

In addition to the risk of unwitting engagement in a transaction with a bad actor, 
the sheer complexity of Treasury’s financial sanctions, combined with the aggres-
siveness with which they were enforced, also had a chilling effect on transactions 
beyond the scope of what was explicitly prohibited. A  detailed examination of 
financial sanctions by Newsweek reported that “a number of lawyers and executives 
from big banks and multinationals privately told Newsweek that their confusion 
over how to apply the sanctions is only exceeded by their fear of violating them.”76 
Newsweek asserted that “Treasury does not provide exact guidance on how to apply 
sanctions to third parties and leaves much up to the guesswork of banks while also 
‘reserving the right to fine the banks if they happen to guess wrong.’”77

In an article published in October 2012, Sean Thornton, who had served 
from 2005 to early 2012 as chief counsel for Treasury’s Office of Foreign Assets 
Control (OFAC), acknowledged widespread “confusion about what U.S. second-
ary sanctions actually target,” resulting in part from the existence of “so many dif-
ferent legal authorities, which overlap and occasionally contradict themselves.”78 
In the article, Thornton discussed one of the key terms in U.S. sanctions laws, 
“control,” and noted that “control is not defined, and U.S. authorities seem likely 
to keep the concept vague.”79 “Because these lines seem almost purposefully con-
fusing,” said Thornton, “many non-U.S. financial institutions … steer well clear 
of the line.”80

Whether or not Treasury intentionally left their sanctions more confus-
ing than necessary,81 they were exceptionally complex, leading to the already-
mentioned chilling effect on transactions beyond the scope of what was explicitly 
prohibited. Such a chilling effect is heightened when the fines imposed for viola-
tions are of the magnitude of the fines, in the hundreds of millions and even bil-
lions of dollars, that are described later in this chapter.

IV. IMPACT OF U.S. FINANCIAL LAWFARE AGAINST IRAN

As a result of these innovations, Treasury’s financial lawfare differed not only in 
design but also, ultimately, in result from traditional economic sanctions, which 
have the reputation of being ineffective in pressuring rogue actors, dispropor-
tionately harmful to innocent persons, and riddled with unaddressed cheating 
by private businesses that evade sanctions while their governments turn a blind 
eye.82 In sharp contrast with the reputation of traditional economic sanctions, 
many key foreign banks, in an abundance of caution, reportedly eventually went 
even beyond the letter of the law in implementing financial measures against 
Iranian individuals and entities.83
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In part because so many banks were so responsive, the financial lawfare had 
an impact on the Iranian economy that was both significant and relatively quick 
in getting started. The retreat of major global banks from the Iranian market soon 
disrupted key Iranian trading relationships, including in its vital energy sector.84 
As a result of the financial lawfare, by January 2008, it had reportedly become 
almost impossible in Europe to arrange for transactions involving Iranian com-
panies using a letter of credit, the standard payment guarantee used in interna-
tional trade.85

Even India’s second largest company, Reliance Industries,86 high atop the 
Global Fortune 500,87 was forced to halt its gasoline sales to Iran for several 
months in 2007 because it could no longer arrange from its European banks 
the letters of credit on which the transactions had depended88 (as described 
in Chapter 2, Reliance ultimately withdrew entirely from the Iranian market 
for other reasons). By October 2008, the New  York Times was reporting that 
“ordinary businesses” had also been “hard hit” by Treasury’s “financial squeeze 
on Iran,” with both “big companies and small bazaaris—as traditional mer-
chants are called in Iran … increasingly forced to pay for imports in advance, 
in cash.”89

The financial measures also affected Iran’s ability to finance petroleum devel-
opment projects, with Iran’s oil minister admitting in March 2007 that “over-
seas banks and financiers have decreased their cooperation” on such projects.90 
Within just two years, U.S.  financial lawfare reportedly increased the cost of 
imports to Iran by some 20 to 30 percent.91

In November 2008, sixty leading Iranian economists called in an open letter 
for the regime to drastically change course, saying that Iran’s “‘tension-creating’ 
foreign policy has ‘scared off foreign investment and inflicted heavy damage’ on 
the economy.”92 The economists said that the U.S. measures had cost Iran “many 
billions of dollars” by forcing a “large part” of its imports and exports to be “car-
ried out through middlemen.”93

It seems evident that by 2008, U.S. financial lawfare was already costing the 
Iranian regime funds that might otherwise have gone toward furthering its nuclear 
ambitions or supporting terrorism. This constraining effect was significant.94 
However, it took several more years before the financial lawfare—sustained over 
several years and combined with U.S. energy sector lawfare—contributed to a 
coercive effect on Iranian decision-making, and then only with regard to Iran’s 
nuclear program.

In November 2011, Iran’s President Mahmoud Ahmadinejad, who had previ-
ously been dismissive of the sanctions, admitted that: “Our banks cannot make 
international transactions anymore.”95 By 2012 and 2013, the financial lawfare 
had “cut off Iran’s access to most of its hard currency held outside the country,”96 
with estimates that as much as $80 billion out of Iran’s total $100 billion in hard 
currency reserves could not be repatriated due to compliance with U.S. measures 
by foreign financial institutions.97
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The contemporaneous implementation of U.S., U.N., and EU financial and 
nonfinancial measures during the period from 2010 to early 2013 makes it dif-
ficult to attribute a specific outcome to a particular measure, unless, as with the 
transactions hindrances and asset repatriation difficulties, a particular measure 
is the major one that would be likely to have had that outcome.98 In addition to 
financial lawfare, energy lawfare also clearly contributed to a 60 percent reduc-
tion in Iranian crude oil sales from 2011 to 2013; the combination reduced Iran’s 
revenue from crude oil sales from $100 billion in 2011 to about $35 billion in 
2013.99 Iran’s revenue from crude oil sales fell even further after the worldwide 
price of crude oil started to slump in June 2014 after remaining stable for nearly 
five years.100

By July 2012, the combination of financial and economic lawfare had reduced 
Iran’s total foreign currency reserves by as much as $110 billion,101 and the value 
of Iran’s currency, the rial, had dropped by 80 percent.102 In 2013, Iran’s gross 
domestic product dropped about 5  percent (its first drop in two decades).103 
Under Secretary of the Treasury David Cohen testified before the Senate in 
January 2015 that Iran’s economy was at that point 15 to 20 percent “smaller than 
it would have been had sanctions not been imposed.”104

Particularly hard hit was Iran’s manufacturing sector, which relied heavily on 
foreign parts.105 Many Iranian manufacturers were unable to obtain credit and 
had to pay in advance, often through complex and costly mechanisms, to obtain 
parts from abroad.106 Iran’s production of cars fell by about 40 percent from 2011 
to 2013.107

In the June 2013 Iranian presidential election, Hassan Rouhani ran on 
a platform of ending Iran’s international isolation and easing sanctions.108 
Economic pressure was widely regarded as the major reason Iran, in the 
wake of Rouhani’s election, came to the negotiating table in 2013 and 2014 
to discuss and, at least for an interim period, limit its nuclear program.109 In 
April 2015, CIA Director John Brennan stated in public remarks at Harvard’s 
Kennedy School of Government that Iran’s Supreme Leader, Ayatollah 
Khamenei, had become more flexible in negotiations with the West because 
Rouhani had persuaded Khamenei that “six years of sanctions had really hit,” 
and Iran’s economy was “destined to go down” unless a deal was reached with 
the West and sanctions were lifted.110

On July 14, 2015 (after this book was largely completed), the P-5+1 (the U.N. 
Security Council’s five permanent members plus Germany) announced that 
they had agreed with Iran on a Joint Comprehensive Plan of Action (JCPOA) 
to address Iran’s nuclear program.111 The JCPOA provided for the lifting of most 
nuclear-related sanctions on Iran in exchange for various constraints on Iran’s 
nuclear program. In his July 14, 2015, and August 5, 2015, statements praising 
the JCPOA, President Obama attributed the Iranian concessions to “the sanc-
tions that have proven so effective,”112 that “were put in place precisely to get Iran 
to agree to constraints on its program.”113
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As of early August 2015, many commentators, and many members of 
Congress from both parties, were criticizing the JCPOA’s curtailments of Iran’s 
nuclear program for being insufficiently long-term and verifiable.114 Some com-
mentators suggested that the deal could have been more favorable to the United 
States if the economic pressure had been stronger. For example, in announcing in 
early August that he would “vote to disapprove the agreement,” Senator Charles 
Schumer (D-NY) said that it would be “better to keep U.S. sanctions in place, 
strengthen them, enforce secondary sanctions on other nations, and pursue 
the hard-trodden path of diplomacy once more, difficult as it may be.”115 Other 
commentators suggested that the U.S. negotiating position could also have been 
strengthened if economic pressure had been supplemented with a more credible 
threat to halt Iran’s nuclear weapons program by force of arms if all other options 
failed.116

Although they were divided on the sufficiency of the JCPOA, most, if not 
all, key supporters and opponents of the JCPOA seemed to agree that the 
U.S. economic lawfare campaign had proven a valuable weapon against Iran’s 
nuclear weapons program. They all seemed to credit the economic lawfare cam-
paign with achieving significant (albeit to some, insufficient) curtailment of 
an Iranian nuclear program that otherwise might only have been curtailed by 
kinetic means.

V. IMPLEMENTATION OF U.S. FINANCIAL LAWFARE 
AGAINST IRAN

The U.S.  government implemented its financial lawfare campaign against Iran 
through the following three interrelated initiatives: (1) imposition by the United 
States of unilateral financial restrictions targeting Iran’s nuclear and terrorism 
sponsorship activities; (2)  promoting financial measures against Iran by key 
international organizations and foreign governments; and (3) direct outreach to 
key foreign financial institutions.

A. U.S. Imposition of Unilateral Financial Restrictions Targeting 
Iran’s Nuclear and Terrorism Sponsorship Activities

1. U.S. Executive Orders and Designations

U.S.  financial lawfare against Iran relied heavily on two Executive 
Orders: Executive Order 13224 and Executive Order 13382. The key statutory 
authority for both executive orders was the International Emergency Economic 
Powers Act (IEEPA), a little-known statute that provides the President with 
extraordinarily powerful authority “to deal with any unusual and extraordinary 
threat, which has its source in whole or substantial part outside the United States, 
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to the national security, foreign policy, or economy of the United States, if the 
President declares a national emergency with respect to such threat.”117

Once the President has declared such a national emergency, he has the 
authority, pursuant to IEEPA, to prohibit the following with respect to “any 
person, or with respect to any property, subject to the jurisdiction of the United 
States”: “transfers of credit or payments between, by, through, or to any banking 
institution, to the extent that such transfers or payments involve any interest of 
any foreign country or a national thereof.”118 Once such a national emergency 
has been declared, the President may also, pursuant to IEEPA, block, “nullify, 
void, prevent or prohibit, any acquisition, holding, withholding, use, transfer, 
withdrawal, transportation, importation or exportation of, or dealing in, or exer-
cising any right, power, or privilege with respect to, or transactions involving, 
any property in which any foreign country or a national thereof has any interest 
by any person, or with respect to any property, subject to the jurisdiction of the 
United States.”119

Executive Order 13224, issued pursuant to IEEPA by President Bush on 
September 23, 2001 (and still in effect as of summer 2015), authorized the 
Treasury Department to designate, and block the assets of, foreign persons deter-
mined “to have committed, or to pose a significant risk of committing, acts of 
terrorism that threaten the security of U.S. nationals or the national security, for-
eign policy, or economy of the United States.”120 In addition, the Executive Order 
authorized Treasury to block the assets of persons that provide support, services, 
or assistance to, or are “otherwise associated with” terrorists and terrorist orga-
nizations designated under the Order.121

Blocking (sometimes also referred to as “freezing”) assets is a principal tool 
deployed by Treasury in its financial lawfare against Iran and other targets. 
When an asset is blocked, the title to it remains with the targeted person or entity. 
However, the exercise of the powers and privileges normally associated with 
ownership, including transfers or transactions of any kind, is prohibited without 
authorization from Treasury’s Office of Foreign Assets Control.122

The entities designated under Executive Order 13224 included, for example, 
Iran’s state-owned Bank Saderat.123 Bank Saderat was designated in October 
2007 for being “used by the Government of Iran to channel funds to terrorist 
organizations, including Hizballah and EU-designated terrorist groups Hamas, 
PFLP-GC, and Palestinian Islamic Jihad.”124 In designating Bank Saderat, 
Treasury noted that “from 2001 to 2006, Bank Saderat transferred $50 million 
from the Central Bank of Iran through its subsidiary in London to its branch in 
Beirut for the benefit of Hizballah fronts in Lebanon that support acts of vio-
lence,” that Hamas has “had substantial assets deposited in Bank Saderat,” and 
that “in the past year, Bank Saderat has transferred several million dollars to 
Hamas.”125

Executive Order 13382,126 issued pursuant to IEEPA by President Bush in 
June 2005 (and still in effect as of summer 2015), provided for blocking the assets 
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of designated persons engaged in proliferation of weapons of mass destruction, 
as well as the support networks of such persons. Designations under Executive 
Order 13382 prohibited all transactions between the designees and any U.S. per-
son, and froze any assets the designees might have under U.S. jurisdiction. The 
Executive Order delegated to the Treasury and State Departments the authority 
to designate WMD proliferators and their supporters, and they designated scores 
of Iran-related individuals and entities under this authority.

Iranian entities designated for their direct involvement in production of weap-
ons of mass destruction and their delivery systems included the Atomic Energy 
Organization of Iran, Iran’s Aerospace Industries Organization, Iran’s Islamic 
Revolutionary Guard Corps (IRGC), and Iran’s Ministry of Defense and Armed 
Forces Logistics.127 The designation of the IRGC, which explicitly included a list 
of companies owned or controlled by the IRGC and its leaders, had a particularly 
strong impact on the Iranian economy because, as Treasury noted, the “IRGC 
has significant political and economic power in Iran, with ties to companies con-
trolling billions of dollars in business and construction and a growing presence 
in Iran’s financial and commercial sectors.”128 “The IRGC,” Treasury noted, “is 
involved in a diverse array of activities, including petroleum production and 
major construction projects across the country.”129

Multinationals seeking to do business with Iran would have found it particu-
larly difficult to avoid Khatam ol-Anbia, an engineering contractor wholly owned 
by the IRGC.130 Khatam ol-Anbia was one of Iran’s largest conglomerates.131 As 
of 2014, it reportedly had up to forty thousand employees and more than $50 bil-
lion in contracts with the Iranian government to build port, highway, oil and gas 
field, refinery, and other infrastructure across the country.132 Set up in 1989 to 
provide employment for members of the Revolutionary Guards following Iran’s 
war with Iraq, Khatam ol-Anbia grew rapidly under former President Mahmoud 
Ahmadinejad, who directed contracts to companies controlled by the Guards in 
order to solidify their support for him.133

The designees under Executive Order 13382 also included some two dozen 
Iranian banks.134 For example, Bank Melli, Iran’s largest bank, was designated 
in October 2007 for providing a range of “banking services to entities involved 
in Iran’s nuclear and ballistic missile programs, including entities listed by the 
U.N. for their involvement in those programs.”135 Bank Melli “facilitated numer-
ous purchases of sensitive materials for Iran’s nuclear and missile programs.”136 
In the process of “handling financial transactions on behalf of the IRGC, Bank 
Melli … employed deceptive banking practices,” such as requesting that its 
name be removed from financial transactions, to hide its involvement from the 
international banking system.137

Several other executive orders played a narrower role in U.S. financial lawfare 
against Iran. For example, Executive Order 13622, issued by President Obama on 
July 30, 2012, was designed to help constrict Iranian oil export revenues by deter-
ring foreign financial institutions from conducting business with Iran’s energy 
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sector.138 The Executive Order principally authorized sanctions against foreign 
banks found to have knowingly conducted or facilitated significant transactions 
for the purchase of petroleum from Iran.139 The sanctions included being prohib-
ited from opening or maintaining correspondent or payable-through accounts in 
the United States.140

As of January 2013, Treasury had—under the various Iran-related execu-
tive orders—designated more than 360 individuals and entities linked to Iran’s 
WMD programs and support for terrorism.141

In addition to executive orders, and the designations pursuant to them, several 
other executive branch steps played key roles in the campaign of financial lawfare 
against Iran. For example, in November 2008, the United States revoked authori-
zation for so-called “u-turn” transactions with Iran.142 The “u-turn” authorization 
had allowed foreign transactions with Iran, which originated and terminated 
outside the United States, to transit the U.S. financial system just long enough to 
be converted into dollars, and then be sent back out of the country.143 Revocation 
of the authorization meant that foreign banks and institutions facilitating the 
financing for Iranian oil and other transactions were no longer permitted to “use 
their American correspondent relationships” to dollarize their transactions.144

Another key executive branch step in its campaign of financial lawfare against 
Iran was the November 2011 finding that the entire Islamic Republic of Iran was 
a jurisdiction of “primary money laundering concern” under § 311 of the USA 
PATRIOT Act.145 In issuing the finding, the U.S. government stated that it was 
thereby identifying “the entire Iranian financial sector, including Iran’s Central 
Bank … as posing illicit risks for the global financial system.”146 According to 
Juan Zarate, this step made it clear that the goal of Treasury’s financial lawfare 
against Iran was “intended as a full financial strangulation.”147

The U.S. executive orders restricting foreign banks in the U.S. financial sys-
tem from engaging in particular transactions with Iran were supplemented with 
several statutory measures, which are described in the following Subsection 
2. Violations of these restrictions by various foreign banks were then aggressively 
enforced, as described in Section C, below.

2. Statutory Measures

Between 2010 and 2013, Congress passed, and the President signed, several new 
laws enhancing U.S. financial lawfare against Iran. These laws typically reflected 
compromises between Congress and the Administration. While key members of 
Congress tended to want “more pressure, faster” against Iran, the administration 
took a more gradualist approach, for fear of harming the overall international 
financial system or causing “allies in Europe and Asia to resist further coopera-
tion because of perceived American threats or overreach.”148 The following are 
the key provisions of these laws.
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a. Section 104 of the Comprehensive Iran Sanctions, Accountability,  
and Divestment Act

Section 104 of the Comprehensive Iran Sanctions, Accountability, and 
Divestment Act of 2010 (CISADA), signed into law in July 2010, required the 
Secretary of the Treasury to “prohibit, or impose strict conditions on, the open-
ing or maintaining in the United States of a correspondent account or a payable-
through account by a foreign financial institution” that knowingly engaged in 
activities including one or more of the following: facilitating the WMD program 
or terrorism support efforts of the Iranian government, or “facilitat[ing] a signifi-
cant transaction or transactions or provid[ing] significant financial services for” 
the IRCG or any of its agents or affiliates, or any financial institution designated 
pursuant to Executive Order 13224 or 13382.149

The reference to engagement with any financial institution designated pursu-
ant to the two executive orders “gave the Secretary of the Treasury the author-
ity for the first time to require U.S. banks to terminate correspondent banking 
relationships with foreign banks that knowingly engaged in significant transac-
tions with designated Iranian banks.”150 According to then Under Secretary of 
the Treasury David Cohen, this was a “particularly powerful provision.”151

Foreign financial institutions that do not have their own operations in the 
United States typically access the U.S.  financial system by establishing cor-
respondent accounts or payable-through accounts with U.S.  banks.152 Such 
access to U.S.-based banks is “critically important” to the ability of these for-
eign banks to offer dollar-denominated services to their clients.153 “This is 
new in the sense that it puts at risk something that’s very important to every 
financial institution, namely their access to the United States,” said then Under 
Secretary of the Treasury Stuart Levey in discussing the provision shortly after 
its enactment.154

Cohen said that after the provision’s enactment, he and his colleagues “fanned 
out around the globe to explain the new law, visiting or talking to government 
counterparts in over 50 countries and representatives from more than 150 for-
eign financial institutions.”155 The Treasury officials explained that “CISADA 
offered foreign banks a choice:  they could do business with banks in the U.S., 
or they could do business with designated Iranian banks.”156 “But,” emphasized 
Cohen, “they could not do both.”157

Treasury reemphasized the choice in July 2012 when it imposed sanctions 
under CISADA § 104 against a Chinese bank (the Bank of Kunlun) and an Iraqi 
bank (Elaf Islamic Bank) for knowingly facilitating significant transactions and 
providing significant financial services for designated Iranian banks.158 Any 
banks in the United States that had correspondent or payable-through accounts 
for either the Bank of Kunlun or Elaf Islamic Bank were required to close them, 
thus effectively barring the two banks from accessing the U.S. financial system.159 
In May 2013, Treasury lifted sanctions on Elaf Islamic Bank on the grounds that 
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it had verifiably changed its behavior.160 After the designation, Elaf had, accord-
ing to Treasury, “immediately engaged the Treasury Department and began an 
intensive course of action to stop the conduct” that led to the designation.161

While § 104 was CISADA’s most important provision from a financial per-
spective, the new law also contained several other key measures, particularly in 
relation to Iran’s energy sector. One such measure—related to Iran’s gasoline 
imports—is described in more detail in Chapter  2. Several of CISADA’s key 
measures had an impact on Iran even while the legislation was making its way 
through Congress. Seeing the writing on the wall, some foreign banks and energy 
companies halted business with Iran as soon as they saw it would be proscribed, 
without waiting for CISADA to be passed and signed into law.162

b. Section 1245 of the Fiscal Year 2012 National Defense Authorization Act

Section 1245 of the Fiscal Year 2012 National Defense Authorization Act 
(NDAA), signed into law in December 2011, targeted the involvement of the 
Central Bank of Iran (CBI) in the international financial system. It did so by 
requiring the President to prevent a foreign financial institution from open-
ing a correspondent or payable-through account in the United States, and 
to impose strict limitations on a foreign financial institution’s existing such 
accounts, if that financial institution knowingly conducted or facilitated any 
significant transaction with the CBI or any other designated Iranian financial 
institution.163

Foreign financial institutions could be granted an exemption from these 
restrictions if the President determined that the parent country of the financial 
institution had “significantly reduced” its crude oil purchases from Iran during a 
specified period.164 In other words, under this provision, “foreign banks involved 
in significant transactions with the CBI—including making payments for 
Iranian oil—can be cut off from the United States banking system unless their 
home jurisdiction has significantly reduced its oil imports from Iran.”165

Section 1245 used financial lawfare to reduce Iran’s oil exports by, to an 
extent, holding foreign banks hostage to the level of Iranian oil imports of their 
home jurisdictions.166 Then Under Secretary Cohen explained that the provi-
sion “leverages foreign banks’ desire to have access to the U.S. financial system 
to drive down Iran’s oil revenues.”167 Countries that import oil from Iran were 
provided a “powerful incentive” to reduce those imports, said Cohen, “namely, if 
they significantly reduce their Iranian oil imports, their banks will be protected, 
for a period of time, against the possibility of sanctions for transactions with the 
CBI.”168

Following enactment of § 1245, Cohen and his colleagues embarked on a 
campaign to explain the provision to foreign governments and businesses and 
“encourage importers of Iranian oil to protect their banks from sanctions by 
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significantly reducing their imports.”169 According to Cohen, the response was 
“quite positive,” with “every country that imported oil from Iran taking “steps to 
significantly reduce the volume of their Iranian oil imports—driving down Iran’s 
oil revenues.”170

In June 2015, the Congressional Research Service published a chart show-
ing major reductions in various countries’ crude oil imports from Iran between 
2011 (at the end of which § 1245 went into effect) and implementation in 
January 2014 of the Joint Plan of Action (JPA) between Iran and the P-5+1.171 
For example, China reduced its purchases from 550,000 to 410,000 barrels per 
day; Japan reduced its purchases from 325,000 to 190,000 barrels per day; and 
India reduced its purchases from 320,000 to 190,000 barrels per day.172 Pursuant 
to the JPA, the President waived § 1245 in January 2014, meaning that Iran’s oil 
customers would not be required to further reduce oil purchases from Iran while 
the JPA remained in effect.173

c. Sections 302 and 504 of the Iran Threat Reduction and Syria  
Human Rights Act

Section 302 of the Iran Threat Reduction and Syria Human Rights Act of 2012, 
signed into law in August 2012, required imposition of at least five out of a menu 
of twelve listed sanctions on entities that knowingly materially assisted or pro-
vided financing or other support for the IRGC.174 The sanctions menu included 
a prohibition on U.S. government procurement from the entity, a prohibition on 
transactions in foreign exchange by the entity, exclusion from the United States 
of corporate officers, blocking of the sanctioned entity’s U.S.-based assets, and a 
prohibition on any credit or payments between the entity and any U.S. financial 
institution.175

Section 504 of the Iran Threat Reduction and Syria Human Rights Act of 
2012 amended § 1245 of the Fiscal Year 2012 NDA A by requiring that any 
funds owed to Iran as a result of exempted transactions (e.g., purchases of 
Iranian oil) be credited to an account located in the country with primary 
jurisdiction over the foreign bank making the transaction.176 This had the 
effect of preventing Iran from bringing earned hard currency back to Iran, 
leading it to instead either use the funds to buy products from the customer 
countries177 or have the funds remain in those countries. According to then 
Under Secretary Cohen, “because almost all of the countries that purchase 
oil from Iran run a significant trade deficit—that is, they import more from 
Iran than they sell to Iran—this provision should ‘lock up’ a significant por-
tion of Iran’s earnings in each of these countries.”178 Pursuant to the JPA, the 
President issued a waiver applicable to § 504 in January 2014 “to allow Iran to 
receive some hard currency from ongoing oil sales” in installments while the 
JPA remained in effect.179
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B. Promoting Financial Measures Against Iran by Key International 
Organizations and Foreign Countries

Recognizing that economic restrictions, including those in the financial arena, 
are almost always more effective when they are multilateral, the U.S.  govern-
ment’s financial lawfare campaign against Iran placed considerable emphasis 
on, where possible, promoting financial measures against Iran by key interna-
tional organizations and foreign countries. These efforts focused on: (1) includ-
ing financial components in U.N. Security Council resolutions addressing Iran, 
(2) working through the Financial Action Task Force, and (3) direct outreach to 
key foreign governments.

1. Including Financial Components in Security Council Resolutions

Prior to the JCPOA, the four principal U.N. Security Council resolutions impos-
ing sanctions on Iran were Resolution 1737 of December 23, 2006; Resolution 
1747 of March 24, 2007; Resolution 1803 of March 3, 2008; and Resolution 
1929 of June 9, 2010 (the Iran sanctions resolutions). On July 20, 2015, six days 
after the P-5+1 and Iran announced the JCPOA, the Security Council passed 
Resolution 2231.180

Resolution 2231 provided that the Iran sanctions resolutions were to termi-
nate upon receipt by the Security Council of a report from the IAEA confirm-
ing that Iran had taken various actions specified in the JCPOA.181 However, 
Resolution 2231 also included a procedure pursuant to which the Iran sanctions 
resolutions could be reimplemented if a JCPOA participant state were to notify 
the Council of “an issue that the JCPOA participant State believes constitutes 
significant non-performance of commitments under the JCPOA.”182

As of early August 2015, the U.S. Congress had yet to vote on the JCPOA (a 
vote which held the possibility of derailing the JCPOA). In addition, the IAEA 
had yet to confirm that Iran had taken the various specified actions necessary for 
the sanctions resolutions to terminate.

As a result, it was unclear, as of early August 2015, how much longer the sanc-
tions resolutions would continue to be implemented vis a vis Iran. Regardless, 
the various innovations contained within the resolutions would remain tested 
options for lawfare practitioners to draw from in a future campaign against either 
another target or a re-targeted Iran.

The Iran sanctions resolutions contained the following principal provisions 
related to financial measures:

a. legally binding requirements that member states freeze the assets of, and block 
commerce with their jurisdiction by, specified persons or entities associated 
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with Iranian nuclear and missile programs, as well as persons or entities 
owned or controlled by them or acting on their behalf or at their direction;183

b. legally binding requirements that member states prohibit resource transfers 
and other financial activities relating to Iran’s nuclear and missile programs;184

c. a legally binding requirement that all states require persons or firms subject 
to their jurisdiction “to exercise vigilance when doing business with entities 
incorporated in Iran or subject to Iran’s jurisdiction” and any individuals or 
entities acting on their behalf or at their direction “if they have information 
that provides reasonable grounds to believe that such business could contrib-
ute to Iran’s proliferation-sensitive nuclear activities or the development of 
nuclear weapon delivery systems”;185

d. a nonbinding call upon member states to “exercise vigilance over the activities 
of financial institutions in their territories with all banks domiciled in Iran”;186

e. a nonbinding preambular reference to “the potential connection between 
Iran’s revenues derived from its energy sector and the funding of Iran’s 
proliferation-sensitive nuclear activities”;187 and

f. in Resolution 1929, nonbinding calls upon member states to prevent or pro-
hibit various activities “if they have information that provides reasonable 
grounds to believe that such [activities] could contribute to Iran’s proliferation-
sensitive nuclear activities or the development of nuclear weapon delivery sys-
tems,” including:
– to prevent the provision of financial services or assets or other resources if 

they have such information;188

– to prohibit in their territories the opening of “new offices of Iranian banks,” 
or other activities by Iranian banks including “establishing or maintaining 
correspondent relationships,” if they have such information;189 and

– to prohibit financial institutions within their jurisdiction from opening 
offices or subsidiaries or “banking accounts in Iran,” if they have such 
information.190

Key Iranian entities specifically targeted by these resolutions included the 
Atomic Energy Organization of Iran, the Islamic Revolutionary Guard Corps, the 
Islamic Republic of Iran Shipping Lines, and three Iranian banks: Bank Sepah, 
Bank Melli, and First East Export Bank. Since each of these targets had previ-
ously been designated by the U.S. government under Executive Order 13382, the 
Security Council resolution listings had the effect of multilateralizing aspects of 
Treasury’s unilateral actions against Iran’s proliferation infrastructure.

While the resolutions’ legally binding requirements most directly contributed 
to this multilateralization, the nonbinding “calls-upon” and even preambular 
provisions also contributed, including by providing multilateral reinforcement 
of Treasury’s warnings to foreign governments and banks. For example, the U.S. 
Department of the Treasury deemed the “all-banks-domiciled-in-Iran” provision 
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of Security Council Resolution 1803 to be of “critical importance” as it “signifi-
cantly reinforces the concerns Treasury has expressed for many months.”191 The 
nonbinding “calls-upon” provisions also contributed by providing “hooks” for 
action by individual states, as described in Subsection 3 below.

2. Working Through the Financial Action Task Force

The Financial Action Task Force (FATF) is an intergovernmental body that, as of 
summer 2015, had thirty-six members including the five permanent members of 
the United Nations Security Council, the European Commission, India, Japan, 
South Korea, and Turkey.192 The FATF’s stated objectives were “to set standards 
and promote effective implementation of legal, regulatory and operational mea-
sures for combating money laundering, terrorist financing and other related 
threats to the integrity of the international financial system.”193

The FATF promulgated a series of “Recommendations,” recognized as “the 
international standard for combating of money laundering and the financing of 
terrorism and proliferation of weapons of mass destruction.”194 The FATF’s stan-
dards were endorsed by the World Bank, the International Monetary Fund, and 
the United Nations and recognized by more than 175 countries.195

While the FATF focused for many years on anti-money laundering and com-
bating the financing of terrorism (which it sometimes referred to as AML/CFT), 
in February 2012, the FATF formally agreed that “the proliferation of weapons 
of mass destruction is a significant security concern, and financial measures can 
be an effective way to combat this threat,” and adopted a new recommendation 
aimed at ensuring consistent and effective implementation of targeted finan-
cial sanctions related to proliferation when the U.N. Security Council calls for 
them.196 The proliferation recommendation was adopted as part of the FATF’s 
newly renamed International Standards on Combating Money Laundering and 
the Financing of Terrorism & Proliferation.197

In addition to setting standards for countering money laundering and terrorist 
and proliferation finance, the FATF also singles out jurisdictions with serious vul-
nerabilities in their relevant legal frameworks. In October 2007, the FATF issued 
a public statement expressing its concern that Iran’s “lack of a comprehensive anti-
money laundering/combating the financing of terrorism (AML/CFT) regime 
represents a significant vulnerability within the international financial system.”198 
FATF noted that its “members are advising their financial institutions to take the 
risk arising from the deficiencies in Iran’s AML/CFT regime into account for 
enhanced due diligence.”199 Iran thereafter adopted an AML law.200 However, 
the FATF concluded that Iran’s AML/CFT regime remained deficient and issued 
statements of concern about Iran in both February 2008 and October 2008.201

The October 2008 FATF statement noted Iran’s steps toward remedying its 
AML deficiencies and urged Iran to “address the remaining weaknesses.”202 In 



T H E  U . S .  G O V E R N M E N T ’ S  F I N A N C I A L  L A W FA R E  A G A I N S T   I R A N  [ 135 ]

this October 2008 statement, the FATF expressed particular concern that Iran’s 
“lack … of effort” to “address the risk of terrorist financing continues to pose a 
serious threat to the integrity of the international financial system” and declared 
that “urgent action to address this vulnerability is necessary.”203 The FATF called 
on its members, and urged all jurisdictions, to “strengthen preventive measures 
to protect their financial sectors from this risk.”204 In response to these warnings, 
the governments of several major economic powers warned their financial insti-
tutions that choosing to do business with Iran would entail significant risks.205

As of February 2015, the FATF remained dissatisfied with Iran’s financial 
system and continued to warn its members about the risks posed by transac-
tions with Iran. “The FATF remains particularly and exceptionally concerned 
about Iran’s failure to address the risk of terrorist financing and the serious 
threat this poses to the integrity of the international financial system … . The 
FATF urges Iran to immediately and meaningfully address its AML/CFT 
deficiencies,” said the FATF.206 The FATF also said that it “reaffirms its call 
on members, and urges all jurisdictions, to advise their financial institutions 
to give special attention to business relationships and transactions with Iran, 
including Iranian companies and financial institutions.”207 The FATF also 
urged “all jurisdictions to apply effective counter-measures to protect their 
financial sectors from money laundering and financing of terrorism (ML/FT) 
risks emanating from Iran.”208

In addition to its broader warnings about Iran’s financial system, the FATF 
also played a significant role in promoting effective implementation by its mem-
bers of the specific financial measures contained in the Security Council reso-
lutions targeting Iran. For example, the FATF issued guidance in June 2007,209 
September 2007,210 and October 2007211 on implementation of these measures. 
This FATF work was recognized in Security Council Resolution 1803, which 
explicitly welcomed the guidance issued by FATF to assist states in implement-
ing their Security Council obligations. Then, once the FATF formally adopted a 
proliferation finance recommendation, it issued a document containing guidance 
addressing all of the relevant financial provisions of Security Council resolutions 
countering the proliferation of weapons of mass destruction.212 Such detailed 
guidance is particularly important in light of the typically brief and ambiguous 
phrasing of requirements as they are set forth in Security Council resolutions.

3. Direct Outreach to Key Foreign Governments

Treasury Department officials built upon the Security Council resolution finan-
cial provisions and FATF guidance with intensive outreach to foreign govern-
ments. Such outreach was essential because many national governments have 
a poor record of implementing even the mandatory requirements of Security 
Council resolutions. The outreach was also vital because the resolutions, 
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including especially Resolution 1929, additionally contained very significant 
nonbinding “calls-upon” recommendations that the U.S. government hoped for-
eign governments would choose to implement.

In order to take financial measures against Iran of the type Treasury was 
requesting, many foreign governments needed or preferred, for domestic legal or 
political reasons, an international law requirement or “hook.”213 A legally bind-
ing requirement contained in a treaty or U.N. Security Council resolution can, of 
course, serve as a basis for action; indeed, it obligates the government to take the 
specified action. However, in many countries, a “calls-upon” provision of a U.N. 
Security Council resolution can be a sufficient “hook” for action,214 if the govern-
ment chooses to use it.

The nonbinding “calls-upon” provisions in Security Council resolutions 
provided “hooks” for many U.N.  member states to impose their own legally 
binding restrictions on transactions with Iran.215 According to David Cohen, 
then Treasury’s Under Secretary for Terrorism and Financial Intelligence, 
the “hooks” in Resolution 1929 were particularly useful to such governments 
because their evidentiary standard—“reasonable grounds to believe” that these 
activities “could contribute” to Iran’s nuclear or missile programs—was rela-
tively easy to meet, and Treasury “had a wealth of information” demonstrating 
how Iranian banks used deceptive practices to facilitate Iran’s proliferation 
activities.216 According to Cohen, these “hooks” in Resolution 1929 contributed 
in the summer and fall of 2010 to the EU, U.K., Japan, South Korea, Canada, 
Australia, Norway, and Switzerland taking “robust action to restrict Iran’s bank-
ing activities.”217

In 2012, the EU took further steps to restrict Iran’s banking activities. These 
included financial sanctions against the Central Bank of Iran218 and a prohibi-
tion, described in more detail in Chapter  2, restricting the provision of spe-
cialized financial messaging services to persons and entities designated by the 
UN or EU or otherwise associated with Iran’s nuclear weapons and missile 
programs.219

C. Direct Outreach to Key Foreign Financial Institutions

1. Warning Meetings with Key Foreign Banks

From early in its financial lawfare initiative against Iran, senior Treasury 
Department officials engaged in an unprecedented campaign of outreach to the 
international financial private sector. Following Secretary Paulson’s initiation of 
this outreach in the fall of 2006, Treasury met, over the next eighteen months, 
“with more than 40 banks worldwide to discuss the threat Iran poses to the inter-
national financial system.”220

According to then Secretary Paulson, within the first nine months of the 
campaign, “most of the world’s top financial institutions” either committed to 
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Treasury officials that they would halt or scale back their business with Iran, or 
simply did halt or scale back their transactions.221 By fall 2008, Stuart Levey, 
the Under Secretary of the Treasury for Terrorism and Financial Intelligence, 
had made more than eighty foreign visits of his own to talk to more than sixty 
banks.222 By then, more than eighty banks had curtailed their business with 
Iran.223 While some committed to Treasury that they would do so, others simply 
curtailed their business. “We haven’t had Chinese banks tell me that they won’t 
do deals with Iran … they just stop,” said Levey in October 2008.224

While some of the commitments could, of course, have been less than genu-
ine, there is open-source evidence that many of the banks kept their word. One 
indication is the campaign’s swift impact on Iran’s trading relationships, which is 
described in Section IV of this chapter.

Another window into banks’ actual behavior during this time period is pro-
vided by the U.S. government’s forfeiture agreements, for illicit transactions with 
Iran, with several of the world’s largest non-U.S. banks. The major such forfeiture 
agreements are summarized later in this section. It is interesting to note that only 
two of these banks appear to have engaged in illicit transactions with Iran after 
2008, and only one of those appears to have engaged in illicit transactions with 
Iran after 2009. Based on the agreements, several of the other banks appear to 
have stopped by 2008. For example, in June 2012, ING, a Dutch bank, agreed 
to forfeit $619 million to the United States and New York State for illicit trans-
actions, on behalf of Iranian and other clients, that continued until 2007.225 In 
December 2012, HSBC, a U.K. bank which was the largest in Europe,226 forfeited 
$1.256 billion and agreed to pay an additional $665 million in penalties for vari-
ous violations of sanctions laws,227 including illicit transactions with Iran that 
lasted until the end of 2006.228

The one bank that continued to engage in illicit transactions with Iran after 
2009 was BNP Paribas, which ultimately admitted that from 2004 to 2012, it 
“knowingly and willfully moved more than $8.8 billion through the U.S. financial 
system on behalf of Sudanese, Iranian, and Cuban sanctioned entities,” accord-
ing to a Department of Justice press release.229 At least in part because of the dates 
on which it was continuing to engage in illicit transactions, BNP Paribas’s penalty 
was by far the largest of any of the banks—$8.9736 billion (including an $8.8336 
billion forfeiture and a $140 million fine).230 Thus, it appears that BNP Paribas 
was an outlier, and at least several of the world’s largest non-U.S. banks largely or 
entirely halted their illicit transactions with Iran in response to Treasury’s out-
reach campaign between fall 2006 and the end of 2008.

The momentum of Treasury’s campaign to persuade foreign banks to curtail 
their business with Iran slowed somewhat during 2009, while the newly inaugu-
rated President Obama focused on diplomatic outreach to Iran.231 However, dur-
ing the subsequent three years, Treasury officials “conducted outreach to more 
than 145 foreign financial institutions in more than 60 countries,”232 including 
many banks outside the ranks of the world’s largest.
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As described in detail in Section IV of this chapter, Treasury’s financial law-
fare against Iran had an impact that was more powerful and quicker than that 
typically caused by traditional economic sanctions. The strength and speed of 
Treasury’s financial lawfare stemmed largely from its direct outreach to foreign 
banks. Rather than relying, for example, on asking the Swiss government to halt 
Swiss banks from conducting proliferation- or terrorism-related business with 
Iran, Treasury officials went directly to the Swiss banks. Treasury officials found 
that their unprecedented direct outreach to a country’s key private financial 
institutions could yield results much more quickly than could outreach to that 
same country’s government.233

Once a foreign private bank decides to halt business with entities or individu-
als of concern, the bank’s competitors have an increased risk of harming their 
reputations if they continue doing such business. After all, the last Swiss bank 
still transacting with designated Iranian banks will look shady to upstanding 
customers.

In addition, those banks that halted some or all business with Iran often pre-
ferred to see their competitors also lose out on that market, and certainly did not 
want to see their competitors pick up the Iranian business they lost. Thus, for-
eign banks that exited the Iranian market would often quietly cooperate with the 
United States in putting pressure on those who had not yet done so,234 including 
by providing U.S. officials with evidence of their competitors’ continued transac-
tions. In light of the quality of competitive intelligence banks are able to collect, 
this cooperation was often very valuable. As a result of the reputational and com-
petitor cooperation factors, the exit of one bank from a country often soon led to 
the exit of others 235

Such private sector decisions could, in turn, make it more politically fea-
sible for foreign governments to impose restrictions, because some or all of 
the major relevant companies in their jurisdiction had already forgone the 
business.236 Treasury’s financial measures were also seen as more palatable 
because, unlike sanctions of the past that targeted entire countries and were 
criticized as harming innocent people, Treasury’s measures were perceived as 
more targeted.237

What specifically did Treasury officials say to the foreign banks to get them 
to curtail business with Iran? As Daniel Glaser, who served beginning in 2004 
as Deputy Assistant Secretary and then Assistant Secretary of the Treasury 
for Terrorist Financing, described it, in their meetings with foreign bankers, 
Treasury officials largely “shared information about Iran’s deceptive financial 
behavior and raised awareness about the high financial and reputational risk asso-
ciated with doing business with Iran.”238 Treasury officials attributed the success 
of their outreach efforts to their emphasis on Iran being “demonstrably engaged” 
in illicit financial conduct and to the sensitivity of the international financial pri-
vate sector to reputational and business risk.239 In their outreach to both foreign 
governments and international private financial institutions, Treasury officials 
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emphasized that the issue is not just “conduct that the U.S. doesn’t like politi-
cally, but conduct that’s contrary to international law or international standards 
and norms.”240

Treasury officials also raised the prospect that doing even prima facie licit 
business with Iran posed a significant risk of inadvertently doing business with 
proscribed Iranian entities. For example, Treasury Secretary Paulson cautioned 
business executives that in light of Iran’s deceptive financial practices, includ-
ing its use of front companies, and since “[t] he IRGC is so deeply entrenched in 
Iran’s economy and commercial enterprises, it is increasingly likely that if you are 
doing business with Iran, you are somehow doing business with the IRGC.”241 
Similarly, Under Secretary of the Treasury Stuart Levey said he told foreign firms 
that “if they’re dealing with Iran it’s nearly impossible to protect themselves from 
being entangled in that country’s illicit conduct.”242

For international private financial institutions, this was reputationally daunt-
ing given the IRGC’s leading role in Iran’s terrorism and proliferation activities.243 
It was also legally daunting for them in light of the Treasury Department’s des-
ignation of the IRGC under Executive Order 13382 and the Security Council’s 
requirement that member states freeze the assets of, and block commerce with 
their jurisdictions by, the IRGC and “any individuals or entities acting on their 
behalf or at their direction,” as well as “entities owned or controlled by them.”244

Such warnings had an impact. As Stuart Levey noted, “[f] inancial institutions 
want to identify and avoid dangerous or risky customers who could harm their 
reputations and business.”245 Accordingly, “[r]ather than comply with just the let-
ter of the law, we have seen many in the banking industry voluntarily go beyond 
their legal requirements because they do not want to handle illicit business,” said 
Daniel Glaser.246

Consistent with Glaser’s assessment, many banks around the world decided 
to screen their customers against Treasury’s list of designees, even when they 
were not required to do so by the laws of the country in which the bank was 
domiciled.247 Major U.S.  and foreign banks became so cognizant of the risks 
posed to them by the infiltration of illicit money that many of them hired large 
numbers of staff dedicated to protecting against such infiltration. For example, 
HSBC reportedly had seven thousand people, about 10 percent of its employees 
worldwide, working on risk and compliance issues at the end of 2014 (a fourfold 
increase from before its $1.9 billion settlement with Treasury in 2012 for illicit 
transactions with Iranian and other proscribed entities).248 Citigroup, which had 
also been penalized for illicit transactions with Iran, had nearly 30,000 employ-
ees working on regulatory and compliance issues at the end of 2014, 13 percent 
of the bank’s total 244,000 employees.249 Meanwhile, J.P. Morgan Chase & Co. 
said that it would hire 13,000 new staff in compliance, audit, and other areas dur-
ing 2014, after being the subject of fines for various non-Iran-related compliance 
problems. Treasury’s designations helped advise such compliance officers as to 
“who they need to protect against.”250
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At least while they were in office, Treasury officials tended to characterize 
their Iran-related financial outreach as educating rather than threatening banks. 
For example, in describing Treasury’s outreach campaign, G.W. Bush adminis-
tration Treasury Secretary Paulson said: “We never threaten … . We talk about 
how important it is not to violate the rules and engage in illicit transactions.”251

Despite Treasury officials’ tendency to downplay it, foreign banks clearly 
curtailed Iran-related business in response to Treasury’s outreach principally 
because those banks were concerned that continued transactions with Iran 
could result in U.S. regulatory penalties, such as fines or even loss of access to 
the U.S.  market. According to Juan Zarate, bank executives often understood 
individualized briefings by Treasury officials to be “not-so-subtle threats of 
sanctions and enforcement to come” if they didn’t halt business with the target 
country.252

The following subsection describes the major enforcement actions taken by 
Treasury and other U.S. government agencies between 2004 and 2014 against 
foreign banks that engaged in illicit transactions with Iran. The fines were 
remarkably large. In addition, the size of the U.S. market and the primacy of the 
dollar and of U.S.  banks in the international financial system naturally made 
many banks leery of putting their access to the U.S. banking system at risk for 
the sake of maintaining financial ties to terrorists, proliferators, or even benign 
actors in Iran.

2. Prosecuting Banks

The evidence described in the following enforcement case studies demonstrates, 
sometimes colorfully, the remarkable disregard that several major foreign banks 
had for U.S. sanctions on Iran prior to 2007. The evidence illustrates banks delib-
erately and systematically flouting U.S.  legal requirements prior to Treasury’s 
crackdown.

Also notable in these case studies is the growing magnitude of the fines 
and other punishments imposed on the various penalized banks, especially 
for violations that occurred after 2007 and 2008, the years when the banks 
were first put on notice by visits from Treasury officials. The fines and other 
punishments were typically (but not always) imposed as part of deferred 
prosecution agreements, described in this context as agreements pursuant to 
which “corporate defendants pay fines, don’t dispute they’ve done wrong, and 
promise to reform—all with the threat looming of a potential future criminal 
indictment” if they don’t follow through on their promise to reform.253 The 
growing penalties demonstrate the increasing determination, even ferocity, 
with which Treasury and, after a time, the New York Department of Financial 
Services waged their financial lawfare campaign against Iran as the campaign 
approached and reached its peak.
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a. Tens of Millions of Dollars Each in Penalties Against UBS and ABN Amro

In May 2004, the U.S. Federal Reserve fined UBS, a Swiss bank that was at that 
time Europe’s largest, $100  million.254 Between 1996 and 2003, UBS employ-
ees had illicitly transferred over $4 billion to Cuba, Iran, Libya, and Yugoslavia, 
and intentionally hidden the transactions by filing false monthly reports with the 
Federal Reserve.255

In December 2005, ABN Amro NV, a large Dutch bank, was fined $80 mil-
lion by U.S.  federal and state financial regulators. The Chicago and New  York 
branches of the bank had, from 1997 to 2004, participated in wire and other 
transactions that violated sanctions on Libya and Iran.256 ABN’s Dubai branch 
had modified payment instructions on wire transfers, letters of credit, and checks 
issued by Iran’s Bank Melli and a Libyan bank in order to hide their involvement 
in the transactions and enable access to the U.S. banking system.257 In 2008, one 
former Treasury official attributed the Department’s 2007 successes in persuad-
ing foreign banks to curtail transactions with Iran in part to other banks’ eager-
ness “to avoid being the ‘next ABN AMRO.’”258

b. Hundreds of Millions of Dollars Each in Penalties Against Lloyds TSB,  
Credit Suisse, Barclays PLC, ING, and Standard Chartered

In January 2009, Lloyds TSB Bank forfeited $350 million to the United States 
and the New York County District Attorney’s Office.259 From 1995 to January 
2007, Lloyds had altered or “stripped” wire-transfer information to hide the 
identities of Iranian and Sudanese clients in order to deceive American finan-
cial institutions and enable the clients to access the U.S. banking system.260 The 
stripping of wire-transfer information “made it appear that the transactions orig-
inated at Lloyds TSB Bank” in the United Kingdom rather than in the sanctioned 
countries.261

In December 2009, Credit Suisse agreed to pay $536 million to the United 
States and New York for illegally concealing the involvement of sanctioned par-
ties in the routing of thousands of wire transfers and securities transactions to 
and through the United States.262 The U.S. government determined that Credit 
Suisse had deliberately removed customer names and addresses from payment 
messages, and sometimes inserted false names, so that the wire transfers would 
pass undetected through filters at U.S. banks.263 Credit Suisse had done so from 
1995 (or earlier) to 2006,264 in over $1.6 billion worth of transactions.265 The 
majority of the transactions involved Iran.266

U.S.  prosecutors emphasized that the illicit Credit Suisse transactions 
reflected company policy rather than the work of rogue employees.267 For exam-
ple, U.S. Assistant Attorney General Lanny Breuer asserted: “In essence, Credit 
Suisse said to sanctioned entities, ‘We’ve got a service, and that service is helping 
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you evade U.S. banking regulations.’”268 A Department of Justice press release 
stated that Credit Suisse “trained its Iranian clients to falsify wire transfers so 
that such messages would pass undetected through the U.S.  financial system” 
and “promised” its Iranian clients that “no message would leave the bank without 
being hand-checked by a Credit Suisse employee to ensure” that it had been for-
matted to pass U.S. filters.269

In 1998, Credit Suisse even “provided its Iranian clients with a pamphlet” that 
provided detailed instructions on “how to avoid triggering U.S. OFAC filters or 
sanctions.”270 Somewhat surprisingly, no individual at Credit Suisse was charged 
with a crime in connection with these transactions.271

In August 2010, Barclays PLC agreed to a $298  million settlement with 
U.S.  and New  York prosecutors in connection with transactions Barclays had 
conducted on behalf of customers from Iran and other sanctioned countries.272 
According to the Department of Justice, “from as early as the mid-1990s until 
September 2006, Barclays knowingly and willfully moved or permitted to be 
moved hundreds of millions of dollars” in violation of U.S. economic sanctions.273 
Barclays “followed instructions,” from banks in Iran and other sanctioned coun-
tries, “not to mention their names in U.S. dollar payment messages” sent to finan-
cial institutions located in the United States.274 It did so by methods including 
amending and reformatting the messages to remove information identifying the 
sanctioned entities.275

The factual statement to which Barclays agreed as part of the August 2010 set-
tlement stated that “Barclays’ standard operating procedures allowed and even 
educated its employees how to bypass … the U.S. financial institution’s OFAC 
filters to permit illegal payments.”276 For example, Barclays occasionally sent pay-
ment messages back to the senders with a fax coversheet stating: “Payments to 
U.S. must NOT contain the word listed below.”277 The senders would then resend 
the same payment messages “without the offending language,” for example, the 
name of a sanctioned entity or country.278

OFAC Director Adam Szubin emphasized that the Barclays fine could have 
been much higher, however “all of the apparent violations were voluntarily self-
disclosed by the bank.”279 In approving the settlement, U.S. District Court Judge 
Emmet Sullivan criticized the agreement as a “sweetheart deal,” expressing con-
cern that the settlement would be paid by shareholders, not corporate executives, 
and that no individuals were being prosecuted.280 In defending the agreement, 
U.S. Justice Department attorney Kevin Gerrity asserted that the four-year inter-
nal investigation undertaken by Barclays in connection with the case had cost 
it an additional $250 million.281 The Wall Street Journal, in reporting the agree-
ment, noted that “the penalty isn’t a painful financial blow for Barclays, which 
had about $4.6 billion in profits for the first six months.”282

In June 2012, ING, a Dutch bank, agreed to forfeit $619  million to the 
United States and New York State.283 ING had moved more than twenty thou-
sand transactions, totaling more than $2 billion, through the U.S.  financial 
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system on behalf of Cuban, Iranian, and other clients subject to sanctions, 
whose identifying information was intentionally removed from the transac-
tions by bank staff.284 The transactions began in the early 1990s and continued 
until 2007.285

According to the U.S. Department of Justice, this conduct occurred in ING 
“locations around the world with the knowledge, approval, and encouragement 
of senior corporate managers and legal and compliance departments” at ING, 
which even “threatened to punish certain employees if they failed to take speci-
fied steps to remove references to sanctioned entities in payment messages.”286 
The bank at one point posted on the company intranet a how-to guide to the prac-
tice of stripping identifying information out of such transactions.287

In announcing the settlement with ING, OFAC Director Adam Szubin 
noted its expected deterrent effect, stating: “Today’s historic settlement should 
serve as a clear warning to anyone who would consider profiting by evading 
U.S.  sanctions.”288 Cyrus Vance, Jr., the Manhattan district attorney, whose 
office participated in the case, emphasized that such cases “ensure that rogue 
regimes and human-rights abusers are isolated and feel economic pressure from 
sanctions.”289

In August 2012, Standard Chartered Bank, based in London, reached a 
$340  million settlement with the New  York Department of Financial Services 
(NYDFS), headed by Benjamin Lawsky.290 As part of the agreement, the Bank 
also agreed to “install a monitor for a term of two years who will report directly to 
DFS and who will evaluate the money-laundering risk controls in the New York 
branch and implementation of appropriate corrective measures.”291

The Standard Chartered settlement was announced the day before a hearing 
at which Lawsky had said he was planning to revoke the bank’s license to oper-
ate in New  York.292 The U.S.  dollar clearing operations of Standard Chartered 
reportedly made up an estimated 15 percent to 20 percent of the bank’s total rev-
enues.293 As a result, the bank’s stock market value reportedly dropped 23 percent 
($17 billion) the day after the threat to revoke its license was announced.294 In 
the agreement with Lawsky’s office, the bank stipulated that from 2001 through 
2007, it had “removed or omitted Iranian information from U.S. dollar wire pay-
ment messages” with respect to “approximately 59,000 transactions totaling 
approximately $250 billion.”295

A NYDFS report about Standard Chartered contained several remarkable 
details. According to the report, the bank’s CEO for the Americas had warned a 
bank senior official in London in 2006 that the bank’s business with Iran risked 
“catastrophic reputational damage” to the bank and “serious criminal liability” 
for its officers.296 The senior official in London reportedly replied: “You fucking 
Americans. Who are you to tell us, the rest of the world, that we’re not going to 
deal with Iranians.”297

The $340 million settlement between Standard Chartered and NYDFS was 
controversial because Lawsky had acted without coordinating with federal law 
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enforcement agencies that were working on the same case.298 Standard Chartered 
subsequently agreed to pay an additional $327 million to the U.S. government.299 
In announcing the federal settlement, Ronald C. Machen, Jr., U.S. Attorney for 
the District of Columbia, said the agreement “holds Standard Chartered Bank 
accountable for intentionally manipulating transactions to remove references 
to Iran, Sudan, and other sanctioned entities, and then further concealing these 
transactions through misrepresentations to U.S.  regulators.”300 According to a 
U.S. Department of Justice press release announcing the settlement, this con-
duct occurred in “locations around the world” and “with the knowledge and 
approval of senior corporate managers and the legal and compliance departments  
of SCB.”301

In August 2014, Standard Chartered was ordered to pay another $300 mil-
lion penalty to the NYDFS “because of its failure to remediate anti-money laun-
dering compliance problems as required” by the bank’s 2012 settlement with 
NYDFS.302 The bank’s “compliance remediation failures were uncovered” by the 
monitor that NYDFS had “installed at Standard Chartered as part of the 2012 
agreement.”303 In addition to the fine, SCB was ordered to suspend dollar clear-
ing through its New York Branch for high-risk retail business clients at its SCB 
Hong Kong subsidiary”; “exit” high-risk small and medium business clients at 
its branches in the United Arab Emirates; and “not accept new dollar-clearing 
clients or accounts across its operations without prior approval from DFS.”304 
The New York Times called the 2014 settlement “a rare regulatory strike against 
corporate recidivism” and noted that it may reflect a new trend, with Lawsky 
“considering an effort to routinely double-check banks’ transactions for signs of 
money-laundering.”305

c. Billions of Dollars Each in Penalties—and Individual Accountability—Against 
HSBC and BNP Paribas

In December 2012, HSBC, a U.K.  bank which was at that time the largest in 
Europe,306 forfeited $1.256 billion and agreed to pay an additional $665  mil-
lion in penalties for various violations of sanctions laws.307 A U.S. Senate com-
mittee report alleged that from 2001 to 2007, “two HSBC affiliates sent nearly 
25,000 transactions involving $19.4 billion through their HBUS [HSBC’s US 
bank] accounts over seven years without disclosing the transactions’ links to 
Iran.”308 According to the U.S. Department of Justice, violations included the 
processing, from the mid-1990s through 2006, of approximately $660 million in 
OFAC-prohibited transactions from which HSBC “followed instructions from 
sanctioned entities such as Iran” and removed or obscured identifying informa-
tion that would have revealed the involvement of Iranian and other sanctioned 
entities.309 HSBC had also failed to adequately monitor suspicious transactions 



T H E  U . S .  G O V E R N M E N T ’ S  F I N A N C I A L  L A W FA R E  A G A I N S T   I R A N  [ 145 ]

with Mexico from 2006 to 2010, leading it to be “the preferred financial institu-
tion for drug cartels and money launderers.”310

In addition to the settlement, HSBC reportedly spent at least $990  mil-
lion to strengthen its compliance regime.311 In announcing the settlement, the 
Department of Justice also noted that “HSBC has replaced almost all of its senior 
management.”312

The HSBC settlement was followed by several smaller-scale settlements. In 
December 2013, the Royal Bank of Scotland (RBS), which was majority owned 
by the U.K. government,313 agreed to pay $100 million in penalties for transac-
tions involving Iran, Sudan, Burma, and Cuba.314 From 2005 to 2009, RBS had 
removed “references to U.S.-sanctioned locations or persons from payment mes-
sages sent to U.S.  financial institutions.”315 RBS was credited with uncovering 
and reporting the violations itself.316 In addition to the financial penalties, the 
bank also fired four employees as part of the settlement.317 Benjamin Lawsky, 
superintendent of the New  York Department of Financial Services, applauded 
the employment moves.318 Sounding a theme he would reiterate with regard to 
subsequent cases, Lawsky said, “If we truly want to deter future wrongdoing, we 
should move increasingly toward exposing individual misconduct and holding 
individuals accountable.”319

In January 2014, Clearstream Banking, based in Luxembourg, agreed to 
pay $152  million for permitting Iran to evade restrictions on dealing with 
U.S. banks.320 From December 2007 to June 2008, Clearstream used an account 
at a U.S. financial institution in New York to hold $2.8 billion in securities on 
behalf of the Central Bank of Iran.321 “Clearstream provided the Government 
of Iran with substantial and unauthorized access to the U.S. financial system,” 
said OFAC Director Adam Szubin.322 “Today’s action should serve as a clear alert 
to firms operating in the securities industry that they need to be vigilant with 
respect to dealings with sanctioned parties,” said Szubin.323

The Clearstream settlement was announced only three days after the P-5+1 
and Iran began implementing the Joint Plan of Action, an interim agreement 
with a six-month duration, which was later extended by mutual consent.324 The 
New York Times characterized the January 23, 2014, settlement announcement as 
part of “intensified efforts” by the Obama administration “to counter what offi-
cials called a misimpression that the six-month nuclear agreement with Iran had 
opened the door to new economic opportunities with the country.”325

On June 30, 2014, BNP Paribas, the largest French bank and the world’s 
fourth largest, agreed to plead guilty and pay $8.9736 billion in fines for help-
ing Iran, Sudan, and Cuba gain illegal access to the U.S. financial system.326 
This was reportedly the largest criminal fine ever imposed by the U.S.  gov-
ernment. It was more than twice the size of the second largest criminal 
fine (the penalties assessed on BP as part of the Deepwater Horizon spill), 
but less than the $13 billion in civil penalties paid by JP Morgan Chase in 
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2003 in connection with its mortgage business.327 From 2004 to 2012, BNP 
Paribas had “knowingly and willfully moved more than $8.8 billion through 
the U.S.  financial system on behalf of Sudanese, Iranian, and Cuban sanc-
tioned entities,” said a Department of Justice press release.328 The bank did so 
“through various sophisticated schemes designed to conceal from U.S. regula-
tors the true nature of the illicit transactions.”329

“Sanctions are a key tool in protecting U.S. national security interests, but 
they only work if they are strictly enforced … . If sanctions are to have teeth, 
violations must be punished,” said Attorney General Eric Holder in announc-
ing the settlement.330 During the lead-up to the settlement announcement, 
French Foreign Minister Laurent Fabius complained publicly that BNP’s 
alleged actions did not violate European law and that the fine was excessive.331 
Deputy Attorney General James Cole, in his remarks during the settlement 
announcement, said the extraordinary magnitude of the penalty was attribut-
able to BNP Paribas’s “failure to cooperate” with the U.S.  investigation of it 
as well as the “prolonged” nature of the bank’s misconduct.332 Some observ-
ers speculated that the criminal charges and fine also reflected an effort by 
Attorney General Eric Holder to walk back a comment he had made in 2013 
that it was “difficult for us to prosecute” institutions when they are “so large” 
that a prosecution would “have a negative impact on the national economy, 
perhaps even the world economy.”333

In addition to the financial penalty, BNP Paribas agreed with the New York 
State Department of Financial Services to “terminate or separate from the 
bank” thirteen senior employees and “suspend U.S.  dollar clearing opera-
tions … for one year for business lines on which the misconduct centered.”334 
Benjamin Lawsky, the Department’s Superintendent, reportedly achieved 
these steps by threatening to revoke BNP Paribas’s license to do business in 
New York, the center of the international financial system.335 The employee 
consequences originally suggested by BNP Paribas had merely included 
three particular senior executives being docked their annual bonuses for the 
year.336

Lawsky successfully insisted the employees be fired.337 In doing so, Lawsky 
was apparently implementing principles he had spelled out in a March 2014 
speech to the Exchequer Club in Washington, D.C.338 In that speech, Lawsky 
suggested that bad conduct is not adequately deterred “if we’re just getting large 
fines from the corporations,” fines that are typically paid by “shareholders who 
usually had nothing to do with the violations.”339 He asserted that “to get real 
deterrence, we need to have individuals who are personally held to account,” who 
“face real, serious penalties and sanctions when they break the rules.”340 Lawsky 
also suggested that in some cases, corporate fines should be supplemented by 
“new and creative corporate penalties” that may boost deterrence, such as by pro-
hibiting “a company from conducting the type of business that was at the heart 
of its misconduct.”341
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VI. LESSONS LEARNED AND THE FUTURE  
OF U.S. FINANCIAL LAWFARE

A. Incomplete Success

U.S.  financial lawfare against Iran was clearly very successful in hindering 
Iranian financial transactions. The significant impact on Iranian transactions 
that was seen as early as 2007 and 2008 had reached a new, even higher level of 
impact by 2014. By 2014, major international banks were taking quick action in 
response to changes to Treasury’s list of designated entities, and designated enti-
ties were finding it harder and harder to find any bank with which to do business. 
“The biggest, most sophisticated banks have it built into their filters and start 
screening out potential transactions within minutes,” said then OFAC Director 
Adam Szubin in April 2014.342 “Once you’re on an OFAC list, no bank anywhere 
will deal with you,” said Judith Lee, chair of the international trade group at the 
law firm of Gibson, Dunn and Crutcher.343

This impact on Iranian transactions in turn greatly weakened the Iranian 
economy. In August 5, 2015, congressional testimony, Szubin, then serving as 
Acting Under Secretary of the Treasury for Terrorism and Financial Intelligence, 
detailed the effect on the Iranian economy of the U.S. financial lawfare against 
Iran in the years preceding the July 14, 2015 JCPOA announcement.344 “The 
powerful set of U.S. and international sanctions on Iran … effectively isolated 
Iran from the world economy,” said Szubin.345

Szubin provided several metrics of “the impact of the sanctions campaign.”346 
He said that “today, the Iranian economy is estimated to be only 80 percent the 
size that it would have been … absent our sanctions.”347 In addition, “Iran has 
foregone approximately $160 billion in oil revenue alone since 2012, after our 
sanctions reduced Iran’s oil exports by 60  percent.”348 Szubin added that the 
Iranian currency had also “declined by more than 50 percent.”349

Assessing the extent to which U.S. financial lawfare had succeeded by 2015 in 
achieving its ultimate objectives of halting Iran’s nuclear weapons program and 
state sponsorship of terrorism was more complicated. With regard to the second-
ary objective, Iran’s state sponsorship of terrorism, the bottom line was that Iran’s 
sponsorship continued unabated. For example, the State Department asserted in 
its report on state sponsorship of terrorism during 2012 that Iran’s sponsorship 
of terrorism underwent “a marked resurgence” that year, reaching levels not seen 
in twenty years.350 The State Department’s reports on state sponsorship of ter-
rorism during 2013 and 2014 asserted that “Iran continued its terrorist-related 
activity” during those years and provided extensive descriptions of such activ-
ity.351 The report covering 2014 was released in June 2015. In a June 19, 2015, 
news article about the report’s release, the New York Times stated: “Although the 
report covers 2014, American officials said the Iranian policies described in it had 
continued this year.”352



[ 148 ]  Lawfare

As of summer 2015, U.S. financial lawfare had clearly failed to coerce Iran into 
halting its state sponsorship of terrorism. In addition, while U.S. financial lawfare 
had undoubtedly increased the cost to Iran of its sponsorship of terrorism, the 
constraining effect of the U.S. campaign was apparently insufficient to cause Iran 
to reduce its support for its terrorist allies.

In contrast, U.S.  financial lawfare (combined with U.S.  energy and insur-
ance lawfare) was generally credited with helping coerce Iran to negotiate more 
seriously about its nuclear weapons program. For example, as mentioned above, 
in April 2015, CIA Director John Brennan stated that Iran’s Supreme Leader, 
Ayatollah Khamenei, had become more flexible in negotiations with the West 
because Rouhani had persuaded Khamenei that “six years of sanctions had really 
hit,” and Iran’s economy was “destined to go down” unless a deal was reached 
with the West and sanctions were lifted.353

On July 14, 2015 (after this book was largely completed), the P-5+1 (the U.N. 
Security Council’s five permanent members plus Germany) and Iran announced 
that they had agreed on a Joint Comprehensive Plan of Action (JCPOA) to 
address Iran’s nuclear program.354 The JCPOA provided for most nuclear-related 
sanctions on Iran to be lifted in exchange for various constraints on Iran’s nuclear 
program.

In his August 5, 2015, congressional testimony, Adam Szubin, then Acting 
Under Secretary of the Treasury for Terrorism and Financial Intelligence, 
attributed the newly agreed constraints on Iran’s nuclear program to “the global 
sanctions coalition built and led by the United States that gave us the leverage 
necessary to secure unprecedented nuclear concessions from Iran.”355 “The point 
of these efforts was clear:  to change Iran’s nuclear behavior, while holding out 
the prospect of relief if Iran addressed the world’s concerns about its nuclear pro-
gram,” said Szubin.356 “This campaign yielded results,” asserted Szubin, explain-
ing that “after years of intransigence, Iran came to the table prepared to negotiate 
seriously over its nuclear program.”357

Former Senator Joseph Lieberman, chair of United Against Nuclear Iran, 
a non-governmental organization critical of the JCPOA for containing insuf-
ficient constraints on Iran’s nuclear program,358 put it very similarly. “It was 
only because of the sanctions adopted by Congress, and ultimately signed by 
President Obama,” said Lieberman, “that sufficient economic pressure was put 
on the Iranian government that its leaders came to the negotiating table.”359

In early August 2015, with congressional votes over the JCPOA loom-
ing, commentators and members of Congress were divided over whether the 
JCPOA’s curtailments of Iran’s nuclear program were sufficiently long-term and 
verifiable.360 Some suggested that the deal could have been more favorable to the 
U.S. if the economic pressure had been stronger. For example, in announcing in 
early August that he would “vote to disapprove the agreement,” Senator Charles 
Schumer (D-NY) said that it would be “better to keep U.S. sanctions in place, 
strengthen them, enforce secondary sanctions on other nations, and pursue 
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the hard-trodden path of diplomacy once more, difficult as it may be.”361 Other 
commentators suggested that the U.S. negotiating position could also have been 
strengthened if economic pressure had been supplemented with a more credible 
threat to halt Iran’s nuclear weapons program by force of arms if all other options 
failed.362

Although they were divided on the sufficiency of the JCPOA, most, if not all, 
key supporters and opponents of the JCPOA seemed to agree that the U.S. eco-
nomic lawfare campaign had proven a valuable weapon against Iran’s nuclear 
weapons program. They all seemed to credit the economic lawfare campaign 
with achieving significant (albeit to some, insufficient) curtailment of an Iranian 
nuclear program that otherwise might only have been curtailed by kinetic means.

B. Iranian Countermeasures

Not surprisingly, Iran had, from the start, worked assiduously to counter the 
U.S.  economic lawfare against it. “Yes, of course, we bypass the sanctions,”363 
said Iranian President Hassan Rouhani in a news conference on August 30, 2014. 
“We believe they are illegal and crimes against humanity,” explained Rouhani.364

As discussed previously in this chapter, Iranian entities and individuals often 
requested that banks hide their involvement in transactions so as to facilitate 
access to the U.S. financial system. Similar tactics were used by the Iranian ship-
ping industry, which regularly changed ship names, flags, owners, operators, 
and managers, and also obscured the ownership of its vessels using shell com-
panies, in order to stay one step ahead of designations.365 When Iranian decep-
tion involved conventional transaction channels over which the United States 
had leverage, it proved to a considerable degree counterproductive. Iran’s efforts 
to cloak its worst actors’ involvement in particular business activities fed the 
U.S. argument that foreign companies subject to U.S. authority had to be careful 
when trading with any Iranian partners. As former Under Secretary Stuart Levey 
put it: Treasury has “told governments and the private sector … that the Iranian 
government engages in deception, so they need to look beyond lists of sanctioned 
entities to protect themselves from potential illicit transactions.”366

Some Iranian entities and individuals turned to hawala as an alternative to 
banks. According to the U.S. Treasury, “hawala works by transferring money 
without actually moving it.”367 In a hawala transaction, the sender transfers 
money to a hawaladar (hawala agent) who then instructs an associated hawala-
dar, usually one located near the final recipient, to deliver the equivalent funds 
(minus a small commission) to the final recipient. Hawala transactions are 
based on trust and usually involve no promissory instrument or other written 
record identifying the specific transaction.368 Settlement between the hawala-
dars is usually done over several transactions, for example through import of 
goods or hawala transactions in the reverse direction.369 While hawala can 
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work well for relatively small transactions, for very large transactions it can 
be risky or infeasible (e.g., if there is no prospect of a similarly sized flow in 
the other direction). It was thus of limited value to Iranian efforts to evade 
U.S. financial lawfare.

Iran also sought to circumvent U.S.  financial lawfare by turning to barter 
transactions, which can be conducted without banks.370 However, barter trans-
actions require each party to have something they wish to acquire from the other 
party, and such arrangements can result in “considerable inconvenience and 
cost.”371

One notable evasion scheme involved Iran buying gold in Turkey with 
Turkish payments for gas imported from Iran.372 The Iran Freedom and 
Counter-Proliferation Act of 2012, a U.S. law enacted in January 2013, closed the 
so-called “golden loophole” that enabled this scheme to evade U.S. lawfare.373 The 
Act did so by subjecting to U.S. sanctions any persons determined to have know-
ingly engaged after July 1, 2013, in selling, supplying, or transferring, directly or 
indirectly, to or from Iran any precious metal.374

Iran mounted a more frontal counterattack on U.S.  lawfare by initiating its 
own lawfare challenges to the legal validity of designations. Iran’s challenges fol-
lowed in the wake of precedents set by the European Court of Justice (E.C.J.) 
in the case of Yassin Abdullah Kadi, a Saudi national who had been designated 
by the EU in 2001 for association with Al Qaeda.375 The E.C.J. upheld the EU 
General Court’s annulment of Kadi’s EU designation, notwithstanding that, 
pursuant to Security Council Resolution 1267, the U.N. Security Council had 
included Kadi on its list of individuals and entities associated with Al Qaeda.376

In annulling Kadi’s designation by the EU, the E.C.J. held that “the Courts of 
the European Union must ensure the review, in principle the full review, of the 
lawfulness of all European Union acts in the light of fundamental rights, includ-
ing where such acts are designed to implement Security Council resolutions.”377 
The E.C.J also held, in a 2013 decision addressing an appeal of the Kadi case, that 
the procedures for delisting at the UN do not provide to the person whose name 
is listed a “guarantee of effective judicial protection,” as required for a listing by 
the EU.378 The E.C.J. then set out various procedural and substantive obligations 
that must be met by an EU designation decision.379

Following in the wake of the E.C.J.’s Kadi decisions, some Iranian challenges 
to EU designations were successful, but typically only temporarily. For example, 
in September 2013, the EU’s second highest court annulled twenty-six of the 
EU Council’s sanctions designations, including those of various banks and that 
of the Islamic Republic of Iran Shipping Lines (IRISL), insisting that the EU 
Council had failed to provide sufficient evidence that specific entities belonged 
on the sanctions list.380 However, the EU court maintained the designations in 
effect for two months to enable the EU Council to respond, and the EU Council 
relisted all but two of the designees in November 2013, with new evidence to but-
tress the designations.381
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Iranian entities and individuals nevertheless continued to challenge EU des-
ignations. For example, EU courts in July 2014 annulled the designations of sev-
eral Iranian entities including the Sharif University of Technology, located in 
Tehran,382 only to see Sharif University relisted a few months later.383

The challenges had been successful largely because while the EU Council 
had often relied initially on classified information in determining its designation 
targets, the EU court system, unlike the U.S. court system, had been unable to 
review classified information without declassifying it,384 and some member states 
were “unwilling to share sensitive intelligence information” in order to prove that 
the complaining entities had engaged in proscribed activities.385 That problem 
was addressed in February 2015 with new EU rules that created a mechanism for 
EU member states to offer confidential evidence to judges.386 It was expected that 
lawfare challenges to EU designations would be hindered by the new rules, but 
not necessarily stopped.

In addition, as of early August 2015, the JCPOA was (assuming it was not 
derailed by a congressional vote of disapproval) expected to greatly reduce, 
although not entirely eliminate, EU designations of Iranian entities.387 Regardless 
of the JCPOA’s fate, the U.S. and EU economic lawfare tools employed against 
Iran in the years prior to 2015, and the Iranian efforts to blunt them, would con-
tinue to provide valuable lessons for lawfare practitioners to draw from in a future 
campaign against another adversary or a re-targeted Iran.

C. Concerns About Collateral Damage

Aside from the question of whether and how U.S.  lawfare could generate suffi-
cient leverage to achieve particular U.S. objectives vis-à-vis Iran’s nuclear weap-
ons program, the deployment of U.S. financial lawfare against Iran also raised 
concerns as to possible collateral damage. For example, the Iranian government 
and others blamed Western sanctions for making it difficult to import medicine 
and other humanitarian goods.388

However, the humanitarian impact of U.S.  economic lawfare against Iran 
appeared to be minimal, especially when compared with the reportedly grave 
humanitarian impact of the broader U.S. sanctions on Iraq during the 1990s. This 
was due to the fact that U.S.  lawfare against Iran was specifically designed not 
to hinder Iranian acquisition of food and medicine, and was repeatedly adjusted 
to ensure that it did not have that effect.389 Indeed, even U.S.  legal restrictions 
on exports from the United States to Iran (let alone U.S. measures against third 
country companies) excluded food, medicine, and medical devices,390 and such 
exports from the United States to Iran remained substantial even at the height of 
U.S. lawfare against Iran.391

Concerns were also raised as to the potential impact of U.S. financial lawfare 
on the dollar’s primacy in the international financial system. The dollar’s primacy 
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in the international financial system has long served various U.S. interests. For 
example, it allows the United States to borrow and spend more than it might 
otherwise. In addition, U.S.  financial lawfare depends largely on the dollar’s 
primacy in the international financial system. As Treasury Secretary Paulson 
stated: “Treasury can effectively use these tools largely because the U.S.  is the 
key hub of the global financial system.”392

Should the dollar’s primacy wane, either because financial lawfare deters dol-
lar usage or because the U.S. economy declines in relative influence, the United 
States’ ability to wage financial lawfare will likely wane along with it. U.S. rivals, 
including China and Russia, have, for a variety of reasons, periodically tried to 
bypass the U.S. dollar.393 This is a significant concern for the United States, which 
should give strong consideration as to how to design future financial lawfare so 
as to minimize its risk to the dollar’s primacy. One way of minimizing the risk 
to the dollar’s primacy is, to the extent possible, to implement financial lawfare 
jointly with the issuers of key alternative currencies. One of the numerous ben-
efits of partnering with the European Union on many of the financial measures 
against Iran was that waging financial lawfare against Iran with the dollar, euro, 
and pound sterling left the dollar less exposed.

D. The Risk of Setting a Precedent Useful Against 
the United States

U.S. financial and other economic lawfare risks setting precedents that could be 
used against the United States by its adversaries and even by allies that disagree 
strongly with some aspects of its policies. Chapter 4 discusses and analyzes the 
particular risk that economic lawfare could be used against the United States by 
the PRC.

Economic lawfare style measures have already been impactfully deployed 
against the United States in Europe by Europeans. For example, Belgian laws pro-
hibit the financing of companies producing cluster munitions,394 landmines,395 
and depleted uranium ammunition or armor.396 Belgian financial institutions are 
thus potentially subject to punishment for providing credits or bank guarantees 
or acquiring any financial instruments issued by leading suppliers of weapons 
to the U.S. government which allegedly produce such munitions,397 including, 
allegedly, General Dynamics (depleted uranium ammunition)398 and Textron 
(cluster munitions).399 The Belgian prohibition on financing General Dynamics 
is ironic because Belgium is a member of NATO and deploys various weapons 
manufactured by General Dynamics, including armored personnel carriers400 
and the F-16A aircraft.401

These Belgian laws are among the sharpest tools of the broader interna-
tional movement to prohibit disfavored munitions and divest from companies 
producing them. However, they are far from the only ones. France, Ireland, 
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Italy, Luxembourg, Switzerland, and the Netherlands all have laws more nar-
rowly focused on banning financing of or investment in producers of cluster 
munitions.402

In addition, many leading European asset managers, including government 
pension funds, have divested from U.S and other manufacturers of a variety of 
disfavored weapons. For example, the Norwegian government pension fund as 
of May 2015 excluded investments in numerous companies that it stated were 
involved in “production of weapons that through their normal use may violate 
fundamental humanitarian principles.”403 This included three major U.S. compa-
nies that it listed as being involved in production of cluster munitions (Textron, 
Raytheon, and General Dynamics) and five major U.S. companies that it listed 
as being involved in production of nuclear arms (Alliant Techsystems, Lockheed 
Martin, Babcock & Wilcox, Northrop Grumman, Honeywell, and Boeing).404

The Norwegian government pension fund’s divestment from U.S. companies 
involved in production of nuclear arms was ironic because Norway is a member 
of NATO, and the most recent NATO Deterrence and Defense Posture Review 
states that “nuclear weapons are a core component of NATO’s overall capabili-
ties for deterrence and defence,” and “the supreme guarantee of the security of 
the Allies is provided by the strategic nuclear forces of the Alliance, particularly 
those of the United States.”405 The Norwegian government pension fund’s divest-
ment from Lockheed Martin since June 2013 was particularly ironic because the 
Norwegian defense ministry was at the same time engaged in purchasing from 
Lockheed Martin the F-35 fighter plane. As Norwegian Defense Minister Ine 
Eriksen Soreide announced in January 2014, “We have concluded that these 
planes are the best ones for us.”406

Meanwhile, Danske Bank, a commercial enterprise that is the largest Danish 
bank, has also divested from Lockheed Martin and several other listed major 
U.S.  companies because of their involvement in production of antipersonnel 
mines, cluster munitions, and nuclear weapons.407 As Chapter 6 notes, Danske 
Bank is apparently subject to divestment by Illinois state pension funds, pursu-
ant to a new Illinois state law, because of Danske Bank’s divestment from Israeli 
companies. Perhaps Illinois, which contains several Lockheed Martin facilities, 
will also subject Danske Bank to divestment because of its divestment from 
Lockheed Martin. Lawfare-style interactions between Illinois and Danske Bank 
alone could become increasingly complex.

The Belgian government, Norwegian government pension fund, Danske 
Bank, and many other advocates of banning these disfavored weapons almost 
certainly do not see the U.S. military as an adversary that they wish to weaken or 
destroy. Thus the Belgian and other European laws and Scandinavian divestment 
policies do not meet this book’s definition of lawfare.

However, these examples are worth noting (and are characterized as 
“lawfare-style”) because they so strikingly implicate the first of this book’s two 
tests for lawfare, including by impacting the key armed force decision-making 
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and capabilities of the target. The movement to ban cluster munitions has 
reportedly led the U.S.  government to phase out its use of cluster weapons 
even though the United States refused to accede to the treaty banning cluster 
munitions.408 In addition, the U.S. Navy is reportedly phasing out depleted 
uranium ammunition,409 and the U.S. Air Force has announced that it will 
not fire depleted uranium ammunition in combat against the Islamic State, 
even though it used such rounds in Iraq in 1991 and 2003.410 The United 
States has also stopped producing and acquiring antipersonnel mines, and has 
announced that it hopes to eventually accede to the treaty banning antiper-
sonnel mines.411 These lawfare-style activities targeting U.S.  companies are 
also important because they could provide a template for more nefariously 
motivated activities by U.S. adversaries.

The risk of setting adverse precedents must be factored into U.S.  economic 
lawfare decision-making. To the extent possible, each U.S.  lawfare deployment 
should be designed to minimize the risk that it will set a problematic precedent 
that could be used against the United States by current or future adversaries. If 
such a risk cannot be avoided, it should be included in policymakers’ analysis of 
the overall advantages and disadvantages of the particular lawfare deployment.

The U.S. government should also develop a strategy to discourage U.S. allies 
from adopting such financing prohibitions and divestment campaigns against 
companies for manufacturing weapons at the U.S.  government’s behest. The 
strategy could start by pushing back against lawfare-style activities by allied for-
eign governments such as those of Belgium and especially Norway whose kinetic 
defenses depend on the very weapons against which they are waging lawfare-
style activities. U.S. laxity in confronting its allies over such tactics may encour-
age its adversaries to adopt similar ones with more malign motivations.

In addition, such tactics may already be costly to the U.S. economy and the 
U.S.  taxpayer. According to survey results published in 2012 by the European 
Social Investment Forum (EUROSIF),412 “almost half of Europe’s total assets 
under management have policies in place which specify the exclusion of com-
panies involved in the manufacture certain types of weapons, the most common 
being those subject to the international Conventions on Cluster Munitions and 
Anti-Personnel Mines.”413 EUROSIF estimated that the total assets under man-
agement by European asset managers at the end of 2011 was 13.8 trillion euros, 
meaning that some 6.5 trillion total European assets under management excluded 
investment in manufacturers of at least some disfavored weapons.414 According 
to EUROSIF, “this remarkable result shows that international conventions and 
treaties can have a real impact on the financing decisions of the industry.”415

Analyzing trends in European investment exclusions, EUROSIF noted that 
“experience shows that a few large pioneers can have strong influence on the 
market and lead to a proliferation of certain strategies.”416 “One example of this,” 
explained EUROSIF, “is the Norwegian Government Pension Fund—Global, 
often called the ‘Gold standard’ in institutional responsible investing.”417
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The U.S. companies from which such divestment has occurred include major 
employers of U.S workers. To take just a few of the major U.S companies on the 
Norwegian government pension divestment list, as of 2015, General Dynamics 
had 99,500 employees,418 Northrup Grumman had 64,300 employees,419 and 
Lockheed Martin had 112,000 employees.420 The U.S.  government also pur-
chases billions of dollars in products from these U.S. companies each year. To 
the extent the companies are being penalized for producing and selling for the 
U.S.  government, including by finding it harder to borrow money, they may 
need to charge the U.S. government, and thus the U.S. taxpayer, more for their 
products.

E. The Challenges of Waging Lawfare Amid Negotiations 
with the Target

In addition to these concerns, the U.S. deployment of financial lawfare against 
Iran also raised questions as to the most effective way of waging economic law-
fare amid negotiations with the target. During 2009, while the newly inaugurated 
President Obama reached out to the Iranian government, Under Secretary Levey 
“was instructed to hold his powder dry while the administration attempted to 
reach out to the regime in Tehran,” wrote Juan Zarate. “Meetings with bankers, 
designations of Iranian entities, and enlistment of partners to isolate Iranian 
financial activity stopped.”421 This pause inevitably meant a gradual weakening of 
the pressure on Iran, with the United States failing to respond as Iranian entities 
changed their names and found other ways to evade sanctions. Especially when a 
lawfare campaign is aimed at pressuring foreign actors to restrict commerce with 
designated target state actors, the designations must be kept up to date if they are 
to be effective.

During the 2012–2015 negotiations with Iran (which concluded with the 
JCPOA), the Obama administration took a somewhat different approach than 
it did in 2009. While strongly opposing the imposition of new types of sanctions 
on Iran, and lifting some sanctions in exchange for Iranian concessions on the 
nuclear front, the administration continued to implement some existing sanc-
tions.422 Although Iranian officials expressed displeasure with the continued 
implementation, they did not step away from the negotiating table. However, 
their interest in making concessions on the nuclear front also seemed to wane, 
apparently in part because of the decreased pressure on their economy. As dis-
cussed earlier in this chapter, many commentators and members of Congress 
criticized the JCPOA as containing insufficient Iranian concessions, and sug-
gested that the deal could have been more favorable to the United States if the 
economic pressure had been stronger. Striking the most effective balance while 
negotiating with the target will continue to be a challenge for practitioners of 
economic lawfare.
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The “diplomatic respite” in 2009 “also undermined the credibility of the stated 
reason for the financial isolation—to protect the international financial system 
against Iran’s illicit financial activities,” asserted Juan Zarate.423 “Suspension 
of financial pressure appeared to be an admission by the US government that 
the financial measures against Iran were really just driven by geopolitics,” said 
Zarate.424

Just as with traditional warfare, economic lawfare is constantly evolving. To 
be maximally effective, designations must be constantly revised because a par-
ticular adversary such as Iran will rename designated entities. New tactics and 
strategies must also be constantly devised because the international financial 
system (the “financial battlespace,” as Zarate puts it) is constantly evolving, and 
illicit actors are constantly looking for new ways to route assets.425 The challenges 
of making such constant adjustments can be increased by the inevitable pressure 
to take into account the fluctuations of negotiations with the targeted adversary.

F. The Challenges of Unwinding Financial Lawfare

Somewhat analogous to the difficulty of adjusting financial lawfare amid negotia-
tions with the target is the challenge of unwinding financial lawfare if the objec-
tive is met (or a decision is otherwise made by the U.S.  federal government to 
curtail the lawfare, for example as part of a deal with the adversary that addresses 
some but not all of the objectives). The potential challenges of unwinding U.S. and 
allied economic lawfare against Iran were the subject of considerable discussion 
as the nuclear negotiations proceeded.426 One set of challenges had to do with the 
complex and intertwined provisions, and varying suspension and termination 
criteria, of the relevant U.S. laws. For example, some provisions could be waived, 
but not terminated, by the administration without new congressional legisla-
tion.427 This reduced the magnitude of the incentives that U.S. executive branch 
negotiators could guarantee Iran in exchange for Iranian nuclear concessions.

Another challenge posed by curtailing financial lawfare against Iran in imple-
mentation of the JCPOA was similar to that posed by the “diplomatic respite” in 
2009. This was the risk that curtailing financial measures against Iran solely in 
exchange for nuclear concessions by Iran could undermine the credibility of the 
stated reason for Iran’s financial isolation—to protect the international financial 
system against Iran’s illicit financial activities. Such harm to the credibility of 
financial measures could undercut their future use against both other adversaries 
and Iran (for example, in response to Iranian noncompliance with the JCPOA or 
continued Iranian sponsorship of terrorism).

Juan Zarate and others raised such concerns in response to the planned lifting 
of financial and other economic measures in exchange for Iran’s nuclear conces-
sions in the JCPOA (which included no financial integrity concessions by Iran).428 
For example, in congressional testimony on July 30, 2015, Zarate said that “the 
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JCPOA sanctions unwinding framework does damage to the conduct-based 
sanctions and measures that have been so effective and driven most of the list-
ings and designations by the United States and the international community.”429 
Zarate provided as an example the JCPOA “allowing most of the Iranian banks 
back into the international financial order without dealing with their underlying 
conduct or controls.”430

Similarly, in congressional testimony on August 5, 2015, Matthew Levitt, a 
former Treasury official, noted that several “entities to be delisted under this deal 
have engaged in the kind of deceptive banking practices that threaten the integ-
rity of the international financial system.”431 Levitt expressed concern that these 
entities were being delisted although the JCPOA did “nothing to stop them” from 
continuing to engage in such practices and to “represent a hazard to the interna-
tional financial community.”432

Another set of challenges posed by curtailing financial lawfare against Iran 
in implementation of the JCPOA had to do both with financial lawfare’s depen-
dence on market sentiment and also its variety of practioners. Much as extralegal 
factors, including reputational risk, contributed to some banks voluntarily forgo-
ing licit business with Iran at the height of U.S. financial lawfare against Tehran, 
there was no guarantee that all banks would choose to re-enter the Iranian mar-
ket once U.S. federal legal restrictions were withdrawn. In addition, as demon-
strated by the separate punishments of some banks by NYDFS head Benjamin 
Lawsky, as well as the material support lawsuits Gary Osen was planning 
against the banks that had done business with Iran (as described in Chapter 2), 
the U.S. federal government did not even necessarily control all of the relevant 
U.S.  legal levers over financial transactions with Iran. Both the dependence on 
market sentiment and the variety of practitioners posed the potential risk that 
Iran might not receive some of the economic relief it was expecting even if it com-
plied with its commitments under the JCPOA and the U.S. federal government 
wanted it to receive that relief.

This is one way in which ending financial lawfare can be more complicated 
than ending kinetic warfare. In this era of modern telecommunications, when a 
President orders troops to stop bombing an adversary and orders U.S. diplomats 
to return to the adversary’s capital, the bombing stops and the diplomats return. 
In contrast, when a President orders the executive branch to stop waging finan-
cial lawfare against an adversary, state officials and private sector litigators may 
find ways of continuing the war, and private sector banks may for that or their 
own reasons not choose to resume business with the adversary.

As discussed in more detail in Chapter 2, the ability of U.S. non-federal actors 
to continue waging lawfare against an adversary with which the federal govern-
ment has made peace poses difficult issues. Congress should—as discussed in 
that chapter—retain and vigorously exercise its constitutional authorities to 
wage, enable, and halt lawfare. Consistent with this, continued consideration 
should be given as to in which circumstances, and with regard to what types of 
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lawfare, it is beneficial for U.S. laws to restrict or prevent U.S. non-federal actors 
from continuing to wage lawfare against adversaries with which the U.S. federal 
government has made peace.

G. Financial Lawfare’s Role in Future U.S. Strategy

The impact of the U.S.  government’s financial lawfare on Iran—which cost 
the Iranian regime tens of billions of dollars without causing disproportion-
ate humanitarian damage—calls into question the accuracy of the dominant 
paradigm in the scholarly literature regarding sanctions, which derides unilat-
eral sanctions as inevitably ineffective in a globalized economy. To the extent 
U.S.  economic lawfare failed to achieve its ultimate objectives with regard to 
Iran’s nuclear weapons program and state sponsorship of terrorism, the result 
might well have been different if the lawfare had been more vigorous and com-
bined with a more credible threat to halt Iran’s nuclear weapons program by 
force of arms if all other options failed.433 The considerable economic impact 
of the U.S. government’s financial lawfare against Iran, in addition to the con-
siderable impacts of several of the other lawfare deployments described in this 
book, provide support for the proposition that lawfare, deployed systematically 
and effectively, may be able to save U.S. and foreign lives by supplementing or 
replacing kinetic warfare as a tool for achieving some significant U.S. military 
objectives.

The relative success of U.S.  government financial lawfare against Iran has 
already inspired imitation. As mentioned earlier, the United States applied a sim-
ilar approach with regard to Iran’s energy trade and insurance sector. The United 
States also drew from the Iran model in waging vigorous financial lawfare against 
Russia434 and the Islamic State.435

Treasury seems certain to continue to wage financial lawfare against 
U.S.  adversaries. It will do so not only against new targets but also in new 
ways. Treasury officials’ experience and creativity, new evasive maneuvers by 
U.S.  adversaries, the differing economies of U.S.  adversaries, and changes in 
the financial markets and regulatory regimes will lead Treasury to enhance and 
refine the financial lawfare tools described in this chapter.

Meanwhile, the innovative components of Treasury’s financial lawfare 
against Iran seem highly likely to continue to influence the design of U.S. eco-
nomic lawfare against other targets. These innovations include the previously 
referenced direct outreach to individual foreign private companies, aggressive 
use of U.S. regulatory authorities to pursue traditionally military objectives, and 
effective development and harnessing of intelligence about global private sector 
business transactions.

Globalization has inevitably increased the business interests in the 
United States of many leading foreign companies, leaving them subject to 
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U.S.  government regulation and leverage and reliant on the goodwill of the 
U.S. government and consumers. As a result, major foreign companies in sectors 
beyond finance, energy, and insurance may also be susceptible to U.S. govern-
ment economic lawfare. Foreign companies in exceptionally globalized, strate-
gic, regulated, and information-rich sectors such as mobile telecommunications, 
the Internet, aviation, and shipping could be next in line.

Before the U.S. government expands its economic lawfare into additional sec-
tors, it will want to analyze and weigh both the risk posed by such U.S. lawfare 
to U.S. economic and regulatory preeminence in those sectors and the risk that 
such lawfare might set problematic precedents that could be used against the 
U.S.  by current or future adversaries. However, given U.S.  economic lawfare’s 
proven efficacy (against target economies if not target policies), the lack in many 
situations of usable kinetic or other alternative weapons, and policymakers’ ten-
dency to discount future risks, the expansion of U.S. government economic law-
fare into additional sectors seems highly likely.

One set of key issues going forward will involve what magnitude and type of 
U.S. penalties to impose on recalcitrant companies and their employees. A sec-
ond set will involve the extent and type of U.S.  government cooperation with 
U.S. nongovernmental lawfare practitioners. A third set will involve the extent 
and type of interagency cooperation on U.S. lawfare initiatives.

As discussed above, the type of U.S. penalties was raised by Benjamin Lawsky, 
head of the NYDFS, who asserted that “to get real deterrence, we need to have 
individuals who are personally held to account,” who “face real, serious penalties 
and sanctions when they break the rules.”436 U.S. Senator Elizabeth Warren has 
made similar comments. For example, at a Senate committee hearing in March 
2013, Warren noted of the money laundering activity for which HSBC was fined 
$1.9 billion: “HSBC didn’t do it just one time … . They did it over and over and 
over again … . They were caught doing it, warned not to do it, and kept right on 
doing it.”437 “Now, HSBC paid a fine, but no individual went to trial,” said Warren, 
noting that “no individual was banned from banking and there was no hearing to 
consider shutting down HSBC’s activities in the US.”438 “If you’re caught with an 
ounce of cocaine, you’re going to jail,” said Warren, “but if you launder nearly a 
billion dollars … and violate sanctions you pay a fine and you go home and sleep 
in your own bed at night.”439

At least one bank, BNP Paribas, has, as described in a previous section, had to 
shut down some activities in the United States since Warren’s comments (inter-
estingly, the requirement was imposed by the NYDFS, not Treasury). Whether 
or not individuals are jailed for refusing to comply with U.S. economic lawfare 
requirements will likely depend on several factors. One is recidivism—whether 
companies or individuals persist in violations even after signing on to settlement 
agreements. Another factor is likely to be the nature of the economic sector. As 
the U.S. government expands economic lawfare into additional sectors, most if 
not all of which will be less cash-intensive than banking and some of which will 
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involve companies with relatively less presence in or reliance on the U.S. market, 
it may need to adjust the type and magnitude of its penalties.

The extent to which U.S.  government lawfare practitioners should and will 
cooperate with U.S. nongovernmental lawfare practitioners is another key ques-
tion going forward. Chapter  2 contains extensive discussion of that question, 
including examples of past such cooperation and options for the future.

The extent of interagency cooperation on U.S.  lawfare initiatives will be 
another important issue going forward. As of summer 2015, a few models for 
such interagency cooperation already existed. For example, the U.S.  govern-
ment’s lawfare campaign to stop Karl Lee (Li Fangwei) from continuing to 
ship missile-related materials from China to Iran culminated in a series of steps 
announced together on April 29, 2014.440 Those steps, discussed in detail in 
Chapter 4, included the coordinated deployment of lawfare tools by federal agen-
cies including the Departments of Commerce, Justice, State, and Treasury.441 
“These charges are an important part of the ‘all tools’ approach our government 
is taking against Li Fangwei to shut down … his proliferation activities,” said 
Assistant Attorney General John Carlin, asserting that “this case is an outstand-
ing example of multiple agencies working together to focus various enforcement 
efforts on the significant threat to our national security posed by such prolifera-
tion networks.”442

However, interagency cooperation on U.S.  lawfare initiatives is nowhere 
near as systematic as it could or should be. As discussed in Chapter  1, the 
U.S.  government’s approach to lawfare remains ad hoc and uncoordinated, 
with no overarching strategy and no person or office in the U.S. government 
serving as a point person for coordinating lawfare and collecting best prac-
tices. Indeed, as Chapter 4 describes, it took eight years from the time a Karl 
Lee front company was first designated by the U.S. government (and six years 
since he was first designated) before the U.S.  government imposed against 
Karl Lee its coordinated, creative, and impactful lawfare measures of April 29, 
2014. In the meantime, Lee shipped over thirty-five tons of material to Iran’s 
missile program.

As this chapter has demonstrated, lawfare waged by the U.S.  government 
has tremendous potential for achieving U.S. objectives with less loss of life and 
at reduced expenditure of taxpayer dollars. Without systematic coordination, 
U.S.  government lawfare will not be as effective as it could be—as lessons of 
prior lawfare efforts are left unlearned, lawfare deployment opportunities are not 
systematically identified, limited lawfare resources are deployed inefficiently, 
interagency synergies are not realized, and lawfare innovation is not methodi-
cally pursued.



CHAP TER  4

The Chinese Government Adopts and 
Implements a Lawfare Strategy

“Defeating the enemy without fighting is the pinnacle of excellence.”
—Sun Tzu

I. LAWFARE IN CHINESE STRATEGY AND CULTURE

Sun Tzu, the preeminent Chinese military strategist, asserted in the sixth cen-
tury bc that “[t] o win one hundred victories in one hundred battles is not the 
pinnacle of excellence; defeating the enemy without fighting is the pinnacle of 
excellence.”1 Consistent with this maxim, the People’s Republic of China (PRC) 
is one of the most explicit and active practitioners of lawfare, the use of law as a 
tool to achieve traditional military objectives absent the clash of arms. As PRC 
President Jiang Zemin told a group of Chinese international law experts in 1996, 
“we must be adept at using international law as a weapon.”2 This chapter will 
describe and analyze how the PRC, in the two decades since, has adopted law-
fare as a strategy and systematically waged it against the United States and other 
adversaries and potential adversaries.

The PRC’s embrace of lawfare is notable in part because the PRC seems likely 
to be the United States’ leading rival for global dominance during the balance of 
the twenty-first century. Although the United States is a far more law-oriented 
society, with a much higher percentage of its best minds going into the legal 
field, the PRC is currently waging lawfare much more diligently and systemati-
cally than is the United States. While the United States seems far better suited 
to be a lawfare superpower, it is currently leaving the field disproportionately to 
the PRC.

Lawfare. Orde F. Kittrie.
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In contrast with the U.S. government, the PRC has explicitly adopted lawfare 
(the synonymous term in Chinese is falu zhan or “legal warfare”) as a major com-
ponent of its strategic doctrine. In 2003, the Chinese Communist Party Central 
Committee and the Chinese Central Military Commission approved the con-
cept of “Three Warfares,” asserting the prominent place in their warfare doctrine 
of the following non-kinetic tools:

1) Psychological Warfare: the use of propaganda, deception, threats, and coercion 
to affect the enemy’s ability to understand and make decisions; 2) Media Warfare: 
the dissemination of information to influence public opinion and gain support from 
domestic and international audiences for China’s military actions; and 3)  Legal 
Warfare: the use of international and domestic laws to gain international support and 
manage possible political repercussions of China’s military actions.3

Since this decision, several PRC military texts have been dedicated entirely to 
falu zhan.4 For example, the People’s Liberation Army (PLA) in 2004 published a 
book titled Analysis of 100 Cases of Legal Warfare, coauthored by leading Chinese 
jurist Cong Wensheng. The book describes and analyzes case studies of other 
countries, including the United States, using lawfare. It discusses “controlling 
the enemy through the law, or using the law to constrain the enemy.”5 The book 
concludes that “users can find a lot of room for manipulation in the respects of 
the content, timing, and extent of application [of the law of war]” and that “in the 
future military struggles, our army should … enhance the art and level in the 
application of the law of war so as to attain the best effect.”6

In 2005, the PLA published a book titled Legal Warfare in Modern War, by Xun 
Hengdong, an attorney who is a high-ranking military officer.7 Xun writes that no 
country involved in armed conflict complies fully with the law of armed conflict, 
since the pressures of war do not allow such restraint.8 He concludes that the law 
of armed conflict should therefore be seen not as an inviolable set of boundaries 
but rather as a weapon to achieve such objectives as manipulating the percep-
tions of the international community.9

In 2007, the PLA published a text titled Under Informatized Conditions: Legal 
Warfare, which defines “legal warfare” to include “activities conducted by using 
the law as the weapon and through measures and methods such as legal deter-
rence, legal attack, legal counterattack, legal restraint, legal sanctions, and legal 
protections.”10

In addition, several important PRC military texts with a broader ambit have 
discussed legal warfare. For example, the PLA Academy of Military Science text, 
The Science of Military Strategy, notes that “war is not only a military struggle, but 
also a comprehensive contest on fronts of politics, economy, diplomacy, and law.”11

Additional conceptual context for the PRC’s use of legal warfare is provided 
by a treatise titled Unrestricted Warfare, which was written by two PLA colonels, 
Qiao Liang and Wang Xiangsui, and published by the PLA in 1999.12 The treatise 
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suggests various tactics—including legal warfare—that developing countries, in 
particular China, could use to compensate for their military inferiority vis-à-vis the 
United States.13 Liang was subsequently promoted to major general and, as of 2014, 
served as deputy secretary of the PRC’s National Security Policy Committee.14

At least one PRC defense think tank has closely followed the U.S. literature 
on lawfare, in particular the key articles on lawfare written by retired U.S. Major 
General Charles Dunlap, Jr., who coined the term in English.15 The Knowfar 
Strategy and Defense Institute, a PRC defense think tank, translated and pub-
lished Dunlap’s article Lawfare:  A  Decisive Element of 21st Century Conflicts?16 
Dunlap’s article defines lawfare, as he does elsewhere, as “the strategy of 
using—or misusing—law as a substitute for traditional military means to achieve 
an operational objective.”17 Each time Dunlap’s article uses the term “lawfare,” 
the Knowfar translation into Chinese uses falu zhan, implying that—at least for 
those at Knowfar—the term falu zhan means what Dunlap means by the term 
lawfare.18 In addition, the meaning of the term falu zhan in the rest of the Chinese 
literature described above seems very similar if not identical to the English term 
“lawfare” as defined by Dunlap and this book. This chapter will thus use the term 
lawfare as generally interchangeable with the term falu zhan.

In 2008, the U.S. State Department’s International Security Advisory Board 
noted that China was engaged in the nonkinetic “Three Warfares” even in the 
absence of kinetic warfare between China and the United States:

It is essential that the United States better understand and effectively respond to 
China’s comprehensive approach to strategic rivalry, as reflected in its official con-
cept of “Three Warfares.” If not actively countered, Beijing’s ongoing combination 
of Psychological Warfare (propaganda, deception, and coercion), Media Warfare 
(manipulation of public opinion domestically and internationally), and Legal 
Warfare (use of ‘legal regimes’ to handicap the opponent in fields favorable to him) 
can precondition key areas of strategic competition in its favor.19

The PRC’s use of lawfare seems consistent with the doctrines of the Chinese 
Communist Party Chairman Mao Zedong, as well as those of Sun Tzu. Unlike 
many Western strategists, Mao also tended to think of the clash of arms as just 
one element, and not necessarily the most important element, of conflict.20

China’s vigorous use of lawfare is rooted in the exceptionally instrumental 
role of law in historical and contemporary Chinese culture. In pre-Communist 
imperial China, law served as a tool of authority, not a constraint upon it.21 
Following the Communist revolution of 1949, China adopted the Marxist view 
that law serves as an instrument of politics (rather than, for example, a check on 
politics and an autonomous, objective arbiter of justice).22

Then, during the Cultural Revolution of 1966 to 1976, China dismantled its 
legal system, including by closing down its Ministry of Justice, abolishing its 
law schools, and re-educating lawyers by ordering them to work as farmers and 
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factory workers.23 China became practically a “lawless nation.”24 Mao Zedong 
reportedly “abhorred the notions of law and of a legal system” because he believed 
they “would dam up the free flow of the revolution.”25

China’s legal system was substantially rebuilt in the three decades following 
the Cultural Revolution and Mao’s death in 1976. By 2008, China had “sophis-
ticated legal institutions,” hundreds of laws, thousands of regulations, and “the 
third largest number of lawyers in the world.”26 As it was before the Cultural 
Revolution, Chinese law was largely an instrument of (rather than a constraint 
upon) state power.27 As a result of these and other factors, including a percep-
tion that the legal system was significantly corrupt, popular confidence in the 
Chinese legal system remained low.28 However, there was a perception, at least 
among many observers, that progress was being made.29

The years following 2008 saw a significant deterioration of the progress 
toward rule of law that had been made between 1976 and 2008. The Chinese legal 
system began to experience greater party control and increasingly harsh punish-
ments for attorneys taking on sensitive cases defending people’s rights against 
the government.30 The new state of affairs was characterized as “the Chinese gov-
ernment’s new dual strategy of outward lip service to a ‘rule of law,’ coupled with 
an inward retrenchment of … authoritarian rule.”31 The result, warned Jiang 
Ping, who served as the President of the China University of Political Science 
and Law in the 1980s and was one of the key drafters of China’s current civil and 
administrative codes, was that “China’s rule of law is in full retreat.”32

Indicative of the combination of lip service and retrenchment were the rhetoric 
and policies of Xi Jinping, who became General Secretary of China’s Communist 
Party in 2012 and President of China in 2013. After coming to power, Xi repeat-
edly used in his speeches a term that has been translated into English by the 
Chinese government as “rule of law,” reportedly for Western consumption, but 
is reportedly more accurately translated as “law and order.”33 Xi at the same time 
resuscitated Mao’s metaphor of the state’s judicial and police functions as a knife, 
while also asserting that the party must ensure “the handle of the knife is firmly 
in the hands of the party and the people.”34

By 2015, political repression in China was reportedly at its most severe point in 
twenty-five years.35 In July 2015, the Chinese government conducted what one com-
mentator called “a judicial blitzkrieg across the country, arresting over 190 promi-
nent human rights lawyers” and several high-profile law professors.36 The attorneys 
were accused of “running a criminal syndicate to smear the Communist Party and 
‘create social chaos’ through their litigation.”37 According to the New York Times, 
experts and rights advocates said the Chinese government appeared to be using its 
legal system, through these arrests and charges, in “an aggressive attempt to dis-
credit all rights lawyers and activists as greedy schemers who menace social order.”38

Consistent with the PRC’s sharply instrumental use of law domestically, 
China was, as of 2015, engaged in lawfare in several international arenas. Section 
II of this chapter addresses PRC lawfare involving the instrumental use of laws 
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and legal fora to achieve military objectives. Section III addresses PRC lawfare 
tactics designed to gain advantage from the greater influence that law and its 
processes exert over the United States and other PRC adversaries. Section IV 
addresses the future of PRC lawfare and potential U.S. and allied responses to it.

II. PRC INSTRUMENTAL LAWFARE

In the conception of PRC strategists, legal warfare should begin, and can 
be exceptionally valuable, “before the outbreak of physical hostilities.”39 In 
each of the following arenas—maritime, aviation, space, and cyber—the 
PRC is waging lawfare today in an effort to tilt to its advantage future kinetic 
battlegrounds.

In the first three arenas—maritime, aviation, and space—China is using 
lawfare in relatively analogous ways to advance the same basic objective. That 
objective is to create and promote international legitimacy for expanding China’s 
sovereignty rights as part of its access control strategy. The most troubling law-
fare tool the PRC is deploying in these three arenas is military operations, openly 
undertaken, which Beijing asserts are consistent with its own interpretations 
of international law (yet are inconsistent with international law as understood 
by most others). President Obama made a veiled reference to these and other 
instances of Chinese strategic lawbreaking in November 2011, when he said the 
United States welcomes “a rising, peaceful China” but asserted that “with their 
rise comes increased responsibilities.”40 “It’s important for them to play by the 
rules of the road,” said President Obama, noting that “there are going to be times 
when they’re not, and we will send a clear message to them that we think that they 
need to be on track in terms of accepting the rules and responsibilities that come 
with being a world power.”41

In addition to military operations consistent with the PRC’s own interpreta-
tions (but inconsistent with international law as generally understood), China’s 
lawfare tools in the maritime, aviation, and space arenas include:  advocacy, in 
international legal fora, designed to shape international law in favor of its pre-
ferred interpretations; the production of scholarly articles and symposia designed 
to shape international opinion in favor of China’s preferred interpretations;42 and 
domestic laws and official statements reflecting the PRC’s preferred interpreta-
tions of international law.

A. Maritime and Aviation Lawfare

Maritime and aviation lawfare are the two areas of PRC lawfare that have been 
most studied in the West. In the maritime realm, according to James Kraska 
and Brian Wilson, two senior U.S. Navy attorneys, “China has begun to engage 
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in a resourceful legal warfare, or ‘lawfare’ strategy to deny access to its coastal 
seas to warships and aircraft of the United States, Japan, and other countries in 
the region.”43 Kraska and Wilson noted that “Chinese strategists have taken an 
increasing interest in international law as an instrument to deter adversaries 
prior to combat … [including by shifting the law of the sea] away from long-
accepted norms of freedom of navigation and toward interpretations of increased 
coastal state sovereign authority.”44

Kraska and Wilson warned that “China continues to advance on the battle-
field of international law.”45 By changing international law today, so as to push 
U.S. and other ships and aircraft farther away from China’s coastline, China is 
providing its military more breathing room tomorrow.

Specifically, China has asserted that it can regulate passage on the seas, and also 
overflight within the airspace, in an Exclusive Economic Zone (EEZ) that extends 
two hundred miles from its coastal baseline. In the view of the United States and a 
majority of other states, this is “clearly inconsistent with international law,” which 
provides in the U.N. Convention on the Law of the Sea (UNCLOS) that a state 
cannot regulate passage in, or overflight over, its EEZ.46 Raul Pedrozo, a profes-
sor of military law at the U.S. Naval War College, referred to China’s “untenable 
position that foreign military activities in the EEZ are subject to coastal notice 
and consent”47 as part of “China’s ongoing lawfare strategy to misstate or misapply 
international legal norms to accommodate its anti-access strategy.”48

China has used its inaccurate interpretation of EEZ law to justify the inter-
ception and harassment of U.S.  and other nations’ ships operating within its 
EEZ, and of U.S. and other nations’ aircraft flying above its EEZ. According to 
Pedrozo, “unlawful Chinese interference with U.S. military activities in the EEZ 
has become a matter of routine.”49 Sometimes, Chinese military ships and aircraft 
“aggressively interfere with U.S. military ships and aircraft in violation of interna-
tional law.”50 From time to time, ostensibly private Chinese “cargo ships and fish-
ing vessels are used as government proxies to interfere with U.S. ships.”51 Using 
fishing vessels in this manner “provides the Chinese government with some level 
of plausible deniability” from a legal perspective, although from a practical per-
spective “the pattern of behavior is easily ascribable to the Chinese government.”52

China’s continued actions pursuant to its inaccurate interpretation of EEZ law 
appear to be aimed at changing customary international law. Customary interna-
tional law can be nullified or even changed through state practice undertaken in con-
junction with an assertion that such practice is consistent with international law.53

In the law of the sea context, customary international law can, over time, be 
affected by maritime operations, diplomatic statements, domestic implementing 
legislation, and the writings of legal scholars, as well as statements from, for exam-
ple, the UNCLOS International Law of the Sea Tribunal, International Seabed 
Authority, and Commission on the Limits of the Continental Shelf.54 In addition to 
its maritime operations, China’s EEZ lawfare strategy includes “declaratory state-
ments incorporated into China’s UNCLOS ratification depositary instrument,” 
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domestic legislation formally claiming security interests in its EEZ, development 
of supportive legal scholarship, and a strategic communications campaign.55

One set of particularly aggressive PRC lawfare steps has involved its dissemi-
nation of its so-called nine-dash map. In May 2009, the PRC government circu-
lated to all U.N. member states two formal notes stating, “China has indisputable 
sovereignty over the islands in the South China Sea and the adjacent waters, and 
enjoys sovereign rights and jurisdiction over the relevant waters as well as the sea-
bed and subsoil thereof (see attached map).”56 The notes added that “the above 
position is consistently held by the Chinese government, and is widely known by 
the international community.”57 The ambiguously marked map referred to in the 
notes depicted nine line segments (dashes) encircling waters, islands, and other 
features of the South China Sea.58 The nine-dash map appears to represent an 
extremely expansive assertion of Chinese sovereignty, an assertion that, according 
to the U.S. government, “does not accord with the international law of the sea.”59 
“Vindication of China’s nine-dashed line,” said Professor Jerome Cohen, “would, 
at a minimum, vastly expand the area subject to a Chinese EEZ.”60 This is par-
ticularly significant, said Cohen, because “China, as illustrated by its clashes with 
American reconnaissance ships and planes, claims broad powers over its EEZ.”61

Some of China’s maritime operations also appear to be designed to establish 
title to specific islands and bodies of water. Under international law, sovereignty 
over an island can be used to claim control over a sea zone around it. UNCLOS 
article 121 defines an island as “a naturally formed area of land, surrounded by 
water, which is above water at high tide.”62 It also specifies that mere “rocks which 
cannot sustain human habitation or economic life of their own” do not create 
some types of sea zone.63 The PRC is engaged in construction designed to turn 
submerged reefs into inhabited islands.64 For example, the PRC recently built 
on Johnson South Reef, a previously submerged reef, an “island with an area of 
100,000 square meters.”65 “As time goes on,” said Professor Ingrid Wuerth, “it 
may become harder and harder to document which features were ‘rocks,’ which 
were ‘islands’ and which were neither prior to construction—and these determi-
nations may be essential to resolving contested maritime claims in the region.”66

However, for the PRC, such lawfare activities as turning reefs into islands 
are not necessarily designed to create an argument that would win before the 
International Court of Justice next year. Sometimes, the activity is apparently 
designed in part to create a legal or legal-sounding argument that can create a 
narrative today that will “persuade the Chinese people that their government’s 
actions are justified.”67 The activity may also, or instead, be designed to plant the 
seed of arguments that will grow in strength as the PRC causes customary inter-
national law to evolve and/or as neighbors, intimidated by the PRC’s military 
might, acquiesce to its claims.

Demonstrating continuing control over a specific body of water or island is 
“vitally important to claims of sovereignty” over it under theories of historic 
title, customary international law, and UNCLOS.68 The extent to which other 
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states accept or contest a historic claim is a key criteria for establishing the 
claim.69 Since inaction may be viewed as acquiescence to the claim, China ben-
efits legally from creating or bolstering a claim by creating a new island or other 
facts, and then militarily dissuading other states from contesting the claim.70

Despite the opposition of the United States and several of China’s neighbors to 
the PRC’s EEZ maritime and aviation lawfare, this strategy for obtaining sover-
eignty over South China sea islands and waters is, as one U.S. Navy legal expert put 
it, “slowly proving effective … if successful, China will have achieved through the 
use of lawfare what it traditionally would have had to achieve almost solely through 
military force.”71 In March 2015, the Chairmen and Ranking Members of the 
Senate Armed Services Committee and the Senate Foreign Relations Committee 
sent a letter to the Secretary of State and the Secretary of Defense expressing con-
cern that China’s “land-reclamation and construction activities on multiple islands” 
in the South China Sea were designed in part to “enhance” the PRC’s “sovereignty 
claims.”72 The senators expressed concern that the executive branch lacked “a for-
mal policy and clearly articulated strategy” to address these developments and 
urged “the development and implementation of a comprehensive strategy.”73

B. Outer Space Lawfare

Much as China is using lawfare to prepare to its advantage the maritime and avia-
tion battlefields, it is also using lawfare to prepare to its advantage the outer space 
battlefield.74 For example, there are an “increasing number of scholarly articles 
published by Chinese authors claiming that China’s terrestrial borders extend 
indefinitely upward through outer space and that all the space within those 
perimeters is China’s sovereign territory.”75 In this regard, Bin Cheng, the author 
of Studies in International Space Law, warned that “States which object to certain 
types of satellites, such as those that engage in remote sensing, [may] claim sov-
ereignty over national space above the usual heights at which such satellites orbit 
so as to subject them to the consent and control of the States overflown.”76

This idea is not without precedent. For example, the prominent eighteenth-
century English jurist William Blackstone wrote, cujus est solum, ejus est usque ad 
coelom (“whoever’s is the soil, it is theirs all the way to Heaven”).77

However, the assertion of sovereignty over outer space above national territory 
is contrary to current international law, including the Outer Space Treaty and the 
Convention on International Civil Aviation (both of which China is a party to) as 
they are generally understood.78 The difference could set the stage for conflict with 
the United States, which asserts that all countries “have the rights of passage through 
and operations in space without interference.”79 In the “U.S. National Space Policy,” 
the United States also “rejects any claims to sovereignty by any nation over outer 
space … or any portion thereof, and rejects any limitations on the fundamental 
right of the United States to operate in and acquire data from outer space.”80
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According to Major John W. Bellflower, a U.S. Air Force expert on space law, 
China’s “legal argument, if ultimately successful, would have the strategic effect of 
rendering American military satellites useless and could establish a lawful predi-
cate for Chinese military action against those satellites.”81 “International acquies-
cence or acceptance of Chinese assertions of vertical sovereignty” would also, he 
said, “effectively vitiate national means of verification of compliance regarding any 
existing or new arms reduction treaties.”82 Bellflower urged that the United States 
undertake “strategic lawfare to combat such efforts,” including by “swiftly and 
cogently oppos[ing] any claim of vertical sovereignty and shap[ing] international 
law to eliminate attempts at curbing American freedom of action in space.”83

In addition, some PRC experts have asserted that in time of war, China would 
have the legal right to attack the surveillance satellites of belligerents wherever 
in the common areas of outer space they might be located (e.g., not just over 
national territory but also over the common high seas).84 This is inconsistent 
with the U.S. view of international law and what constitutes a satellite engaged 
in peaceful and thus protected uses. The U.S. position is that peaceful uses that 
are protected in common areas need be only nonaggressive and thus may include 
surveillance satellites.85 In contrast, Chinese experts assert that protected peace-
ful uses need be nonmilitary (and thus do not include surveillance satellites).86

PLA strategists have observed the high value of communications and remote 
sensing satellites to the information age warfare waged by the United States.87 
The PRC interpretations of outer space law appear to represent a PRC response 
to its current technological inferiority in space as compared to the United States. 
The PRC seems to be deploying an asymmetric strategy to deny U.S. use of space 
as much as possible,88 including through lawfare justifying the development and 
deployment of capabilities to damage and interfere with American satellite systems 
so as to blind the U.S. military in the event of conflict.89 “China is beginning to 
use international law as a means of countering American space power,” said Major 
Bellflower, because it is “aware that military options are not a viable choice at this 
time given the financial, military, and technological gap between it and America.”90

C. Insisting That the Law of Armed Conf lict Does Not Apply 
in Cyberspace

The PRC has repeatedly refused to recognize that international law, including 
the law of armed conflict (LOAC), applies in cyberspace.91 While the PRC 
joined in a 2013 U.N. Group of Governmental Experts report which stated 
that international law is applicable to the cyber arena, that step appears to be 
an outlier,92 as the PRC in 2015 returned to its pre-2013 position that inter-
national law does not apply in cyberspace. For example, in January 2015, the 
PRC (and five other members of the Shanghai Cooperation Organization) 
submitted to the U.N. Secretary General a draft voluntary “code of conduct 
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for information security,” which suggested that “China continues to resist 
applying existing international law to cyberspace.”93 At an April 2015 meet-
ing of a U.N. Group of Governmental Experts on cyberspace security, the 
PRC reportedly aggressively asserted that international law does not apply in 
cyberspace, with PRC delegates going so far as to propose to “delete all the 
sections having to do with international law.”94

In contrast, the U.S.  government insists that cyberspace activities are gov-
erned by international law including LOAC.95 NATO96 and the European 
Union97 take the same position.

There are reportedly several different sets of reasons why the PRC is disin-
clined to have cyberspace activities governed by international law (including 
LOAC). Some of these sets of reasons have to do with the PRC’s desire to control 
the flow of information to its people.

Another set of reasons the PRC would prefer that LOAC, in particular, not 
apply to cyberspace provides a preeminent example of how lawfare could tilt to 
China’s advantage a future kinetic battleground between it and the United States. 
Cyberspace plays a central role in Chinese military thinking. Lieutenant-General 
Qi Jianguo, Deputy Chief of the General Staff of the Chinese military, said, “in 
the information era, seizing and maintaining superiority in cyberspace is more 
important than seizing command of the sea and command of the air were in 
World War II.”98 In light of cyberspace’s key role in Chinese military strategy, 
continued Chinese insistence that LOAC does not apply in cyberspace would 
provide China with a considerable advantage, especially if the United States 
continues to insist that its own cyberspace activities are constrained by LOAC. 
Given the centrality of LOAC to U.S. warfighting today, and U.S. domestic pres-
sures promoting increasingly strict interpretations of LOAC, it would be nearly 
impossible for the United States to reverse its current position and decide that its 
cyberspace activities would not be governed by LOAC.

The advantages to the PRC of LOAC not applying to cyberspace are illus-
trated by the potential role of cyberwar with regard to one of China’s avowed 
top priorities—reuniting Taiwan with the mainland. PLA military strategy 
suggests that in an attack on Taiwan, the PLA would aim to delay or degrade 
U.S. reinforcements sufficiently to allow the PLA to conquer some or all of the 
island, thereby presenting the United States with “a fait accompli upon arrival 
in the combat operations area.”99 PLA military strategy suggests that it would 
seek to achieve this objective by attacking the United States with cyber weapons 
in the opening phases of such a conflict. These Chinese cyberattacks would be 
designed to slow and corrupt U.S. information and support systems sufficiently 
for the PLA to achieve its campaign objectives without facing direct combat with 
superior U.S. forces.100

For the PLA, “using cyberwarfare against U.S.  information systems to 
degrade or even delay a deployment of forces to Taiwan offers an attractive asym-
metric strategy,” wrote James Mulvenon in The People’s Liberation Army in 
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the Information Age.101 “If PLA information operators using PCs were able 
to hack or crash these systems, thereby delaying the arrival of a U.S. carrier battle 
group to the theater … Taipei might be quickly brought to its knees and forced 
to capitulate to Beijing.”102

Such large-scale and inevitably wide-ranging cyberattacks on U.S. information 
and support systems would be severely constrained by two major requirements 
of LOAC, if LOAC applies. One constraint would be the proportionality require-
ment, reflected in article 57 of Additional Protocol I to the Geneva Conventions, 
that the civilian harm expected to be caused by an attack not be “excessive in 
relation to the concrete and direct military advantage anticipated.”103 This rule is 
a norm of customary international law applicable in both international and non-
international armed conflicts.104

While the proportionately requirement is notoriously vague, it seems likely 
that it would be violated by a large-scale Chinese cyberattack designed to slow 
the Navy’s departure from West Coast ports. Such a cyberattack could cause, for 
example, hundreds of deaths of U.S. civilians through collateral malfunctions or 
shutdowns of critical infrastructure, hospitals, and the like in the United States. 
Indeed, Shi Haiming, a researcher at China’s National University of Defense 
Technology, has asserted that one reason LOAC should not apply to cyberspace 
is because “the proportionality requirement is much more difficult in cyberspace 
because of the expanse and penetration of the Internet and the difficulty in con-
taining unintended effects of attacks.”105

A second LOAC constraint on a wide-ranging PRC cyberattack on 
U.S.  information and support systems would be the principle of distinc-
tion, which is set forth in article 48 of Additional Protocol I  to the Geneva 
Conventions. Article 48 states as follows: “In order to ensure respect for and 
protection of the civilian population and civilian objects, the Parties to the 
conflict shall at all times distinguish between the civilian population and com-
batants and between civilian objects and military objectives and accordingly 
shall direct their operations only against military objectives.”106 The basic rule 
of distinction set forth in article 48 is considered to be a norm of customary 
international law applicable in both international and noninternational armed 
conflicts.107

The principle of distinction specifically requires that combatants both restrict 
attacks to military objectives and employ weapons the effects of which can be 
limited to military objectives. For example, article 51(4) of Additional Protocol 
I to the Geneva Conventions states:

Indiscriminate attacks are prohibited. Indiscriminate attacks are:
(a) those which are not directed at a specific military objective;
(b) those which employ a method or means of combat which cannot be directed at 
a specific military objective; or
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(c) those which employ a method or means of combat the effects of which cannot 
be limited as required by this Protocol; and consequently, in each such case, are 
of a nature to strike military objectives and civilians or civilian objects without 
distinction.108

The prohibition of indiscriminate attacks, which is set forth in article 51(4), is 
considered to be a norm of customary international law applicable in both inter-
national and noninternational armed conflicts.109 In light of this prohibition, Shi 
Haiming has asserted that LOAC should not apply to cyberspace because “it is 
impossible to distinguish between civilian and military assets.”110

Given Chinese press reports that more than 95 percent of the U.S. military’s 
cyber communications network is connected to the Internet,111 it could be very 
tempting for the PLA to try to attack it by broadly targeting the Internet. The 
LOAC requirements of proportionality and distinction could severely constrain 
PLA cyberattacks against key U.S. transportation hubs and civilian communica-
tions networks used by the military, including with cyber viruses, which do not 
discriminate between military and civilian objectives and thus may threaten 
computer-controlled hospitals, dams, civilian airliners, and other forbidden 
targets.

Because PLA cyberattacks could be pivotal to the success of a PRC campaign 
to conquer Taiwan, Chinese success in insisting that LOAC does not apply in 
cyberspace could be a decisive element of such a conflict, one decided in legal 
fora long before the traditional warfare begins. As such, this PRC initiative 
to render LOAC inapplicable to cyberspace seems a preeminent example of 
Sun Tzu’s maxim that “defeating the enemy without fighting is the pinnacle of 
excellence.”112

III. THE PRC AND COMPLIANCE-LEVERAGE DISPARITY LAWFARE

A. The PRC, the United States, and Compliance-Leverage  
Disparity Lawfare

The effectiveness of PRC lawfare designed to gain advantage from the greater 
influence that law and its processes exert over the United States is driven by the 
starkly disparate attitudes toward international law and compliance with it of the 
U.S.  and PRC governments. The PLA handbook on international law instructs 
PLA officers that they “should not feel completely bound” by international laws 
that are detrimental to the defense of China’s “national interests” but rather 
should focus on those international laws beneficial to China “while evading those 
detrimental to our interests.”113 According to Wang Xiangsui, a colonel in the PLA 
who coauthored the prominent book titled Unrestricted Warfare, “war has rules, 
but those rules are set by the West.”114 “We are a weak country,” said Wang, “so 
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do we need to fight according to your rules? No.”115 This contrasts sharply with a 
U.S. military that is scrupulous about obeying international laws, as detailed in 
Chapter 1.

The PRC is in at least one arena—nonproliferation—clearly waging 
compliance-leverage disparity lawfare designed to gain advantage from the 
greater influence that law and its processes exert over the United States and its 
allies. As described in Section II of this chapter, the PRC is aggressively and 
mostly openly pushing to change international law in the maritime, aviation, 
space, and cyber arenas so as to improve its position in a future kinetic conflict. 
In contrast, the PRC’s actions in the nonproliferation arena involve the PRC pub-
licly binding itself to international laws and agreed interpretations of them but 
then quietly using proxies to violate them while the PRC asserts it is acting in 
good faith. The PRC’s successful exploitation of its compliance-leverage disparity 
in the nonproliferation arena is a source of concern to U.S. policymakers both in 
and of itself and because of the risk that the PRC might apply its successful tem-
plate to other arenas.

It is worth noting that some of the practical results of PRC instrumental law-
fare and PRC compliance-leverage disparity lawfare can be identical—a failure 
of the PRC to comply with international laws with which its adversaries are 
complying. For example, PRC non-compliance while the United States and its 
allies comply can be a practical result of PRC behavior in the cyber arena if it 
violates the law of armed conflict (LOAC) while openly proclaiming LOAC does 
not apply to cyber warfare. PRC non-compliance while the United States and 
its allies comply can also be a practical result of PRC behavior in the nonprolif-
eration arena when it violates its nonproliferation law obligations while either 
claiming a lack of capacity to implement its obligations or denying that the viola-
tion is occurring.

However, as discussed in Section III.B below, the PRC’s compliance-leverage 
disparity lawfare can provide it with an additional set of benefits. For example, in 
the nonproliferation arena, its compliance-leverage disparity lawfare results in it 
receiving both the benefits of violating its nonproliferation obligations and also 
the benefits of formal adherence to those obligations.

B. PRC Compliance-Leverage Disparity Lawfare in the 
Nonproliferation Arena

1. Overview

The PRC has a long history of gaming the international legal system by enter-
ing into legally binding nuclear nonproliferation obligations with which its rivals 
(including the United States, Japan, and South Korea) tend to comply while the 
PRC secretly violates those obligations by providing nuclear technology to its 
allies, often through proxies.116 The result is the acquisition of nuclear weapons 
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capacity or even arsenals by rogue states allied with China (including Iran, 
North Korea, and Pakistan) while China’s rivals, over which international legal 
commitments have greater influence, either remain without nuclear weapons (as 
in the case of Japan and South Korea) or strictly enforce nonproliferation obliga-
tions vis-à-vis their own allies (as with aggressive U.S. efforts to discourage South 
Korea from acquiring nuclear weapons).117

The PRC’s compliance-leverage disparity lawfare, as exemplified by its non-
proliferation actions, can be summarized as follows:

–  The PRC formally adheres to a binding legal obligation and thus receives the 
various benefits of that formal adherence.

–  While receiving the benefits of formal adherence, the PRC uses proxies to vio-
late the obligation.

–  The PRC thus receives both the benefits of formal adherence and the benefits 
of violating the obligation, to the considerable disadvantage of those parties 
that comply with the obligation because law has greater influence over them.

The following subsection will describe and analyze two case studies of why and 
how the PRC has for years engaged in such lawfare with regard to Iran’s nuclear 
program.118

2. PRC Compliance-Leverage Disparity Lawfare Regarding Iran in the 
Nonproliferation Arena

a. Why the PRC Wages Compliance-Leverage Disparity Lawfare Regarding Iran 
in the Nonproliferation Arena

As this subsection will describe, the PRC has, in recent decades, chosen to 
enter into several key nuclear nonproliferation obligations that are bind-
ing under international law. The PRC benefits in several ways from formally 
entering into those obligations. For example, it is able to portray itself as a 
responsible member of the international community. In addition, its econ-
omy has benefited from the ability to import high-technology dual-use goods 
that the United States and its allies typically export only to adherents to the 
Nuclear Nonproliferation Treaty (NPT) and other nonproliferation regimes. 
Furthermore, by contributing to the universality of treaties such as the NPT, 
the PRC fortifies the treaties’ compliance-leverage on law-sensitive members 
such as Japan and South Korea.

At the same time, the PRC has, as this subsection will illustrate, allowed or 
enabled purportedly private sector brokers in China to supply Iran with pivotal 
dual-use technologies and materials for both Iran’s uranium enrichment program 
(key to creating a nuclear warhead) and its missile program (key to delivering a 
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nuclear warhead). By using private sector proxies, the PRC is able to claim that it 
is fully committed to its nuclear nonproliferation obligations but simply lacks the 
capacity to enforce them. The PRC also sometimes flatly denies that the violations 
are occurring, an ignorance that is more plausible with regard to private sector bro-
kers in China than it would be were the PRC’s own officials or state-owned compa-
nies shipping proscribed items to Iran. The PRC can thus continue to receive the 
various benefits of acceding to its nuclear nonproliferation obligations, while also 
receiving the international security benefits of violating those obligations.

The international security benefits to the PRC of such compliance-leverage 
disparity lawfare in the case of Iran were significant. For example, by remaining 
on relatively good terms with Iran and letting Chinese companies do business 
with Iran that others declined, the PRC vastly increased its share of the Iranian 
market for licit as well as illicit trade. For example, PRC support for Tehran 
helped persuade Iran that China was “a reliable partner in developing Iran’s 
energy resources”119 and gave to Beijing “leverage to access Iran’s oil riches.”120 
Thus, “by 2010, China had become the major foreign investor in Iran’s energy 
sector, far exceeding any other country.”121 Energy-starved China, for which oil 
imports are a strategic necessity, also became Iran’s largest oil customer.122

In addition, according to Professor John Garver, evidence suggests that “at 
least some of China’s leaders believe a strong, nuclear-armed or nuclear-armed-
capable Iran would be a valuable check on U.S. influence in the Persian Gulf and 
move the world in the direction of multipolarity.”123 For example, “a strong Iran 
resistant to U.S. dictates” would “force Washington to keep large military forces” 
in the Middle East, thereby “limiting the ability of the United States to concen-
trate forces in East Asia, where China’s core interests lie.”124 A United States dis-
tracted by a nuclear-armed or nuclear-weapons threshold Iran would mean “the 
chances for China’s successful rise without having to confront the United States 
would increase.”125

“China sees Iran as a potential partner in countering U.S. power,” according 
to Michael Singh, former senior director for Middle East affairs at the National 
Security Council.126 Thus, said Singh, “rather than using its clout as one of Iran’s 
largest energy customers and vendors-of-last-resort to secure Iranian compli-
ance with U.N. Security Council and nonproliferation norms, Beijing appears 
to fuel the very behavior that is most provocative to the United States and its 
allies—behavior that could destabilize the Middle East.”

The rest of this subsection describes and analyzes how the PRC engages in 
compliance-leverage disparity lawfare regarding Iran in the nonproliferation 
arena, and how the United States might respond. Subsection b identifies the 
PRC’s major nuclear nonproliferation obligations with regard to Iran between 
2010 and 2015. Subsection c details and analyzes the PRC’s record of noncompli-
ance with regard to Iran’s nuclear program. Subsection d considers U.S. options 
for responding to this particular type of impactful PRC lawfare.
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b. The PRC’s Binding Nonproliferation Obligations Regarding Iran

The major nuclear nonproliferation commitments with regard to which the PRC 
was waging compliance-leverage disparity lawfare vis-à-vis Iran in the years 
prior to 2015 were the NPT, to which China adhered in 1992, and the several 
United Nations Security Council resolutions that imposed sanctions in response 
to Iran’s nuclear program. The resolutions principally included United Nations 
Security Council Resolution 1737, regarding Iran’s nuclear program, for which 
China voted in 2006,127 and United Nations Security Council Resolution 1929, 
for which China voted in 2010.128

The PRC’s principal substantive nuclear nonproliferation obligations regard-
ing Iran are the following:

i. Article I of the Nuclear Nonproliferation Treaty specifies as follows: “Each 
nuclear-weapon State Party to the Treaty undertakes not to transfer to any 
recipient whatsoever nuclear weapons or other nuclear explosive devices 
or control over such weapons or explosive devices directly, or indirectly; 
and not in any way to assist, encourage, or induce any non-nuclear-weapon 
State to manufacture or otherwise acquire nuclear weapons or other nuclear 
explosive devices, or control over such weapons or explosive devices.” 
(emphasis added)

ii. In Paragraph 3 of U.N. Security Council Resolution 1737, the 
Council: “Decides that all States shall take the necessary measures to pre-
vent the supply, sale or transfer directly or indirectly from their territories, or 
by their nationals or using their flag vessels or aircraft to, or for the use in or 
benefit of, Iran, and whether or not originating in their territories, of all items, 
materials, equipment, goods and technology which could contribute to Iran’s 
enrichment-related, reprocessing or heavy water-related activities, or to the 
development of nuclear weapon delivery systems … .”

iii. In Paragraph 9 of U.N. Security Council Resolution 1929, the 
Council: “Decides that Iran shall not undertake any activity related to ballis-
tic missiles capable of delivering nuclear weapons, including launches using 
ballistic missile technology, and that States shall take all necessary measures 
to prevent the transfer of technology or technical assistance to Iran related to 
such activities.”

c. The PRC’s Record of Noncompliance Vis-à-Vis Iran’s Nuclear Program

As this author and his coauthors described in their book, U.S. Nonproliferation 
Strategy for the Changing Middle East, published in January 2013,129 China was in 
2010 through 2012 reportedly the leading procurement and transshipment point 
used by Iran to illicitly procure the additional parts and components it needs for 
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its advancing nuclear and missile programs. The PRC remained noncompliant 
in the years between 2012 and July 2015, when the P-5+1 (including the PRC) 
and Iran announced agreement on the Joint Comprehensive Plan of Action. For 
example, three leading U.K.  experts wrote in October 2013 that “China con-
tinues to be the key source of goods and technology for the prohibited nuclear 
and missile programs of Iran and North Korea, with some officials estimating 
that China is used as a transit route for up to 90% of goods destined for those 
programs.”130

In April 2014, David Albright, Ian Stewart, and Andrea Stricker, leading experts 
on proliferation procurement, wrote that, “a major cause for Iran’s success in evad-
ing trade controls and sanctions lies with the lack of Chinese implementation 
and enforcement of … both its own trade control laws and UN Security Council 
sanctions on Iran.”131 The authors warned that “China’s poor record in this regard 
should be recognized as an international problem requiring urgent action.”132

The PRC failed to crack down on violations of its nonproliferation obligations 
vis-à-vis Iran despite numerous requests that it do so. For example, in October 
2010, the Washington Post reported that “[t] he Obama administration has con-
cluded that Chinese firms are helping Iran to improve its missile technology and 
develop nuclear weapons, and has asked China to stop such activity, a senior 
U.S. official said.”133 The Post quoted a senior U.S. official explaining that “China 
so far has not devoted resources to crack down on violators.”134 “It’s one thing 
to have a system that looks good on the books,” he said, “and it’s another thing 
to have a system that they enforce conscientiously. … Where China’s system is 
deficient is on the enforcement side.”135

Some two years later, the PRC remained unresponsive both to its legal obliga-
tions and to U.S. requests that the PRC implement them. In August 2012, the 
Post reported that “[a] lthough Iran has used Chinese go-betweens in the past, 
U.S. officials said sanctions have forced the isolated and besieged Iranian govern-
ment to rely increasingly on China for economic help and access to restricted 
goods.”136 The article quoted a senior Justice Department official stating, “As 
some countries have retreated from the Iranian market with the imposition 
of increased sanctions, many Chinese companies appear to have moved into  
the void.”137

The August 2012 Post article provided as an example maraging steel, which 
“is a critical material in a new, highly efficient centrifuge that Iran has struggled 
for years to build.”138 “Barred by sanctions from buying the alloy legally, Iranian 
nuclear officials have sought,” said the article, “to secretly acquire it from Western 
companies.”139 According to the article, “in recent years, U.S.  officials say, an 
increasing number of Chinese merchants have volunteered to help, serving as 
middlemen in elaborate schemes to obtain the steel and other forbidden material 
for Iran’s uranium enrichment plants as well as its missiles factories.”140

“The flow of Western technology to Tehran is so persistent,” said the Post in 
August 2012, “that it has emerged as an irritant in relations between Beijing and 
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Washington, prompting the Obama administration to dispatch two delegations 
to Beijing since 2010 to complain.”141 “Yet, despite repeated protests,” accord-
ing to the August 2012 article, “Chinese businessmen continue to offer crucial 
assistance to Iran’s procurement efforts without fear of punishment or censure, 
U.S. officials and nuclear experts say.”142

Several recent U.S.  court cases provide specific, publicly available evidence 
that Iran has used brokers in China to illicitly divert to Iran even exceptionally 
sensitive high-tech goods manufactured by U.S. companies. For example, Sihai 
Cheng, a Chinese citizen, arrived in Boston in December 2014 after being extra-
dited from the U.K.143 Cheng was captured at London’s Heathrow airport in 
February 2014 when he entered the U.K. from China to attend a soccer tourna-
ment.144 Cheng faced U.S. charges for exporting from China to Iran various sen-
sitive U.S.-origin items that were barred from being retransferred to Iran.145 The 
indictment alleged that beginning in 2005, Cheng sold “thousands of parts that 
have nuclear applications, including U.S. origin goods, to Eyvaz, an Iranian com-
pany involved in the development and procurement of parts for Iran’s nuclear 
weapons program.”146

Beginning in 2009, Cheng shipped from China to Iran “more than 1,000 
MKS pressure transducers” manufactured in the United States.147 MKS is a 
company headquartered in Massachusetts.148 Pressure transducers are crucial to 
operation of a gas centrifuge plant.149 Since Iran has been unable to manufacture 
pressure transducers itself, it has had to acquire them overseas for its enrichment 
plants.150 Because pressure transducers have a lifespan of only about three years, 
Iran needs to continue acquiring them.151 Publicly available photographs of 
then President Mahmoud Ahmadinejad at Natanz, an Iranian uranium nuclear 
enrichment facility, show numerous MKS transducers attached to Iran’s gas cen-
trifuge cascades.152 The transfer of such pressure transducers from China to Iran 
violated U.S. export control laws.153

According to Albright, Stewart, and Stricker, “it appears that Chinese authori-
ties took no enforcement action in this case or against illicit exporters of pres-
sure transducers more generally that have been operating from its territory in 
recent years.”154 “It seems unlikely that the Chinese authorities were not aware” 
of Cheng’s activities, said Albright, Stewart, and Stricker.155 They noted that “this 
case is similar to another involving the now infamous serial proliferator Karl 
Lee of the Chinese company Limmt.”156 “For years, international partners asked 
China to take action to halt Lee’s shipments of missile components and materials 
to Iran, but Chinese authorities appear to have taken no enforcement action,” 
said Albright, Stewart, and Stricker.157

The PRC’s purposeful failure to comply with its nonproliferation obligations 
under international law is exemplified by the multiyear saga of LIMMT, a Chinese 
company, and its manager Karl Lee (also known as Li Fangwei). According to a 
Reuters report in March 2013, Lee was still “making millions of dollars” from 
sales of missile parts to Iran.158 At a May 12, 2015, Senate hearing on U.S. nuclear 
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cooperation with China, Thomas Countryman, the U.S. Assistant Secretary of 
State for International Security and Nonproliferation, said the United States 
and China were engaged in “a longstanding dialogue about Karl Lee” and told 
the senators “I will be happy to come back when it produces some meaningful 
results.”159

The U.S. dialogue with China regarding Lee had, as of May 2015, been going 
on, without meaningful results, for some eleven years. Over those eleven years, 
the U.S.  government had taken steps including the following against LIMMT 
and Lee:

• In 2004, LIMMT was publicly sanctioned by the U.S. State Department pur-
suant to § 3 of the Iran Nonproliferation Act for having “engaged in … the 
transfer to Iran … of equipment and technology controlled under multilat-
eral export control lists … or otherwise having the potential to make a mate-
rial contribution to the development of weapons of mass destruction (WMD) 
or cruise or ballistic missile systems.”160

• In 2006, LIMMT was publicly sanctioned by the U.S. Treasury Department 
under Executive Order 13382 for providing material support to Iran’s mis-
sile program.161 Executive Order No. 13382 is an authority aimed at freez-
ing the assets of weapons of mass destruction proliferators and those who 
support them.

• In April 2009, the U.S. Treasury Department publicly sanctioned Karl Lee 
under Executive Order 13382 for his connection to Iran’s missile proliferation 
network and identified eight aliases used by previously designated LIMMT to 
circumvent sanctions.162

• Also in April 2009, Lee was indicted by the Manhattan district attorney in 
New  York state court on 118 counts of falsifying business records in viola-
tion of New  York Penal Law section 175.10, for including false information 
on bank transactions that went through New York City.163 The indictment ref-
erenced Lee’s sales to an Iranian military agency of specialized metals, with 
uses in long-range missiles and nuclear weapons production, that were specifi-
cally banned by the United Nations for sale to Iran.164 According to an analy-
sis by the Center for Science and Security Studies at King’s College London, 
the specialized exports by Lee to Iran which were referenced in the New York 
State indictment included: 30,000 kilograms of tungsten-copper alloy plates 
suitable for producing jet vanes for missiles; 17,000 kilograms of tungsten 
powder suitable for producing nose cones for missiles; 24,500 kilograms of 
maraging steel rods suitable for producing gas centrifuge components and 
missile fuselages; 15,000 kilograms of high strength aluminium alloys suit-
able for producing gas centrifuge components and missile propellant tanks; 
and 200 metric tonnes of high power graphite electrodes and 450 metric 
tonnes of furnace electrodes, both suitable for refining furnaces useful for 
nuclear purposes.165 In announcing the 2009 indictment, Manhattan District 
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Attorney Robert M. Morgenthau referred to Lee’s company, LIMMT, as “per-
haps the largest supplier of weapons of mass destruction to the Iranian gov-
ernment.”166 Adam Kaufmann, an assistant district attorney who oversaw the 
investigation, told the New York Times that Lee also violated Chinese law by 
filing fraudulent shipping documents and said: “We will see what the impact 
of this indictment and announcement will be on his [Lee’s] operations. One 
of the goals is to hopefully seek the assistance of the Chinese government in 
making sure he is shut down.”167

• The U.S. government unsuccessfully asked the PRC several times in 2009 to 
halt specific transactions involving Lee and his company, LIMMT, transfer-
ring technology to Iran.168

• In February 2013, the U.S. State Department publicly sanctioned Karl Lee 
for having “engaged in missile technology proliferation activities.”169 A State 
Department official explained that Lee had been sanctioned because of his 
“proliferation to Iran” since his 2009 indictment.170

• In April 2014, the U.S. Justice Department unsealed new charges against 
Lee, the Treasury Department sanctioned eight Chinese companies for 
serving as front companies for Lee, the State Department offered a $5 mil-
lion reward for information leading to Lee’s arrest, and the Commerce 
Department announced regulatory actions against several companies 
linked to Lee.171 In addition, the U.S. Department of Justice announced the 
seizure of some $6.9  million in funds from accounts at U.S.  banks held in 
the names of foreign banks that hold money for Lee.172 In its indictment, the 
U.S. Justice Department stated that Lee has sold “to Iranian entities various 
metallurgical goods and related components that are banned for transfer to 
Iran by, among others, the United Nations because the items are controlled 
by the Nuclear Suppliers Group (a multinational group that maintains ‘con-
trol lists,’ which identify nuclear-related dual-use equipment, material and 
technology.)”173 In its description of Lee in conjunction with the reward 
announcement, the State Department stated that “it is alleged that from 
2006 through the present time he illicitly and routinely has used front com-
panies based in Eastern China to defraud United States banks, regulators, 
and customers, and frequently arranges for the procurement of United States 
and other dual-use products in violation of United States law and interna-
tional sanctions against Iran.”174 It also stated that “he is allegedly a prolific 
supplier to the ballistic missile program of the Government of Iran.”175

• In December 2014, the State Department published a designation of Lee and 
LIMMT pursuant to § 3 of the Iran, North Korea, and Syria Nonproliferation 
Act, the successor to the Iran Nonproliferation Act pursuant to which Lee was 
first designated by the State Department in 2004.176 The notice made it clear 
that Lee was still engaged in the transfer of goods, services, or technology 
“having the potential to make a material contribution to the development of 
weapons of mass destruction (WMD) or cruise or ballistic missile systems.”
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Despite these U.S. efforts, Lee had, since the 2009 indictment, allegedly traveled 
often to Iran and supplied to firms that make Iranian missiles “15 metric tons 
of high-grade aluminum alloy, more than 20 metric tons of ultra-high strength 
steel, and 1,700  kg of graphite cylinders.”177 Lee also allegedly supplied fiber-
optic gyroscopes that can be used in missiles.178 In other words, Lee’s “activ-
ity was allowed to continue despite U.S.  requests for Chinese intervention.”179 
Indeed, “there is little evidence that the Chinese government undertook substan-
tial investigative action with any consequence in this case.”180

Remarkably, the PRC’s response to the extraordinary U.S. measures under-
taken against Lee in April 2014 was to condemn them. “China resolutely opposes 
the United States citing domestic law to unilaterally impose sanctions on 
Chinese companies or individuals. We believe that what the United States has 
done will not help resolve the issue and will harm bilateral cooperation on coun-
ter proliferation,” said China’s Foreign Ministry spokesman Qin Gang.181 “China 
urges the United States to stop these wrong acts of putting sanctions on Chinese 
companies and individuals and return to the correct path of anti-proliferation 
cooperation,” said Qin.182

It is hard to see the PRC’s continued failure to halt Karl Lee’s exports to Iran’s 
missile program, in the face of repeated U.S. requests to do so, as other than a 
purposeful evasion of China’s legal responsibilities. This looks like an example of 
the type of behavior advised by the PLA’s handbook on international law, which 
instructs PLA officers that they “should not feel completely bound” by interna-
tional laws that are detrimental to the defense of China’s “national interests” but 
rather should focus on those international laws beneficial to China “while evad-
ing those detrimental to our interests.”183

China’s nonproliferation policies have evolved over time. During the 1980s 
and 1990s, several of China’s largest state-owned enterprises sold missiles and 
complete nuclear and missile production facilities to various countries.184 A num-
ber of these state-owned enterprises were sanctioned by the United States.185 
Their large size and broad activities made them relatively vulnerable to economic 
pressure, and their state ownership made it hard for the PRC government to 
claim it was unable to control their exports.

China agreed to abide by the Missile Technology Control Regime guidelines 
in 1991, adhered to the Nuclear Nonproliferation Treaty in 1992, became a mem-
ber of the Zangger Nuclear Exporters Committee in 1997, and joined the Nuclear 
Suppliers Group in 2004.186 China has also voted for all of the U.N. Security 
Council Resolutions imposing sanctions on Iran’s nuclear and missile programs. 
On paper, China became a member of the nonproliferation regime.

In recent years, Chinese state-owned enterprises have reportedly largely 
ceased their involvement in proliferation.187 Instead, China’s private sector is 
now the primary Chinese source of goods for prohibited programs.188

In the May 2015 Senate hearing on U.S.  nuclear cooperation with China, 
Assistant Secretary Countryman asserted that continued private sector illicit 



[ 182 ]  Lawfare

exports from China to Iran’s nuclear program are “a separate question from 
direct Chinese government assistance to a nuclear program in Iran,” which he 
said “China terminated.”189 “Over the last 15 or 20  years,” said Countryman, 
“what we’ve seen is that Chinese state-owned enterprises are out of the business 
of proliferating technology to North Korea and Iran.”190

Countryman added that “the Chinese government simply does not have cur-
rently the bureaucratic enforcement capability, and does not yet have all the leg-
islation it ought to have in order to adequately control dual-use exports.”191 When 
asked why the Chinese government did not have this in place, Countryman 
stated “they need a higher level of political commitment to meet the standards” 
and said “they have not yet committed the resources that would be necessary.”192

Senator Edward Markey (D-MA), a longtime leading congressional advo-
cate for nonproliferation, responded that “it’s preposterous to conclude that the 
Chinese government is incapable of shutting this down.”193 “The Chinese gov-
ernment says they … can’t figure out how to shut [Karl Lee] down or guys like 
him,” said Markey, noting that at the same time, “they figured out how to jail 44 
journalists last year” and “they figured out how to put 27,000 Muslim minorities 
in the Uighur region in prison last year.”194 “Maybe China has just subcontracted 
this out to the private sector,” said Markey, “maybe China has done this in order 
to protect the guilty—you know, the Chinese government … so their fingers 
aren’t on it, but yet they can do the favors for Iran, Pakistan, other countries.”195 
“That’s what I  think is going on,” said Markey, stating that “the reason it’s too 
hard is that they’ve subcontracted this out to Karl Lee.”196

In a July 2015 Newsweek article, Jeff Stein reported that “starting with the 
Clinton administration over a decade ago, China’s response to behind-the-scenes 
protests from the U.S. over Lee’s activities has ranged from ‘never heard of him’ to 
‘go fish,’ according to present and former officials.”197 “Many Lee-watchers,” said 
Stein, “think he’s Beijing’s man in Tehran, a very useful cutout for arms sales, a 
‘private businessman’ they can pretend is freelancing.”198

The scale and persistence of Karl Lee’s activities do appear to indicate that 
he acted as a proxy for the PRC government. Lee’s role in supporting Iran’s 
missile program appears analogous to the role of private sector Chinese 
cyberattackers in hacking the computers of Western governments and busi-
nesses. The PRC government reportedly sponsors vast numbers of such illicit 
cyber intrusions by ostensibly private actors in China in such a manner as to 
make it very difficult for the U.S.  government to hold the PRC government 
accountable.199

Because Lee is ostensibly a private actor, the U.S. government has been unsuc-
cessful in holding any element of the Chinese government accountable for his 
activities. The large size and broad activities of the Chinese state-owned entities 
engaged in proliferation during the 1980s and 1990s made them relatively vul-
nerable to economic lawfare, and their state ownership made it hard for the PRC 
government to claim it was unable to control their exports. In contrast, with Karl 
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Lee, the PRC government has been able to gain the policy benefits of aiding Iran’s 
missile program without paying any economic penalties and while still claiming 
to be a member in good standing of the nonproliferation regime.

So long as it is ostensibly private Chinese companies that are involved, the 
PRC apparently can argue, with enough plausibility to get away with it, that it is 
not in violation of its international legal obligations. The PRC can assert—vis-à-
vis its Resolution 1737 and 1929 obligations to prevent the supply to Iran of 
items and technology that could contribute to Iran’s nuclear weapon delivery 
systems—that it took the necessary measures as best it could, but had insufficient 
capacity to police private transactions.200

d. U.S. Lawfare Options for Responding

What options do the United States and other concerned states have in these 
circumstances? Is there a way for the United States and other concerned states 
to attribute proliferation by Karl Lee and other ostensibly private persons on 
Chinese territory to the PRC government and hold the PRC directly accountable 
under international law?

The threshold under international law for such attribution is remarkably high. 
Many scholarly articles have been written on the topic of state responsibility 
under international law, a detailed discussion of which is outside the scope of 
this book. The preeminent “state responsibility” test is the ICJ’s judgment in the 
Nicaragua case.201 In that case, the ICJ held that for an act of a non-state armed 
group to be attributable to a state requires “effective control” by the state, such 
that even “financing, organizing, training, supplying and equipping” as well as 
“the selection of its military or paramilitary targets and the planning of the whole 
of its operation” is not enough to meet the exacting threshold.202

This would make it very difficult for the United States to attribute Lee’s activi-
ties to the PRC government. It certainly seems unlikely that the United States 
could bring a successful ICJ case against the PRC for failure to implement its 
U.N. Security Council resolution and other nonproliferation obligations. Nor, 
in light of the United States’ own challenges controlling the activities of private 
U.S. persons, would such an action, setting such a precedent, be advisable.

So, what are the United States’ options? In U.S. Nonproliferation Strategy for 
the Changing Middle East,203 this author and his coauthors recommended that 
the U.S.  government formally designate the PRC as a “destination of diver-
sion concern” under U.S.  law. Title III, “Prevention of Diversion of Certain 
Good, Services, and Technologies to Iran,” was enacted on July 1, 2010, as 
part of the Comprehensive Iran Sanctions, Accountability, and Divestment 
Act (CISADA).204 Title III provides that “the President shall designate a coun-
try as a Destination of Diversion Concern if the President determines that the 
government of the country allows substantial diversion of goods, services, or 
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technologies described in section 302(b) through the country to Iranian end-
users or Iranian intermediaries.”205

Title III defines the term “allow” to mean “the government of the country 
knows or has reason to know that the territory of the country is being used for 
such diversion.”206 Such a designation would require enhanced licensing require-
ments, including a presumption of denial, for exports from the United States to 
China of the types of proliferation-sensitive goods, services, and technologies 
that the President determines have been diverted through China to Iran.207

Publicly available information—including the PRC’s failure to crack down on 
Sihai Cheng and especially Karl Lee—indicates that the Chinese government 
has acted in a manner inconsistent with CISADA Title III, in that the Chinese 
government “allows substantial diversion of goods, services, or technologies 
described in subsection 302(b) through the country to Iranian end-users or 
Iranian intermediaries,”208 and that the Chinese government “knows or has rea-
son to know that the territory of the country is being used for such diversion.”209 
China thus fits CISADA’s definition of a “Destination of Diversion Concern.” 
The Joint Comprehensive Plan of Action, which was announced by the P-5+1 and 
Iran on July 14, 2015, and the related U.N. Security Council Resolution 2231 of 
July 20, 2015, provide for continued restrictions on the supply to Iran of vari-
ous proliferation-sensitive goods, services, and technologies that fall within the 
ambit of CISADA Title III.

Designating China as a “Destination of Diversion Concern” could reduce 
the dangerous supply to Iran of proliferation-sensitive goods, services, or tech-
nologies by (1) requiring enhanced scrutiny by U.S. government licensing agen-
cies of specific proliferation-sensitive exports from the United States to China; 
(2) increasing pressure on the Chinese government to crack down on diversion 
through China to Iranian end users and Iranian intermediaries; and (3) helping 
secure support from other countries that likewise face challenges in ensuring 
that their exports to China do not end up in Iran.

This provision would seem on its face to be a clever, albeit mild example of 
lawfare. It is a legal tool carefully calibrated to match China’s ostensibly permis-
sive rather than directive proliferation to Iran. However, the executive branch 
has refrained from making such a designation, reportedly in part because the 
PRC tends to retaliate against U.S. executive branch naming and shaming (and 
especially of China as a nation rather than particular Chinese entities). The 
U.S.  executive branch is particularly vulnerable to such retaliation, including 
because its diplomats, unlike members of Congress, regularly seek meetings and 
engage in negotiations with Chinese officials on a variety of issues. As an example 
of how such retaliation works, “after U.S. arms sales to Taiwan, Chinese govern-
ment officials have previously become unavailable to meet with U.S. officials con-
nected with arms and non-proliferation controls.”210

So the U.S.  government in summer 2015, after at least ten years of trying, 
had apparently not found a way to successfully pressure the PRC government 
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to crack down on Karl Lee. While the United States is obviously not averse to 
using kinetic warfare, including especially drone strikes, against adversaries of 
other nationalities, that does not seem to be an option with regard to a Chinese 
national, especially one located in China. In light of PRC drone capabilities, such 
a kinetic attack by the United States would set a very dangerous precedent.

What lawfare options does the United States have for taking direct action 
against individual Chinese brokers such as Karl Lee? Karl Lee has already been 
designated and indicted several times, to no evident effect, and avoids traveling 
to countries where the United States could seize him.211

As of summer 2015, the most impactful lawfare tool the U.S. government had 
deployed against Karl Lee (also known as Li Fangwei) was likely the U.S. Justice 
Department’s April 2014 seizure of some $6.9  million in funds from accounts 
at U.S.  banks held in the names of foreign banks that were holding money for 
Lee.212 This unusual move appeared to be a deployment against Lee personally 
of the type of lawfare that Chapters 2 and 3 describe the United States undertak-
ing against third-country banks and energy companies doing business with the 
government of Iran. The move against Lee was a particularly aggressive variant 
of such pursuit of businesses transacting with a target. It was arguably a kind of 
lawfare version of the incident described in Chapter  8 of Israeli special forces 
forcibly seizing from an Arab Bank branch the precise numbers of dollars that 
were held there in various terrorist-related bank accounts. Similar to in the Arab 
Bank raid, in this Lee case “the onus is placed on Li’s bank to make itself whole 
again, by deducting assets from Li’s personal accounts.”213

According to the Department of Justice, the $6.9 million in “seized funds are 
substitutes for money held by Li Fangwei’s front companies at banks in China and 
were seized from accounts at U.S. banks held in the name of foreign banks used 
by these front companies to conduct U.S. currency transactions.”214 The $6.9 mil-
lion “represents funds used by the Li Fangwei front companies to engage in trans-
actions that violate the U.S. sanctions laws and thus are subject to forfeiture.”215 
The Justice Department emphasized that “there are no allegations of wrongdoing 
by the U.S. or foreign banks that maintain these accounts.”216 “Because the funds 
used in those transactions are held in banks overseas, the United States is unable 
to seize the funds directly,” said the Justice Department.217 However, pursuant 
to U.S. law, the United States can “seize funds located in a bank’s correspondent 
accounts in the United States if there is probable cause to believe that funds sub-
ject to forfeiture are on deposit with that bank overseas,” and did so in this case.218

The fund seizure likely will help deter banks from doing business with Karl 
Lee. It will likely also be a cost borne by him personally, and may impact his abil-
ity to pay for goods he has ordered.219

In light of the relatively little direct leverage the United States has over 
individual Chinese brokers like Karl Lee, it would not be surprising to see the 
U.S. government begin to engage more frequently in identifying and pressuring 
the larger businesses that provide key services to such brokers and similar targets. 
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Chapters 2 and 3 describe and analyze the effectiveness of U.S.  lawfare in dis-
suading third-country banking and energy companies from doing business with 
Iran. Chapter  8 describes and analyzes the effectiveness with which an Israeli 
NGO, Shurat HaDin, prevented a Gaza-bound flotilla from leaving Greece by 
using lawfare to dissuade maritime insurance and telecommunications compa-
nies from providing services to the flotilla.

Drawing a lesson from these successes, as well as the bank seizures in the 
Karl Lee case, the United States might be able to significantly hinder or stop 
Karl Lee by identifying and pressuring several of the larger Chinese businesses 
that provide him with services—including Internet, telephone, airline, ship-
ping, and other services. As one business in a sector stops providing him with 
service, others might be deterred from jumping in (potentially, as in the energy 
sector, by the United States deploying information gathered by the business that 
has already stopped and does not want to see its rivals fill the gap). If multisec-
tor third-party sanctions can, in this globalized era, be imposed effectively on 
an entire nation such as Iran and a Gaza-bound flotilla, perhaps they can also 
be imposed effectively on particular bad actor individuals and proxies such as 
Karl Lee.

IV. FUTURE PRC LAWFARE AND POTENTIAL U.S.  
AND ALLIED RESPONSES

A. The Future of PRC Lawfare

The PRC will likely become far more adept at waging lawfare over the coming 
decades. While the PRC’s engagement with international law has grown signifi-
cantly over the last decade, the PRC’s engagement was starting from a low base-
line and still has considerable room to grow.

Until the last decade or so, China’s engagement with international law was 
relatively minimal. The PRC was admitted as a member of the U.N. system only 
in 1971, when it replaced Taiwan. Thus, the PRC did not have a seat at the table 
when the rules were written for the major post-World War II international insti-
tutions, including the United Nations, the World Bank, and the International 
Monetary Fund. The PRC’s engagement with international law was also mini-
mized by internal factors, including the Cultural Revolution of 1966 to 1976, 
when China abolished its law schools and diverted lawyers to other fields.220 Even 
as late as the 1990s, the PRC had, in the recollection of this author, a very low 
profile and very little influence in the several U.N. treaty negotiations at which he 
represented the United States. The PRC was, at that time, severely hampered in 
international legal fora by its diplomats’ poor English and unsophisticated under-
standing of international law.

In contrast, the PRC now has “sophisticated legal institutions” and “the 
third largest number of lawyers in the world.”221 Within the last decade, the 
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PRC has taken an “increasingly assertive and proactive stance” within inter-
national organizations and has “evolved into a highly effective player.”222 
“Both in terms of its ability to advance its own agenda, as well as its ability to 
deflect objectionable proposals from other quarters,” the PRC has become “a 
shrewd, savvy, and successful operator.”223 In contrast with the past, the PRC 
has in recent years sent “extremely smart, capable, articulate and frequently 
Western-educated individuals to represent its interests” before international 
organizations.224

One reflection of China’s growing emphasis on developing world-class 
international lawyers is the expanding, and increasingly successful, involve-
ment of Chinese teams in the Philip C.  Jessup International Law Moot Court 
Competition. Jessup is the world’s largest moot court competition, with partici-
pants from over 550 law schools in more than eighty countries.225 Carol Kalinoski, 
an American lawyer, helped introduce the Jessup competition to China in 2002 
and has served since as a judge for the Jessup competition international rounds.226 
According to Kalinoski, the Chinese teams have, over the past decade, improved 
more than any other country’s teams.227 “While the U.S. teams seem to be getting 
weaker in recent years,” says Kalinoski, “the Chinese teams keep improving.”228 
For example, in 2014, the team from China’s Wuhan University submitted the 
sixth-highest ranked written presentation, scoring higher than all but two par-
ticipating U.S. law schools.229

For the United States and its allies, it is critical to attempt to identify and 
prepare for the additional lawfare arenas and types of lawfare in which the PRC 
seems most likely to engage in the future. Such an analysis is best organized in 
terms of (a) which specific additional lawfare arenas and types the PRC might 
engage in whether or not armed conflict breaks out between the PRC and the 
United States or its allies and (b) which specific additional lawfare arenas and 
types the PRC might engage in if, but only if, armed conflict breaks out between 
the PRC and the United States or its allies.

If U.S.-PRC tensions increase significantly, even in the absence of armed con-
flict between the two, the PRC seems likely to strongly consider using its eco-
nomic leverage over the United States and its allies to wage economic lawfare. As 
illustrated in Chapter 3, U.S. economic lawfare has relied in significant part on 
Washington’s regulatory jurisdiction over individual private companies, includ-
ing many that are based outside the United States. It is important to note that 
many U.S. companies now have significant assets located in, or otherwise sub-
ject to the regulatory jurisdiction of, the PRC. For example, as of 2013, U.S. for-
eign direct investment in China totaled $61 billion, and China was estimated 
to be a $350 billion annual market for U.S. firms, the third-largest U.S. export 
market.230

Many major U.S.  firms are heavily dependent on the Chinese market. For 
example, General Motors reportedly sold more motor vehicles in China than in 
the United States each year from 2010 to 2014, and Boeing predicted in 2014 
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that over the next twenty years, China will be its largest commercial airplane 
customer outside the United States.231 China was also estimated to be the largest 
source of U.S. imports, with the United States importing $67 billion in computer 
equipment alone from China in 2014.232

It would not be surprising to see the PRC explore ways of using that lever-
age to influence U.S. policy toward the PRC. Indeed, following the U.S. sale of 
new military equipment to Taiwan in 2009, PRC officials threatened to impose 
sanctions on U.S. companies conducting business in China.233 Although no such 
sanctions were imposed, it was made clear that the PRC was willing to at least 
strongly consider leveraging U.S. access to Chinese markets to achieve foreign 
policy objectives.234

Another arena in which the PRC has considerable leverage over the United 
States is the financial arena. By December 2014, Chinese investment in U.S. 
Treasury securities had reached $1.24 trillion, some 20 percent of the total for-
eign investment in U.S. Treasury securities.235 According to Juan Zarate, a for-
mer assistant secretary of the U.S. Treasury, “China’s deep investment in U.S. 
Treasuries gives it enormous potential leverage in a confrontation with the 
United States, yet it has restrained itself from doing anything to undermine the 
value of the dollar or confidence in the U.S.  economic system.”236 It has been 
said that “if you owe the bank $10,000 the bank owns you, if you owe the bank 
$10 million you own the bank.” The size of the PRC’s investment may be so great 
as to make the PRC feel that, in the absence of extreme circumstances, it has a 
stake in maintaining the health of the U.S. financial system.237 The PRC may nev-
ertheless find a creative way of using its investment in U.S. Treasuries as lawfare 
leverage against the United States.

The PRC has already engaged in at least one instance of economic lawfare 
against Japan. In September 2010, a Chinese fishing boat collided with two 
Japanese coast guard ships about forty minutes apart as the boat tried to fish 
in waters controlled by Japan but long claimed by the PRC.238 Japan detained 
the Chinese boat’s captain and refused at first to release him, saying his case 
was being handled by Japan’s court system.239 The PRC government then qui-
etly blocked exports to Japan of rare earth elements, a category of minerals 
that play a critical role in Japan’s manufacturing sector.240 The PRC reportedly 
did so by quietly advising Chinese companies to halt rare earth exports and 
quietly ordering PRC customs officials to discretely block any such exports.241 
Publicly, PRC officials denied having imposed an embargo,242 while asserting 
that all of China’s rare earth exporters “simultaneously decided to halt ship-
ments because of their personal feelings towards Japan.”243 Had there been 
a public announcement of a government-mandated export ban, Japan could 
have filed an immediate complaint with the World Trade Organization, alleg-
ing a violation of free trade laws.244 However, the PRC’s quiet blocking of such 
exports, combined with a public denial that it was taking such a step, sent a 
message to Japan without incurring legal consequences. A few days later, Japan 
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released the Chinese captain.245 When China lost a WTO ruling in 2014 in 
relation to its formal restrictions on rare earth exports, the ruling did not 
address the PRC’s informal embargo on Japan, nor prevent a future such infor-
mal embargo.246

Since China mines some 70 to 90 percent of the world’s rare earth minerals,247 
it would not be surprising to see the PRC continue to leverage this trade for for-
eign policy purposes. The U.S. military could be particularly vulnerable to rare 
earth lawfare, as rare earths are used in equipment including U.S. tanks, naval 
vessels, and missile guidance systems.248 In a July 2014 report, the Inspector 
General at the U.S. Department of Defense expressed concern about the risk 
that rare earth “shortfalls will adversely affect critical weapons systems produc-
tion … and overall DOD readiness.”249

Should armed conflict break out between the PRC and the United States or 
an East Asian country such as Japan that is relatively heavily influenced by law 
and public opinion, it would not come as a shock to see the PLA engage, as have 
the Taliban and Hamas, in placing military assets in or around schools and hos-
pitals, in the hopes of either deterring attacks or, if attacks do take place, accusing 
China’s adversary of harming innocent civilians. Such battlefield lawfare tactics 
would be consistent with both China’s legal warfare doctrine and also its psycho-
logical warfare doctrine and media warfare doctrine. For example, the PLA’s text 
The Science of Military Strategy discusses the need to “reveal a lot of the war crimes 
committed by the opponent in violation of law so as to win over universal sympa-
thy and support from the international community … to compel [the] opponent 
to bog down in isolation and passivity.”250

In his superb article titled Winning Without Fighting: Chinese Legal Warfare, 
Dean Cheng, an expert on China’s military doctrine, asserts that the PLA sees 
lawfare as “an offensive weapon capable of hamstringing political opponents 
and seizing the political initiative in wartime,” including by raising “doubts … 
about the legality of adversary actions, thereby diminishing political will and 
support.”251 Such legal warfare dovetails with PLA psychological warfare, which 
is designed to disrupt “the enemy’s decision-making capacity by sapping their 
will, arousing anti-war sentiments … and causing an opponent to second-guess 
himself—all while defending against an opponent’s attempts to conduct similar 
operations.”252

Should armed conflict break out between the PRC and the United States or 
any other adversary, the PRC would likely engage in various types of offensive 
instrumental lawfare. Because the PRC is better prepared than are its potential 
adversaries for offensive instrumental lawfare during armed conflict, especially 
at the tactical level, it is likely to see it as an advantage and engage in it quite 
vigorously.

The PRC is better prepared in two major ways. First, the PRC’s formal adop-
tion of lawfare as a major component of its strategic doctrine, and the fact that 
its published lawfare literature is far more developed than that of its potential 
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adversaries (including the United States), almost certainly indicates that it has 
spent far more time developing specific plans and tactics for engaging in lawfare 
during armed conflict.

Second, in comparison with the United States, decision-making for PRC 
offensive lawfare operations is more closely integrated with PRC kinetic warfare 
operations. Because the primary responsibility for PRC lawfare is assigned to the 
PLA, and PRC discussions of lawfare “emphasize the importance of coordinating 
military and legal operations,” PRC “legal warfare operations may be integrated 
into military operations more smoothly than in Western military operations.”253 
In the U.S. government, in contrast, the Treasury and State Departments, rather 
than the Defense Department, currently play the leading role in the United States’ 
relatively limited “offensive” lawfare activities. Cheng notes that not only are 
these U.S. actions “not necessarily coordinated with military actions; they are not 
even necessarily considered (by the implementing bodies) to be offensive legal 
warfare.”254

PRC offensive instrumental use of lawfare during wartime could occur in a 
variety of arenas. Noting that the success of U.S. military operations in the Far 
East may hinge on access to foreign bases, Cheng suggests that the PRC in war-
time could, presumably via local lawyer proxies, file a variety of legal motions—in 
U.S., Japanese, Philippine, Australian, or other courts—designed to complicate 
and delay any U.S. intervention.255 For example, Japan’s pacifist constitution and 
other laws could conceivably provide grounds for raising legal issues about any 
wartime “support provided by Tokyo to the United States.”256 Even if such chal-
lenges are ultimately unsuccessful, they could both help undercut Japanese polit-
ical will to assist the United States and force the U.S. military to invest resources 
in alternative plans and bases.

Alternatively, the PRC might wage lawfare directly against particular 
U.S. or allied commanders. PRC analyses of the second Iraq War have noted 
with great interest that the U.S.-led coalition contacted Iraqi generals directly 
to warn them that they would be prosecuted if they followed any orders by 
Saddam Hussein to use weapons of mass destruction.257 Given Chinese cyber 
prowess, it would not be surprising if the PLA during wartime were to find a 
way to reach out to U.S.  officers via the Internet and seek to dissuade them 
from engaging in some or all military activities by asserting that such activi-
ties would violate international law.

Such assertions might be particularly effective if combined with PRC use 
of local proxy lawyers deploying universal jurisdiction provisions to persuade 
third-party nation courts to issue warrants for the arrest of U.S. and allied mili-
tary and political leaders.258 As described in Chapters 1 and 6, universal juris-
diction complaints alleging war crimes in Afghanistan and Iraq were brought in 
Europe against former President George W. Bush,259 then Secretary of Defense 
Rumsfeld,260 and then Secretary of State Colin Powell,261 in most cases by non-
governmental organizations. A campaign secretly organized and funded by the 
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vast resources of the PLA could take such universal jurisdiction complaints 
against U.S. officials to a whole new level.

B. Potential U.S. and Allied Responses to Future PRC Lawfare

What steps might the United States and its allies take now to protect themselves 
against such future PRC lawfare?262 Dean Cheng provides several excellent sug-
gestions.263 The following options include several of Cheng’s suggestions plus 
several more from this author.

1. Weigh New Obligations in Light of Lawfare Risks

The United States and its allies should weigh any relevant new international legal 
obligations in light of the possibility that the PRC might try to use those obli-
gations to hamstring the United States in the event of a Sino-American armed 
conflict while not itself complying with the rules it invokes.264 This is particularly 
the case for international legal obligations in arenas—such as maritime, avia-
tion, space, cyberlaw, and nonproliferation—where the PRC is already waging 
lawfare.

2. Prepare for PRC Battlefield Lawfare

The United States and its allies should prepare in advance for the possibility that 
the PLA will engage, as have the Taliban and Hamas, in placing military assets 
in or around schools and hospitals, in the hopes of either deterring attacks or, if 
attacks do take place, accusing China’s adversary of harming innocent civilians. 
As described in Chapter  7, Israel has developed relatively sophisticated coun-
termeasures to such lawfare, including by providing Israel’s combat units with 
equipment and specialists that acquire real-time videos of military activities. The 
United States and its allies should prepare to use such methods to counteract  
the PLA.265

3. Prepare to Systematically Identify and Publicize PRC Violations

The United States and its allies should be prepared to, in case of a Sino-American 
armed conflict, systematically identify and publicize PRC violations of interna-
tional laws.266 The capacity to do so will be particularly important if the PRC 
vigorously accuses the United States and its allies of violating international laws 
while the PRC itself has a far worse record of compliance.
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4. Consider Options for Increasing PRC Compliance

The United States and its allies should consider now whether there are ways to 
start encouraging increased PRC compliance with international law, and espe-
cially the law of armed conflict. This is particularly important since some types of 
PRC lawfare are rendered more effective by the current greater U.S. emphasis on 
compliance with international law, including the law of armed conflict. A study 
of how and why relevant other countries have increased their compliance with 
international law, and especially the law of armed conflict, could help identify 
ideas applicable to fostering PRC compliance.

5. Emulate PRC Seriousness About Lawfare

The United States and its allies should immediately consider adopting lawfare as 
a major component of their strategic doctrines, as the PRC has done. The United 
States and its allies should also strongly consider closely integrating their law-
fare operations with their kinetic military activities, as the PRC has done.267

6. Identify Potential U.S. and Allied Points of Lawfare Leverage  
over the PRC

As described in the previous section, the PRC has several points of considerable 
economic leverage over the United States and its allies that China could relatively 
quickly use to wage economic lawfare. The United States and its allies should 
identify points of “low-hanging” economic and other leverage over the PRC and 
assess in which circumstances, if any, and how they could wisely be used to wage 
lawfare against the PRC or to deter or counter lawfare by the PRC.

For example, the U.S. government has regulatory leverage over many major 
Chinese companies because they are listed on U.S.  stock exchanges. The first 
Chinese company was listed on the New  York Stock Exchange in 1992,268 
and the first was listed on the NASDAQ in 2000.269 As of September 2014, 
106 Chinese companies were listed on the New York Stock Exchange and the 
NASDAQ , including giant state-owned companies such as PetroChina and 
Chinamobile.270

In addition, China (excluding Hong Kong) had FDI (foreign direct invest-
ments) in the United States totaling some $8.1 billion as of 2013.271 Some 
Chinese investments in the United States could have both lawfare and other 
national security significance if tensions increase between the United States 
and PRC. For example, Lenovo, a Chinese-owned company, acquired Motorola 
Mobility, a U.S.-based cellphone manufacturer, in October 2014.272 In February 
2013, CNOOC, a Chinese state-owned entity, acquired Nexen, a Canadian oil 
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and gas company with production assets within U.S.  jurisdiction in the Gulf 
of Mexico.273 The U.S.  government should analyze whether there are circum-
stances in which it would make sense to use such leverage, for example to deter 
or respond to PRC deployment of some or all of its economic lawfare leverage 
against the United States.

7. Assess Advantages and Disadvantages of Various Types of Offensive  
U.S. Lawfare Against the PRC

In addition to identifying points of leverage for deterring or responding to PRC 
lawfare, the United States and its allies should carefully assess the advantages 
and disadvantages of adopting a strategy of using offensive lawfare against the 
PRC as systematically and actively as the PRC is using lawfare against the United 
States and its allies. Are there specific objectives that could be usefully achieved 
by a U.S. lawfare campaign against PRC targets? Would such a campaign be, on 
balance, beneficial to U.S. interests? For example, how useful would creative new 
lawfare strategies be for going after PRC cyber hackers and nuclear traffickers 
that currently seem to be operating largely with impunity? In making such an 
assessment, the United States and its allies should carefully weigh how, and to 
what extent, their employment of such lawfare against the PRC might set a prec-
edent that the PRC could use against them.

8. Prepare for PRC-Instigated Civil Litigation and Universal  
Jurisdiction Lawfare

The United States and its allies should start analyzing, and prepare to defend 
against, how PRC-funded attorneys could use various laws in countries where 
the United States has bases to complicate or delay U.S. military activities.274 The 
United States and its allies should also familiarize themselves with, and be pre-
pared to defend against, universal jurisdiction provisions in third-party national 
laws that could be used to bring war crimes charges against U.S. and allied offi-
cials in the event of a Sino-American armed conflict.275

9. Identify and Prepare for PRC Next Steps in Current  
Lawfare Arenas

The United States and its allies should carefully assess what the PRC’s next and 
future steps, including in the event of a Sino-American armed conflict, might 
be in the maritime, aviation, space, cyber, and other arenas in which the PRC 
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is currently waging lawfare. As part of this assessment, the United States and its 
allies should consider what steps should be taken now to deter, constrain, and 
protect against future PRC attacks in those arenas.

10. Identify and Prepare for PRC Waging Lawfare in New Arenas

The United States and its allies should systematically seek to identify and analyze 
other, new arenas in which the PRC might effectively wage lawfare, including 
in the absence of armed conflict, and consider what steps should be taken now 
to deter, constrain, and protect against future PRC attacks in those new arenas. 
Several such arenas were discussed earlier in this chapter. One of those arenas 
is potential PRC use of its regulatory leverage over the many U.S.  companies 
that now have significant assets located in, or which otherwise are subject to the 
regulatory jurisdiction of, the PRC. The PRC seems likely to explore replicat-
ing the United States’ willingness to use civilian regulatory muscle to pursue 
national security goals through the tactic of direct threats to take legal action 
against individual foreign private companies. A  second arena includes natural 
resources (such as rare earth) or manufactured items with regard to which the 
PRC has a monopoly or near monopoly. A third arena is China’s vast holdings of 
U.S. Treasury securities.

11. Minimize Exploitable Differences Between Allies

The United States and its allies in East Asia should quickly take steps to iden-
tify and address any differences between their legal systems and legal advisers 
that could create points of vulnerability in a Sino-American armed conflict.276 
NATO operations have at times been hampered by differences between 
NATO members over what qualified as a legitimate military target.277 Such 
problems are likely to be considerably worse in a conflict waged in partner-
ship with major but non-NATO allies such as Australia, Japan, New Zealand, 
South Korea, and the Philippines, and against the PRC, which is exceptionally 
prepared to wage legal warfare, including by exploiting differences between 
allies.

12. Consider Whether Useful Options Exist for Agreements  
to Limit Lawfare

The United States should consider whether a bilateral or multilateral agreement 
limiting in some ways the waging of lawfare between the United States and PRC 
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would be feasible and useful. Any such consideration should include an assess-
ment of the likelihood of the PRC complying in different circumstances and the 
potential for effectively monitoring such compliance.

13. Maximize Current U.S. Preeminence in Shaping International Law

The United States should systematically analyze how best to take advantage of, 
and if possible lengthen, its current window of preeminence in shaping interna-
tional law. As Professor Philip Bobbitt put it, crafting enduring legal rules is one 
way “the U.S. can extend its influence beyond its temporary preeminence.”278 In 
light of the rapid increase in quality of the PRC’s international lawyers, the United 
States should consider how to (a) take advantage of or lock in its preeminence 
while it still exists and (b) enhance its expertise in key areas in which the PRC 
improvement could tip the balance of future lawfare between the two countries.





CHAP TER  5

The Palestinian Authority’s Lawfare 
Against Israel

“Internationalization of the conflict as a legal matter.”
—Mahmoud Abbas

I. INTRODUCTION

The Israeli-Palestinian conflict is the closest thing the world has to a lawfare labo-
ratory. Hamas, Israel, the Palestinian Authority (PA), and their allies are each 
vigorously waging lawfare, albeit in different ways. Much as the Spanish Civil 
War served as a testing ground for weapons and tactics subsequently used in 
World War II,1 the Israeli-Palestinian conflict is foreshadowing lawfare strategies 
and tactics that will soon be replicated in other conflicts. In light of the cutting-
edge sophistication, intensity, and variety of lawfare in the Israeli-Palestinian 
conflict, this book includes four chapters on lawfare in that conflict.

This first of the chapters focuses on the PA’s use of law as a weapon against 
Israel and on Israel’s and Israel’s allies’ responses to that lawfare. PA President 
Mahmoud Abbas explained the PA’s lawfare strategy in a 2011 New York Times 
op-ed, in which he wrote that United Nations recognition of Palestine as a mem-
ber state “would pave the way for the internationalization of the conflict as a legal 
matter, not only a political one.”2 “It would also pave the way for us to pursue 
claims against Israel at the United Nations, human rights treaty bodies and the 
International Court of Justice,” wrote Abbas.3 What the PA cannot seem to win 
from Israel through the negotiations process, or militarily, it is thus trying to win 
through “internationalization of the conflict as a legal matter.”

Lawfare. Orde F. Kittrie.
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As this chapter will describe, the PA’s lawfare campaign against Israel has been 
remarkably impactful. For example, in 2013, in exchange for a nine-month hiatus 
from the PA’s lawfare campaign, Israel agreed to release from its prisons dozens of 
terrorists, many of whom had brutally murdered Israeli civilians. The PA’s acces-
sion to the International Criminal Court in early 2015, following the conclusion 
of that hiatus, was poised to have a particularly significant impact on numerous 
aspects of the Israeli-Palestinian conflict, including conventional Israeli military 
tactics, Israeli settlements, and lawfare in other forums.

Chapter  6 focuses on the somewhat different type of lawfare being waged 
against Israel by the PA’s non-governmental allies—including both Palestinian 
and non-Palestinian non-governmental organizations. It also discusses the 
responses of Israel and its allies to that NGO lawfare. While the PA is waging law-
fare against Israel on the battleground of international organizations and treaties, 
the PA’s non-governmental allies are principally waging lawfare on the battle-
ground of national courts of third countries (i.e., neither Israel nor Palestine).

The lawfare being waged against Israel by Palestinian and allied NGOs has 
been remarkably impactful. Although Israel and its allies have won almost every 
court case, the process has typically been very costly. Several foreign companies 
doing business with Israel have been subjected to multiyear litigation, police 
raids, and the like. The cost of the process has deterred a number of the com-
panies, including some who have won in court, from continuing to do business 
with Israel. In addition, while not a single one of several “universal jurisdiction” 
lawsuits has resulted in the conviction of an Israeli official, several high-ranking 
Israeli officials have had their freedom of movement curtailed. Almost all of the 
national court litigation relating to Israel has been based on accusations that the 
defendants are complicit in Israeli violations of international law. If the PA’s law-
fare in the international arena continues to gain ground on Israel, the number 
of national court actions may increase significantly, and their dispositions could 
become far less favorable to Israel and its allies.

Chapter 7 focuses on the very different lawfare being waged against Israel 
by Hamas. While the PA and its allies have used law as a weapon against Israel 
in international forums and national courts, Hamas has proven to be one of 
the world’s most persistent wagers of compliance-leverage disparity lawfare. 
Hamas deploys battlefield tactics designed to gain advantage from the far 
greater leverage which international law and its processes exert over Israel than 
over Hamas. According to a study published by the U.S. Army, Hamas “pre-
fers to hide and fight among the civilian population, using civilians as protec-
tion.”4 By hiding behind civilians, Hamas forces Israel to either forgo attack or 
attack and risk being accused of war crimes. Hamas thus manages to accom-
plish several objectives, including causing Israeli armed forces to fight with 
one hand tied behind their back and eroding support for Israel by making it 
appear that Israel is to blame for civilian casualties and waging war in violation 
of international law.
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Hamas hiding behind the civilian population of Gaza appears to have reached 
new heights during the 2014 war between Israel and Hamas, during which the 
New York Times reported that Hamas stored weapons in mosques and schools, 
launched rockets from near homes and schools, and encouraged residents not to 
flee their homes when alerted by Israel to pending strikes.5 The government of 
Israel has developed a number of exceptionally sophisticated mechanisms and 
strategies for defending against Hamas’s battlefield lawfare, including the estab-
lishment of a special counterlawfare office in its Ministry of Justice.

The fourth and final chapter on lawfare in the Palestinian-Israeli conflict 
(Chapter  8) will focus on Israeli offensive lawfare. Unlike the PA, the govern-
ment of Israel has rarely, if ever, played a front and center role in the conduct 
of offensive lawfare, reportedly in order to avoid setting precedents that could 
be used against Israel by its adversaries. However, Israeli government officials 
have on several occasions quietly and effectively provided pivotal information 
to private sector litigators engaged in offensive lawfare activities against Israel’s 
adversaries. For example, Israel’s use of lawfare in 2011 to successfully stop a 
Gaza-bound flotilla from leaving port in Greece is a classic case study in tactical 
offensive lawfare.

II. LAWFARE, THE RIVAL PALESTINIAN GOVERNMENTS,  
AND A FEW WORDS ABOUT TERMINOLOGY

As of this writing, the Palestinian territories of the West Bank and Gaza are ruled 
by two rival Palestinian organizations—the Palestine Liberation Organization 
(PLO) and Hamas. The two Palestinian governments have different interna-
tional status and are engaged in different types of lawfare against Israel. This 
book will thus address the two rival Palestinian organizations in separate chap-
ters. In order to avoid confusion, a few words about chronology and terminol-
ogy are in order before we turn to the details of each Palestinian government’s 
engagement in lawfare.

The Palestinian Authority was formed in 1994 to serve as the governing body 
of the Palestinian autonomous regions of the West Bank and Gaza Strip that 
were established as part of interim peace agreements between Israel and the PLO 
(known in Arabic as Fatah).6 The West Bank and Gaza were jointly ruled by a 
PLO-led PA government until 2006. Following Hamas’s victory in Palestinian 
Legislative Council elections in January 2006, tensions escalated between the 
two Palestinian factions.7 In June 2007, Hamas militants seized control of the 
Gaza Strip.8 The PA President, the PLO-affiliated Mahmoud Abbas, appointed a 
“technocratic” government to rule the West Bank under his leadership.9

From 2007 until this book was completed in summer 2015, the Palestinian 
territories continued to be ruled by two rival governments. The West Bank con-
tinued to be ruled by the PLO, a secular nationalist movement led, since Yasser 
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Arafat’s death in 2004, by the comparatively moderate Mahmoud Abbas. The 
Gaza Strip continued to be ruled by Hamas, a Sunni Muslim Brotherhood mili-
tant movement that refused to recognize the State of Israel and was designated by 
the U.S. government as a Foreign Terrorist Organization, a Specially Designated 
Terrorist, and a Specially Designated Global Terrorist.10

From 2007 to 2013, the PLO-controlled government of the West Bank 
referred to itself (and was generally referred to) as the Palestinian Authority. 
Since January 2013, the PLO-controlled government has referred to itself as the 
State of Palestine,11 in light of U.N. General Assembly Resolution 67/19, which 
decided “to accord to Palestine non-member observer State status in the United 
Nations.”12

In order to clearly distinguish between the Hamas-controlled Palestinian 
government of Gaza and the PLO-controlled Palestinian government of the 
West Bank, and because much of this chapter’s analysis relates to activities prior 
to January 2013, this book will generally refer to the PLO-controlled government 
of the West Bank as the Palestinian Authority (PA) and the Hamas-controlled 
government of Gaza as the Hamas government. While the two rival govern-
ments have occasionally joined together in a “unity government,” these have 
generally lasted only briefly and have not interrupted the basic pattern of a 
Hamas-controlled government of Gaza and a PLO-controlled government of the 
West Bank.

III. SEEKING FULL STATEHOOD AND U.N. MEMBERSHIP 
OUTSIDE THE NEGOTIATIONS PROCESS

The goals of the PA’s offensive lawfare initiative against Israel were succinctly 
described by PA President Abbas in his 2011 New York Times op-ed in which he 
wrote that the Palestinian campaign to be recognized as a state by the United 
Nations “would pave the way for the internationalization of the conflict as a legal 
matter,” and “also pave the way for us to pursue claims against Israel at the United 
Nations, human rights treaty bodies and the International Court of Justice.”13 “If 
we don’t obtain our rights through negotiations, we have the right to go to inter-
national institutions,” said Abbas.14

PA lawfare against Israel can be divided into three major elements, each of 
which will be addressed in a separate section of this chapter. The first major ele-
ment of PA lawfare against Israel—to be discussed here in Section III of this 
chapter—is the campaign to gain recognition of Palestine, as a full sovereign 
member state of the international community, outside the negotiations process 
with Israel and thus without any Palestinian concessions that such negotia-
tions might require. This includes the campaign for designation of Palestine as a 
U.N. member state, which, as of summer 2015, had resulted in non-member state 
status at the UN. The recognition campaign also includes the PA drive to join 
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various relatively noncontroversial international organizations and treaties in an 
effort to incrementally bolster its diplomatic status. The second major element 
of PA lawfare against Israel—to be discussed in Section IV of this chapter—is 
the PA’s January 2015 decision to use its lawfare “nuclear option” and join the 
International Criminal Court. The third and final major element of PA lawfare 
against Israel—to be discussed below in Section V—is the PA’s efforts to use the 
processes of international organizations and treaties, including those to which it 
is not a party, to advance its claims against Israel.

A. The Campaign for Recognition of Palestine as a U.N. 
Member State

In a speech to the U.N. General Assembly on September 23, 2011, PA President 
Abbas stated that he had just submitted to the Secretary General of the United 
Nations “an application for the admission of Palestine on the basis of the 4 June 
1967 borders, with Al-Kuds Al-Sharif as its capital, as a full member of the United 
Nations.”15 The PA’s application was controversial.

The United States and several of its allies opposed the application on the 
grounds that a lasting peace can only result from the parameters of Palestinian 
statehood being set in the context of Palestinian negotiations with Israel.16 A for-
mer legal adviser to Israel’s Foreign Ministry stated17 that the Palestinian appli-
cation violated Article XXXI(7) of the Israeli-Palestinian Interim Agreement on 
the West Bank and Gaza Strip, which specifies that “Neither side shall initiate 
or take any step that will change the status of the West Bank and the Gaza Strip 
pending the outcome of the permanent status negotiations.”18 In addition, some 
commentators argued that Palestine did not meet the international legal stan-
dards for independent statehood.19

To become a member of the United Nations requires an affirmative vote of the 
Security Council, in which the United States holds a veto. In 2011 and 2012, the 
U.S. government made clear it would use its veto to prevent the Security Council 
from granting member state status to Palestine.20 The PA therefore sought a vote in 
the U.N. General Assembly, which, on November 29, 2012, passed U.N. General 
Assembly Resolution 67/19, which “accord[s]  to Palestine non-member observer 
State status in the United Nations.”21 The resolution passed by a margin of 138 
countries in favor, 9 opposed, and 41 abstaining.22

In addition to granting Palestine non-member state status, Resolution 67/19 
included language that could be seen as fortifying the PA’s positions on other 
issues subject to negotiation between Israel and the PA. For example, the resolu-
tion referenced a “contiguous … State of Palestine” (which is not a given in light 
of the lack of contiguity of the West Bank and Gaza under even Israel’s pre-1967 
borders) and asserted “the right of the Palestinian people” to independence “on 
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the Palestinian territory occupied since 1967” (language more favorable to the 
Palestinians than the language of the canonical U.N. Security Council Resolution 
242, which omits the word “the” before the word “territories”).23

B. The U.S. and Israeli Response and the PA’s Two-Year Pause 
in Efforts to Use Lawfare to Achieve Statehood without Negotiation

During the two years between the November 2012 U.N. General Assembly vote 
granting Palestine non-member state status in the UN and the PA’s January 2015 
ICC application, the PA very carefully wielded the threat of applying to join addi-
tional international treaties and organizations. The PA’s caution appears to have 
been driven by several factors, including U.S.  threats to defund U.N.  agencies 
that admitted the PA, the PA’s own dependence on U.S. bilateral assistance, and 
the PA’s fear of Israeli responses. In addition, during this period, the PA extracted 
substantial concessions from Israel in exchange for the PA temporarily holding 
off on joining international treaties and organizations.

The interplay of PA lawfare threats and U.S and Israeli responses provides 
considerable insight into options for deploying offensive lawfare. It also suggests 
the strengths and weaknesses of various options for waging defensive lawfare in 
this context.

1. UNESCO and the Threat by the United States to Defund U.N. Agencies 
Admitting the PA

The PA had long held “observer” status at various specialized U.N.  agencies, 
many of which have their own admissions procedures.24 The PA’s first success in 
joining a specialized U.N. agency as a full member predated by a year the U.N. 
General Assembly vote granting to Palestine non-member state status in the UN 
as a whole. On October 31, 2011, the United Nations Educational, Scientific, and 
Cultural Organization (UNESCO) voted to admit Palestine as a full member.25 
The UNESCO General Conference vote on Palestinian membership was 107 
votes in favor and 14 votes against, with 52 abstentions.26

This UNESCO vote triggered a provision of U.S. law that mandates that no 
U.S. funds “shall be available for the United Nations or any specialized agency 
thereof which accords the Palestine Liberation Organization the same standing 
as member states.”27 As a result, the United States government, which had been 
providing $80 million per year to UNESCO, 22 percent of the agency’s funding, 
stopped providing funding to UNESCO.28

This lawfare step by the United States did not come without a cost to U.S. inter-
ests. In 2013, two years after the United States stopped funding UNESCO, a pro-
vision of the UNESCO constitution required UNESCO to suspend U.S. voting 



T H E  PA L E S T I N I A N  A U T H O R I T Y ’ S  L A W FA R E  A G A I N S T   I S R A E L  [203 ]

rights in the organization. This made it harder for the United States to advance 
UNESCO-related causes that it supported and to influence the selection of 
UNESCO’s director general, and impossible for the United States to vote against 
UNESCO proposals that it opposed.29 U.S. Ambassador to the UN Samantha 
Power asked Congress (unsuccessfully) for authority to waive the prohibition, 
stating that, “In the event that the Palestinians seek and obtain membership in a 
UN agency … it would be a double win for them to secure a win in an agency on 
the one hand, and then the exclusion of the United States from that very agency, 
leaving the agency at the mercy of the leadership from Russia, China, Cuba, 
Venezuela—the countries that tend to fill the space when we depart.”30

Notwithstanding its costs to other U.S.  interests, the defunding of 
UNESCO—combined with U.S. leveraging of aid to the PA, as discussed in the 
next subsection—reportedly had a significant deterrent effect on PA applications 
to join other international organizations. As of April 1, 2014, the PA had developed 
a list of sixty-three international organizations and treaties to which it was poised 
to submit letters requesting membership.31 The list reportedly included several 
major specialized U.N.  agencies with large budgets dependent on U.S.  contri-
butions.32 These included the World Bank, the International Monetary Fund, 
the International Civil Aviation Organization, and the International Maritime 
Organization.33

The United States is the single largest contributor to the regular U.N. budget, 
paying 22 percent per year. Because there is no waiver provision in the U.S. law 
mandating that U.S.  funds shall not be available for any U.N.  agency “which 
accords the Palestine Liberation Organization the same standing as member 
states,” any U.N. agency that admits the PA as a member runs a high risk of los-
ing the U.S.-contributed 22 percent of its budget. Reportedly, officials of at least 
some of the U.N. agencies at risk of defunding sought to discourage the PA from 
seeking to join their organizations.34

When the PA announced on April 1, 2014, that it would apply to join fifteen 
of the international instruments on its list, the fifteen it selected were all treaties, 
not organizations.35 The U.S.  funding prohibitions were irrelevant for seven of 
the selected treaties, which either did not have associated organizations or had 
associated organizations that were not U.N. entities.36 Eight of the selected trea-
ties had associated organizations that were U.N. entities.37 However, they were 
not budget-intensive organizations, and thus the annual U.S. withholding for all 
eight would have reportedly totaled no more than $6 million.38

The list of eighteen international instruments the PA applied to join in its sec-
ond tranche of applications, on December 31, 2014,39 also seemed designed in 
considerable part to avoid U.S. funding prohibitions. All but two of the eighteen 
were treaties with either no associated U.N. organization or an associated organi-
zation with a minimal budget.40 One of the two exceptions was the International 
Criminal Court, to which the United States is not a party and thus does not 
contribute.
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The other was the Treaty on the Non-Proliferation of Nuclear Weapons 
(NPT).41 The NPT is closely associated with the International Atomic Energy 
Agency (IAEA), a UN-related organization42 that has a relatively large budget to 
which the U.S. contributes significantly. However, IAEA membership does not 
automatically accrue to NPT parties.43 IAEA membership requires a separate 
application, which must be approved by the IAEA’s General Conference (which 
meets once a year normally in September and is composed of the representa-
tives of all of the Agency’s member states) on the recommendation of the IAEA 
Board of Governors (which comprises the representatives of thirty-five member 
states).44 It is presumably no accident that as of April 2015, the PA had not applied 
to join either the IAEA or other of the budget-intensive international organiza-
tions that would risk U.S. defunding if the PA were accepted.

2. The United States Leverages Its Aid to the PA to Deter PA Applications

In addition to pressuring U.N. agencies not to admit the PA, the U.S. Congress 
has also leveraged the PA’s own dependence on U.S. bilateral assistance to deter 
the PA from joining additional treaties and, especially, international organiza-
tions. From fiscal year 2012 to 2015, U.S. bilateral assistance to the West Bank 
and to eligible entities in the Gaza Strip (U.S.  law prohibits aid for Hamas or 
Hamas-controlled entities) averaged around $450  million per year.45 The PA 
budget for 2014 was $4.2 billion.46 Because the United States was providing 
approximately 10  percent of the PA’s annual budget, it had significant but not 
overwhelming leverage.

Congress took several different types of steps to deter PA applications 
by leveraging U.S.  aid to the PA. For example, in August 2011, Rep. Ileana 
Ros-Lehtinen (R-Fla.), then Chair of the House Committee on Foreign 
Affairs, joined with Rep. Kay Granger (R-Tex.), Chair of the State and Foreign 
Operations Subcommittee of the House, to put a hold on $147 million in fiscal 
year 2011 U.S.  economic support fund assistance to the Palestinians because 
they objected to the Palestinian push for recognition at the UN.47 Although 
the U.S. executive branch generally does not disburse funding over the objec-
tions of members of Congress on key committees,48 Secretary of State Hillary 
Clinton decided in April 2012 to move forward with the $147 million despite 
Ros-Lehtinen’s hold (Granger had earlier lifted hers).49 Ros-Lehtinen said she 
was disappointed that “the Administration would employ hard-ball tactics 
against Congress and threaten to send, over Congressional objections, U.S. tax-
payer dollars to the Palestinian Authority.”50

Then, in December 2011, Congress moved to enact into U.S.  law the lever-
aging of U.S.  aid to deter PA applications. Section 7086 of the Department of 
State, Foreign Operations, and Related Programs Appropriations Act for Fiscal 
Year 2012 (2012 Appropriations Act) prohibited economic support funds from 
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being made available to the Palestinian Authority “if the Palestinians obtain, 
after the date of enactment of this Act, the same standing as member states 
or full membership as a state in the United Nations or any specialized agency 
thereof outside an agreement negotiated between Israel and the Palestinians.”51 
The vast majority of U.S. bilateral aid to the Palestinians in fiscal year 2012 was 
economic support funds ($395.7 million of the total $495.7 million).52 Because 
the 2012 Appropriations Act was enacted on December 23, 2011, the restriction 
did not apply to Palestinian membership in UNESCO, which had occurred on 
October 31, 2011. In addition, because U.N. General Assembly Resolution 67/19 
of November 2012 conferred only non-member state status, it did not trigger the 
aid restriction.

However, the 2012 Appropriations Act restriction appears to have had a sig-
nificant deterrent effect, especially when combined with the U.S. threat to defund 
U.N.  agencies that grant membership to the PA. As discussed in the previous 
subsection, each of the two tranches of PA accessions between the Act’s enact-
ment and April 2015 seemed designed to avoid U.S.  funding prohibitions—by 
focusing on joining treaties rather than budget-intensive U.N. specialized agen-
cies. Thus, the U.S. financial lawfare threats appear to have helped deter the PA 
from undertaking those particular lawfare actions to which the U.S. threats were 
applicable.

3. Israel Uses Its Financial Leverage to Deter PA Applications

Israel has also used financial leverage to attempt to deter Palestinian applications 
to international organizations and treaties. Pursuant to the Oslo Accords, Israel 
collects over $100 million a month in tax revenues on behalf of the PA, and then 
transfers them to the PA.53 Declaring that the PA had violated the Oslo Accords 
when it unilaterally sought an upgrade of its status at the UN, Israel responded 
to the U.N. General Assembly’s passage of Resolution 67/19 by announcing that 
it would halt the tax transfers to the PA for four months.54 Israel explained that 
it would instead use the funds to pay off debts the PA owed to the Israel Electric 
Corporation.55 However, Israel reversed the decision the following month, amid 
speculation that it had no interest in seeing the PA collapse.56

Similarly, after the PA applied to join eighteen international instruments, 
including the ICC, on December 31, 2014, Israel responded by withholding some 
$127 million of monthly tax revenue that it had been collecting on behalf of the 
PA.57 This tax revenue was estimated to provide as much as 80 percent of the PA’s 
$160 million per month operating budget at the time.58 The withholding report-
edly prompted the PA to institute various budget cuts, including reducing most 
of its employees’ salaries by 40  percent.59 However, on March 27, 2015, Israel 
announced that it would release the withheld payments, amid warnings that the 
financial pressure risked the PA’s collapse.60
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4. Israel Trades Imprisoned Murderers for a Pause in PA Lawfare

In order to buy nine months of peace-process negotiating time, U.S. Secretary of 
State John Kerry engineered a July 2013 deal in which Israel promised to release 
104 Palestinian prisoners, in several tranches, in exchange for the PA refraining 
from joining international organizations and treaties for nine months.61 Saeb 
Erekat, the lead Palestinian negotiator, described the deal as follows: “I made 
the deal personally with John Kerry that if Netanyahu gives me the 104 prison-
ers … we will refrain from going to these agencies for nine months.”62 When 
the prisoner release deal was announced, a Palestinian official told the New York 
Times, “This is the biggest achievement we will have had this year.”63

The deal lasted for eight months. During those eight months, the PA 
refrained from joining additional organizations and treaties, and Israel 
released, in three tranches, seventy-eight Palestinian prisoners who had 
been convicted of terrorist activities prior to the entry into force of the Oslo 
Accords.64 Many of the prisoners had been convicted of murdering Israeli 
civilians. The prisoners who were released in exchange for the PA’s lawfare 
hiatus included the following:

• Muammar Ata Mahmoud Mahmoud and Salah Khalil Ahmad Ibrahim, con-
victed of stabbing to death Menahem Stern, a history professor at Hebrew 
University, as he walked to the university’s library in June 1989.65

• Yakoub Muhammad Ouda Ramadan, Afana Mustafa Ahmad Muhammad, 
and Da’agna Nufal Mahmad Mahmoud, convicted of stabbing to death in a 
Tel Aviv suburb in January 1993 Sara Sharon, age thirty-seven, a mother of 
seven.66

• Damara Ibrahim Mustafa Bilal, convicted of murdering forty-eight-year-old 
Steven Friedrich Rosenfeld, a U.S.-born immigrant to Israel, while Rosenfeld 
was hiking outside the West Bank settlement of Ariel in June 1989.67

• Abu Mohsin Khaled Ibrahim Jamal, convicted in 1991 of murdering Shloma 
Yahya, a seventy-six-year-old gardener, in a public park in Israel’s Moshav 
Kadima.68

• Sawafta Sudqi Abdel Razeq Mouhlas, who stabbed Yosef Malka to death in 
Malka’s home in Haifa, Israel, in December 1990.69

• Abu Hadir Muhammad Yassin Yassin, who shot Yigal Shahaf in the head 
while Shahaf and his wife were walking through Jerusalem’s Old City toward 
the Western Wall.70

The International Criminal Court (ICC) was the primary international institu-
tion that Israel paid, with these prisoner releases, for the PA to refrain from joining. 
“The ICC is supposed to be an instrument of justice, not a bargaining chip,” said 
Professor Eugene Kontorovich.71 The PA nevertheless “consistently used the ICC 
as a very explicit cudgel to demand concessions from Israel,” said Kontorovich.72 
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Kontorovich noted the irony that “a Court whose mission is to punish mass atroc-
ity is being used as a tool for the mass release of convicted murderers.”73

C. PA Statehood Lawfare Resumes: The April 2014  
Tranche of Accessions

On April 1, 2014, PA President Abbas signed on live television documents of appli-
cation for fifteen international treaties.74 Abbas said that he was doing so because 
Israel had failed to release a fourth tranche of Palestinian prisoners by the end of 
March 2014 as promised.75 Israeli officials said they were not bound by the pledge 
because no meaningful negotiations had occurred since November 2013.76

Saeb Erekat, the chief PA negotiator, had, on several occasions prior to April 
2014, stated that the PA had a list of sixty-three international organizations 
and treaties to which it was poised to submit letters requesting membership.77 
However, on April 1, 2014, Abbas signed application documents for only fifteen, 
all of them treaties.

The fifteen treaties contain various mechanisms for deciding whether an appli-
cant may join. For example, Switzerland is the depositary for the four Geneva 
Conventions of 1949 and Additional Protocol I; the Netherlands is the deposi-
tary for the Hague Convention Respecting the Laws and Customs of War; and 
the U.N. Secretary-General is the depositary for the other treaties, which most 
notably include the Vienna Convention on Diplomatic Relations, the Convention 
on the Rights of the Child, the Convention Against Corruption, the Convention 
Against Torture, the International Covenant on Civil and Political Rights, and 
the International Covenant on Economic, Social, and Cultural Rights.78

Within a few days, the UN and Swiss decision-makers had approved Palestinian 
membership.79 The U.S.  response to the PA applications was strikingly low key. 
Despite a statement to Congress that week by Samantha Power, the U.S. Ambassador 
to the UN, that “we will oppose attempts at upgrades in status anywhere,”80 the 
United States reportedly made no effort to dissuade the depositaries from accept-
ing the PA applications. Several commentators noted that eight of the treaties have 
bodies that are funded through the U.N. regular budget, and the U.S. law prohibit-
ing U.S.  funding of any U.N. organization that “accords the Palestine Liberation 
Organization the same standing as member states” would appear to require a cutoff 
of aid to these bodies.81 However, the U.S. government did not take this step.

The United States did, however, subsequently submit brief letters to the depos-
itaries “regarding the purported accession of the ‘State of Palestine’” to the vari-
ous treaties.82 In the letters, the U.S. government states that it “does not believe 
the ‘State of Palestine’ qualifies as a sovereign State and does not recognize it as 
such,” notes that accession to the treaty is “limited to sovereign States,” declares 
that the U.S. government “believes that the ‘State of Palestine’ is not qualified to 
accede” to the treaty, and “affirms” that the U.S. government will not consider 
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itself to be in a treaty relationship with the ‘State of Palestine’” under the treaty.83 
Canada submitted similar letters.84

When the PA applied in April 2014 to join those fifteen treaties, it notably 
did not apply to join any of the international organizations in the top two tiers of 
concern for the government of Israel. The international organization reportedly 
at the very top of Israel’s list of concern was the International Criminal Court.85 
Next down from the top on Israel’s list of particular concern was a group of orga-
nizations reportedly including the International Civil Aviation Organization 
(ICAO), the International Maritime Organization (IMO), the International 
Telecommunications Union (ITU), and the World Trade Organization WTO).86 
This second group of organizations are distinguished by their exceptional impor-
tance for Israeli security and trade,87 as well as by the previously discussed applica-
bility to them of U.S. funding prohibitions that would be triggered by PA accession.

As of July 2015, the PA had still not applied to join ICAO, the IMO, the ITU, 
or the WTO. However, at the end of 2014, the PA did apply to join the ICC.

IV. THE PA DEPLOYS ITS MOST POWERFUL LAWFARE WEAPON: 
JOINING THE INTERNATIONAL CRIMINAL COURT

On December 31, 2014, in a ceremony broadcast live on Palestine TV, PA President 
Abbas signed applications for Palestinian membership in the International 
Criminal Court (ICC) and nineteen other international organizations and trea-
ties.88 One week later, the PA’s application was accepted by the ICC.89 Palestine’s 
accession to the ICC entered into force on April 1, 2015 (following a waiting 
period prescribed for all new parties by the Rome Statute, the ICC’s charter).90

On January 16, 2015, the prosecutor of the ICC, Mrs. Fatou Bensouda, 
“opened a preliminary examination into the situation in Palestine.”91 The ICC 
explained: “A preliminary examination is not an investigation but a process of 
examining the information available in order to reach a fully informed determi-
nation on whether there is a reasonable basis to proceed with an investigation 
pursuant to the criteria established by the Rome Statute.”92

Israel and the United States had for years warned the PA against joining the 
ICC. For example, the Military Advocate General of the Israeli Defense Forces, 
Avichai Mandelblit, “warned that PA pursuit of Israel through the ICC would 
be viewed as war” by the Government of Israel.93 In April 2014 testimony before 
Congress, U.S. Ambassador to the UN Samantha Power had stated:

The ICC is of course something that we have been absolutely adamant about. 
Secretary Kerry has made it very, very clear to the Palestinians, as has the presi-
dent. I mean, this is something that really poses a profound threat to Israel, is not 
something—is not a unilateral action that will be anything other than devastating 
to the peace process.94
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The PA had reportedly also been pressured by other Western 
governments—including Australia, Canada, France, Germany, Italy, and the 
U.K.—to refrain from applying to join the ICC.95

In addition, as discussed earlier in this chapter, Israel provided the PA with 
substantial concessions in exchange for the PA holding off on joining the ICC. 
When Israel in July 2013 agreed to release 104 Palestinians convicted of terrorist 
activities in exchange for the PA refraining for nine months from joining inter-
national organizations and treaties, the International Criminal Court (ICC) was 
at the top of the list of bodies Israel wanted to stop the PA from joining. “The 
International Criminal Court has become perhaps the most important weapon 
in the lawfare campaign against Israel,” wrote Professor Eugene Kontorovich, a 
leading expert on the topic, prior to the PA’s accession.96 “It is difficult to over-
estimate the impact that a threat of an ICC investigation has on Israel,” says 
Kontorovich, who stated that “the ICC hangs over Israeli decision-making from 
the tactical to the strategic level.”97

The PA’s accession to the ICC provides a fascinating case study in lawfare 
decision-making. This section will first analyze the PA’s motivations for acced-
ing to the ICC, despite the pressure not to do so, and Hamas’ motivations for 
concurring in that accession despite the risks posed to Hamas. Then it will ana-
lyze the PA’s and ICC’s potential next steps with regard to allegations of Israeli 
and Palestinian war crimes. The analysis of the ICC’s options will include discus-
sion of relevant ICC precedents and equities. Finally, the section will discuss the 
potential risks to, and responses by, Israel, the United States, and their allies.

A. The Palestinian Decision to Join the ICC

1. Why Did the PA Choose to Join the ICC?

For the PA, the decision to join the ICC involved several key factors. Weighing 
in favor of accession were the perceived domestic political and international law-
fare benefits. Weighing against accession were the concessions to be gained from 
holding off and the potential costs of joining—including the cost of Israeli and 
U.S. sanctions and the risk that PA or Hamas officials would end up in the dock.

Several analysts have opined that Abbas’s decision to join the ICC was driven 
largely by domestic Palestinian politics. The day before the application signing 
ceremony, the New  York Times reported “intense domestic political pressure” 
on Abbas to “regain credibility among an increasingly critical” Palestinian pub-
lic.98 Abbas was on the defensive because Hamas, during the 2014 Gaza War, 
had worked to contrast their combatant attitude toward Israel with Abbas’s 
more peaceful approach (which Hamas characterized as too accommodating). 
A December 2014 poll showed that only 35 percent of Palestinians approved of 
Abbas’s performance, down from 50 percent before the 2014 Gaza War.99 Abbas, 
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having cancelled elections in 2010, was in the tenth year of a five-year term as 
President.100 The poll showed that if elections had been held in December 2014, 
Abbas and the PLO party he leads would have been defeated by Hamas.101

An Israeli official who works closely with the PA assessed that the ICC acces-
sion decision was motivated principally by Abbas’s desire to increase his legiti-
macy and burnish his legacy.102 Mostafa Elostaz, a Palestinian lawyer focused on 
the peace process, assessed that, “Abbas’ motivations included empowering the 
PA, increasing his own popular approval within Palestinian society, and, with an 
eye to his legacy, doing something significant which Arafat had not done—take 
this major legal action against Israel.”103

For Abbas, the ICC accession offered an opportunity to be seen by his people 
as striking a painful blow against the enemy, yet without abandoning his pro-
fessed opposition to violence. Some Israeli leaders, including Prime Minister 
Netanyahu, have charged that Abbas has incited or quietly encouraged terror-
ism against Israel.104 However, in November 2014, the head of Israel’s Shin Bet 
general security service (Israel’s equivalent of the FBI) said that Abbas “is not 
interested in terror and is not leading towards terror… . He also is not doing 
that under the table.”105 Writing in February 2015, Jonathan Schanzer, a lead-
ing analyst of Palestinian politics who has been critical of Abbas on other issues, 
stated that, “to his full credit, after coming to power in 2005, Palestinian leader 
Mahmoud Abbas reined in the violent groups responsible for terrorism … and 
he has since upheld this policy of nonviolence, earning him the backing of Israel 
and the United States as a partner for peace.”106

Whether or not Abbas has incited or quietly encouraged terrorism against 
Israel, the PA under Abbas’ leadership has clearly made a point of avoiding large-
scale violent warfare against Israel (despite several wars between Hamas and 
Israel during this period). Ratcheting up the PA’s lawfare against Israel is a way 
for Abbas to be seen by the Palestinian people as openly attacking Israel with 
more than rhetoric, while at the same time not risking all-out violent warfare.

The PA described its December 31, 2014, application to join the ICC as a 
response to the U.S. and Israeli success, the day before, in preventing passage of a 
Security Council resolution demanding an end to Israel’s occupation.107 “There is 
aggression practiced against our land and our country, and the Security Council 
has let us down—where shall we go?,” said Abbas during the December 31, 2014, 
meeting in which he signed the ICC application papers.108 “We want to complain 
to this organization,” he said, referring to the ICC.109

However, there is evidence that the PA’s goal in pushing for the December 30, 
2014 resolution may not have been victory for that resolution but rather a defeat 
designed to provide a pretext for the turn to the ICC. The Security Council reso-
lution fell one vote short of the nine necessary for passage, which could then have 
been stopped only by a permanent member of the Council (such as the United 
States) deploying its veto power. The Security Council’s composition was sched-
uled to change on January 1, 2015, two days later, to a membership more likely to 
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provide the PA with nine votes (thus enabling the PA to force the United States to 
wield its veto power).110 “Abbas moved forward at the UN Security Council that 
day, rather than wait for a new, more supportive set of Council members, because 
he wanted an excuse to go to the ICC,” Mkhaimar Abusada, a professor of politi-
cal science at Al-Azhar University in Gaza, told this author in an interview.111

In addition, unlike most draft Security Council resolutions, which become 
more accommodating as the drafters bargain for additional support, the draft of 
this resolution became more hardline over time.112 The combination of the PA’s 
decision to push for a vote on December 30, which surprised Western diplo-
mats,113 and the increasingly hardline draft seemed intended to result in defeat.

What, then, did the PA perceive as the value—from an international law rather 
than domestic politics perspective—of acceding to the ICC?

One value of the ICC application was that, unlike a Security Council nine-
vote “victory” destined to be vetoed by the United States and thus remain purely 
symbolic, the PA was confident that it would be accepted as an ICC party. The 
previous round of PA applications to join international organizations and trea-
ties had been accepted without a hitch.114 In addition, the ICC’s chief prosecu-
tor, Fatou Bensouda, had written in a remarkably forward-leaning August 2014 
op-ed that her office had examined the implications of the November 2012 U.N. 
General Assembly vote upgrading Palestine’s status to non-member observer 
state and had “concluded that … Palestine could now join the Rome statute” (the 
ICC’s charter).115 It was surprising, and perhaps inappropriate, for the ICC pros-
ecutor to pronounce on such an issue prior to being formally presented with it. 
Regardless, Bensouda’s op-ed made clear to the PA that their application would 
be accepted.

The PA had reportedly concluded that ICC accession could also help advance 
the Palestinian cause in other, more substantive ways. For example, an eventual 
ICC conviction of an Israeli officer or official was seen by the Palestinians as 
holding the possibility of bringing some measure of justice to their victims, vin-
dicating the Palestinian narrative, tarnishing Israel, and deterring future Israeli 
military and settlement actions adverse to the Palestinian cause. Even a mere 
open ICC investigation of alleged Israeli war crimes was seen by the Palestinians 
as holding the possibility of vindicating the Palestinian narrative, tarnishing 
Israel, and deterring future Israeli actions adverse to the Palestinian cause. In 
addition, the Palestinian leadership reportedly believed that it would retain at 
least some measure of control over ICC proceedings against Israel, thus helping 
tilt the balance of negotiating power between the PA and Israel.

The “advancement of justice” and deterrence rationales for PA accession to the 
ICC were encouraged by various Palestinian and international non-governmental 
organizations. For example, in May 2014, a group of seventeen Palestinian and 
international human rights groups, including Amnesty International and Human 
Rights Watch, wrote a joint letter to PA President Abbas urging him to “ensure 
that Palestine pursues the jurisdiction of the International Criminal Court 
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(ICC) by promptly acceding to the Rome Statute and/or filing a further decla-
ration accepting the Court’s jurisdiction over crimes committed on Palestinian 
territory from 1 July 2002” (the date the Rome Statute, which governs the ICC, 
entered into force).116 “Taking such steps,” said the letter, “could ensure access to 
international justice for victims of war crimes and crimes against humanity com-
mitted on Palestinian territories, and would send an important message that such 
crimes cannot be committed with impunity.”117

More specifically, according to Palestinian legal expert Mostafa Elostaz, the 
Palestinian accession to the ICC could be “a defense mechanism with regard to 
any future war against Gaza.”118 As a result of the ICC accession, Elostaz says “the 
Palestinians may see a deterrent effect on future Israeli action … . Israel may 
start to think twice regarding both settlements and wars.”119 Similarly, Daoud 
Kuttab, a leading Palestinian journalist, wrote that “success at the ICC is likely to 
not only hold Israel responsible and accountable for its actions, but immediately 
produce the kind of deterrence that has been missing in the Palestinian arsenal 
of nonviolent weapons.”120

Both Israeli and Palestinian analysts told me in early 2015 that Abbas had been 
convinced that the PA would retain sufficient control over the ICC proceedings 
against Israel to enable the PA to use it as a bargaining chip—for example, trad-
ing PA-initiated pauses in the ICC proceedings for Israeli releases of prisoners 
or settlement freezes or tax revenues. Consistent with this, a senior Palestinian 
official told an Israeli journalist in January 2015 that a PA complaint to the ICC 
regarding Israeli settlement activity “would be withdrawn if Israel were to freeze 
settlement construction, and added that the Palestinian Authority had conveyed 
to Israel an official message to that effect, through Jordan and Egypt.”121

“Abbas believes he is holding as a card the control over moving a case forward 
against Israel at the ICC,” Mkhaimar Abusada, a professor of political science 
at Al-Azhar University in Gaza and leading Palestinian analyst, told me in an 
interview.122 “Abbas wants to return to negotiations with Israel—the ICC move 
is designed to provide Abbas with more leverage in such negotiations,” said 
Abusada.123 “The PA intends to hold off on pursuing cases at the ICC as long as 
Israel is negotiating seriously with them—each time the Israelis don’t negotiate 
seriously, the Palestinians will move forward at the ICC,” explained Abusada.124

In the months following the PA’s accession to the ICC, there appeared to be 
confusion among leading experts as to the extent, if any, that the PA leadership 
in fact retained control over ICC proceedings against Israel. One leading Israeli 
expert suggested that Abbas might have been misled by his advisers on this mat-
ter, as the Israeli assessment was that the ICC arrow had left the PA’s bow at the 
moment the PA acceded to the Court.125

Other ICC experts also asserted that the Palestinian leadership was in error 
if it believed that it would retain much control over ICC proceedings against 
Israel. For example, Professor Kevin Jon Heller wrote that the Rome Statute does 
not allow Palestine to pursue “a kind of bargaining strategy” with regard to its 
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complaints to the ICC.126 Heller suggested that now that Palestine has ratified 
the Rome Statute and submitted a jurisdiction declaration, the PA “has no say 
in what, if anything the OTP [ICC Office of The Prosecutor] decides to investi-
gate… . [T] he fate of the investigation into the situation in Palestine lies solely 
in the hands of the OTP.”127 The ICC prosecutor could, says Heller, “investigate 
and prosecute settlement-related activity even if the PA was completely opposed 
to it doing so.”128

However, a different view was expressed by Alex Whiting, a Harvard University 
professor who served from 2010 to 2012 as the Investigation Coordinator for 
the ICC Prosecutor’s Office (responsible for managing all investigations by the 
Office) and from 2012 to 2013 as the Prosecution Coordinator (responsible for 
managing all prosecutions by the Office).129 Whiting noted that pursuant to 
articles 14 and 15 of the Rome Statute, the prosecutor could move from a pre-
liminary examination to a formal investigation only: (a) if there is a state party 
referral pursuant to article 14; (b)  if the prosecutor acts on her own authority 
(which would require authorization from the Pre-Trial Chamber); or (c) if there 
is a Security Council referral (which seemed highly unlikely).130

Whiting emphasized the difference between a state party conferring jurisdic-
tion on the ICC, as the PA did in January 2015, and a state party formally referring 
a matter to the ICC.131 Per article 14 of the Rome Statute, “a State Party may refer 
to the Prosecutor a situation in which one or more crimes within the jurisdiction 
of the Court appear to have been committed requesting the Prosecutor to inves-
tigate the situation … .”132 Whiting also emphasized the significance of the fact 
that on April 1, 2015, the date that Palestine’s accession to the ICC entered into 
force, the PA said that it would “hold off for now” on a state party referral of the 
situation in Palestine.133 As of early summer 2015, when this chapter was com-
pleted, the PA had not yet made a state party referral of the situation in Palestine.

“Without an Article 14 referral,” said Whiting, “it is hard to imagine the 
Prosecutor ever opening a formal investigation in Palestine.”134 According to 
Whiting, the prosecutor would be highly unlikely to open a formal investigation 
on her own authority.135 “Israel plainly will not cooperate” with the prosecutor’s 
investigation, said Whiting, “and if Palestine does not even ask for an investiga-
tion under article 14, then that would be a important signal to the Prosecutor that 
perhaps it is also not so eager to have an investigation.”136

“Since the ICC requires cooperation from states to conduct its investi-
gations,” said Whiting, “the Prosecutor will want a clear indication from 
Palestine that it is fully committed to an investigation before she commits 
precious resources to one.”137 Thus, according to Whiting, the PA would, at 
least until such time as the PA were to issue an article 14 referral (and quite 
possibly beyond), retain significant control over the ICC transitioning from 
the “preliminary examination” which Bensouda opened in January 2015 to a 
“formal investigation” of a particular crime alleged to have occurred within 
Palestine. Thus, Palestine could “use the article 14 referral as a bargaining 
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chip in ongoing negotiations with Israel or other international actors.”138 This 
could arguably be done for an article 14 referral of the 2014 Gaza conflict and, 
separately, for an article 14 referral of the West Bank settlements. As of early 
April 2014, there were reports that such a bifurcation was in fact what the PA 
had in mind.139

The PA leadership was aware that ICC action—particularly with regard to the 
2014 Gaza conflict—could pose a risk to Palestinians as well as Israelis. Several 
months before the decision to join the ICC, a senior Israeli official told Reuters 
that an ICC legal action against Israel would prompt an Israeli legal action at the 
ICC against the Palestinians, including against the administration of President 
Abbas.140 “We are talking about terrorism involving officials, security personnel 
and others, from his administration, and emanating from areas under his con-
trol,” said the Israeli official.141 On April 1, 2015, PA Foreign Minister Riyad al-
Malki conceded that it was “probable” that Palestinians as well as Israelis would 
be charged if the ICC proceeded with regard to the 2014 Gaza conflict.142

2. Why Did Hamas Concur in Joining the ICC?

In light of the risks to Palestinians, PA President Abbas insisted that the ICC 
accession not proceed without the written assent of all Palestinian factions 
including Hamas.143 Because of the tactics Hamas has used in its several recent 
wars with Israel, Hamas is far more vulnerable to war crimes prosecution than 
is either Abbas or Israel. Nevertheless, Hamas announced in August 2014 that it 
had “signed the document” of support for joining the ICC.144

After the ICC prosecutor announced she was opening a preliminary inves-
tigation into “the situation in Palestine,” Fawzi Barhoum, a Hamas spokesman, 
welcomed potential ICC involvement as follows: “We are ready to provide (the 
court) with thousands of reports and documents that confirm the Zionist enemy 
has committed horrible crimes against Gaza and against our people.”145 The 
same day, Israeli Prime Minister Netanyahu said:  “Here’s the ultimate folly of 
this decision—it is the democracy of Israel, a world leader in fighting terrorism, 
which is to be hauled to the dock in The Hague, while the terrorist war criminals 
of Hamas are the ones who are going to be pressing the charges.”146 The U.S. State 
Department, referencing the rockets fired by Hamas at Israel, said that it was “a 
tragic irony that Israel, which has withstood thousands of terrorist rockets fired 
at its civilians and its neighborhoods, is now being scrutinized by the ICC.”147

Hamas was initially opposed to Palestine joining the ICC.148 Hamas’s opposi-
tion was likely influenced by the fact that its record of firing thousands of rock-
ets at Israel in a manner that did not discriminate between military and civilian 
targets would make Hamas a relatively easy target for ICC prosecution.149 
According to Professor Kevin Jon Heller, “Hamas’s deliberate rocket attacks on 
civilians would be by far the easiest of all the crimes” for the ICC to prosecute, 
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much easier, for example, than Israel’s alleged war crimes vis-à-vis the 2014 Gaza 
conflict or settlements.150

The requirement that a warring party distinguish between military and 
civilian persons and objects, and not direct their attacks at civilian persons or 
objects, is a fundamental principle of the law of armed conflict. It is customary 
international law applicable in both international and noninternational armed 
conflicts151 and codified in articles 48, 51, and 52 of Additional Protocol I  to 
the Geneva Conventions.152 Article 13 of Additional Protocol II also contains 
the requirement as it pertains to civilian persons.153 In addition, article 8 of the 
Statute of the International Criminal Court specifies that “intentionally direct-
ing attacks against the civilian population as such or against individual civilians 
not taking direct part in hostilities” constitutes a war crime in both international 
and noninternational armed conflicts.154

Ibrahim Khreisheh, the PA’s representative to the U.N. Human Rights 
Council, warned of this in a July 2014 interview on Palestinian Authority TV, 
in which he said, “The missiles that are being launched against Israel—each and 
every missile constitutes a crime against humanity whether it hits or misses, 
because it is directed at civilian targets … targeting civilians—be it one civil-
ian or a thousand—is considered a crime against humanity.”155 “Therefore,” cau-
tioned Khreisheh, “people should know more before they talk emotionally about 
appealing to the ICC.” 156

In light of Hamas’s particular vulnerability to war crimes prosecution, its 
decision to concur in PA accession to the ICC seems surprising. A close exami-
nation of how Hamas balanced the opportunities and risks of this key lawfare 
decision provides interesting insight into how lawfare looks from the perspective 
of Hamas and perhaps other entities engaged in compliance-leverage disparity 
lawfare.

Several factors reportedly influenced Hamas’s decision. First, at least some 
in the Hamas leadership reportedly believed that its battlefield tactics either did 
not make it vulnerable to ICC prosecution or made it less vulnerable than Israel 
was to ICC prosecution. For example, in explaining Hamas’s decision to con-
cur, Hamas official Mushir al-Masri told Reuters: “There is nothing to fear, the 
Palestinian factions are leading legitimate resistance in keeping with all interna-
tional laws and standards. We are in a state of self-defence.”157

The law of armed conflict is both exceptionally complex and nonintuitive. 
Yet in contrast with the PA—which had numerous attorneys serving in its 
Negotiations Support Unit, several law schools within its territory, and several 
leading international legal experts willing to provide it with advice—Hamas had 
access to very little legal expertise. According to Mkhaimar Abusada, a professor 
of political science at Al-Azhar University in Gaza, “whatever international law 
might say on the matter, Hamas feels the smaller number of Israelis killed, most 
of them soldiers, compared to the larger number of Palestinians killed, most of 
them civilians, means that any price Hamas will pay at the ICC will be smaller 
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than the price Israel will pay at the ICC.”158 “Hamas also does not feel it will or 
should be held to the same standard as Israel,” said Abusada, noting that, unlike 
Israel, Hamas did not possess precision-guided weapons.159

Second, Hamas leaders reportedly took into consideration that ICC enforce-
ment had proven to be relatively toothless, especially with regard to Arab leaders. 
Because the ICC does not have its own police force, it must rely on state parties 
to arrest and surrender suspects. The ICC first issued an indictment and arrest 
warrant for Sudanese President Omar al-Bashir in 2009.160 As of summer 2015, 
he had yet to be arrested. “Everyone is aware of how Omar al-Bashir continues 
to travel all over Africa and the Arab world,” said Professor Abusada.161 “If the 
price of ICC action is not being able to travel to Europe or America, that might 
be a significant cost to Israeli leaders but not to Hamas leaders,” said Professor 
Abusada.162

According to Professor Eugene Kontorovich, the Palestinians (including their 
particularly vulnerable Hamas faction) may also have “turned to the ICC” in part 
because “the ICC has proven itself completely incapable of prosecuting a case 
against” an uncooperative authoritarian regime.163 On December 12, 2014, nine-
teen days before the PA application, ICC prosecutor Bensouda announced that 
she felt compelled to “hibernate” the genocide case against al-Bashir due to the 
lack of Security Council and state party cooperation in securing his arrest.164

In addition, Kontorovich noted that the case against Kenyan President Uhuru 
Kenyatta, which was withdrawn by the ICC in May 2014 because of Kenya’s lack 
of cooperation, “has created a playbook” for authoritarian regimes “wanting to 
frustrate ICC proceedings.”165 As ICC prosecutor Bensouda withdrew the ICC’s 
charges against Kenyatta, she stated that “despite my persistent efforts and those 
of my committed Team … those who have sought to obstruct the path of justice 
have, for now, deprived the people of Kenya of the accountability they deserve.”166

Since the ICC does not have its own enforcement power, it cannot: compel 
witnesses to testify, visit crime scenes, or collect such evidence as phone and bank 
records without the permission of national governments.167 “The Kenyan gov-
ernment’s non-compliance compromised the Prosecution’s ability to thoroughly 
investigate the charges,” said Bensouda.168 She explained that despite the Kenyan 
government’s “assurances of its willingness to cooperate with the Court … the 
hurdles we have encountered in attempting to secure the cooperation required 
for this investigation have in large part, collectively and cumulatively, delayed 
and frustrated the course of justice.”169

The Kenyatta playbook seems particularly likely to be useful to countries like 
Palestine, which combine authoritarian governance with large numbers of allied 
countries. Tactics used by the Kenyan government for “beating the ICC” report-
edly included the intimidation, bribery, and killing of witnesses; the falsifica-
tion of records; organizing pressure on the ICC by the African Union group of 
African countries; and convincing the annual gathering of ICC member states 
to change the ICC rules.170 ICC prosecutor Bensouda specifically confirmed 
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the effectiveness of several of these tactics when she withdrew the case against 
Kenyatta. In doing so, she noted, for example, that “several people who may have 
provided important evidence regarding Mr. Kenyatta’s actions have died, while 
others were too terrified to testify for the Prosecution.”171 “This has been about 
as comprehensive a process of undermining as you can imagine,” said Dr. Phil 
Clark, an ICC specialist at London’s School of Oriental and African Studies, in 
describing Kenyatta’s battle against the ICC.172

Kontorovich suggested that the ICC’s withdrawal of its case against the unco-
operative Kenyatta, seven months before the PA decided to accede, could have 
encouraged Hamas and other Palestinians to calculate “that they can nominally 
accept legal exposure while maintaining de facto impunity.”173 “Noncooperation 
with ICC investigations is easy in a place like Gaza, where the killing of ‘collabo-
rators’ is institutionalized,” says Kontorovich.174

Third, even if Hamas leaders were to be incarcerated, “it is important to keep 
in mind,” said Mostafa Elostaz, “that this is a group which has carried out sui-
cide bombings, for which self-sacrifice for the cause” is expected and honored.175 
In contrast to Israeli officials, who would be embarrassed to be dragged before 
the ICC, “Hamas officials,” said Elostaz, “would see being taken to the ICC as 
a heroic act, saying look they are prosecuting us for fighting for our freedom.”176 
Similarly, Professor Aeyal Gross, a leading Israeli expert on the ICC, noted that 
in cases of Hamas or other “Palestinians attacking Israelis, they are already at 
risk of assassination by Israel or long prison terms if caught.”177 “In contrast,” said 
Gross, “Israelis have enjoyed de facto immunity from prosecution for Israel’s 
actions.”178 Palestinian accession to the ICC, said Gross, “is designed to lift this 
immunity.”179

B. Potential Next Steps by the PA and ICC

The PA and ICC steps in January through April 2015 provided important, but not 
dispositive, signals of the direction in which each was inclined to take Palestinian 
accession to the ICC.

1. Next Steps for the PA

For ICC state parties, acceptance of the ICC’s retroactive jurisdiction is a 
separate step from acceding to the Rome Statute and thereby granting pro-
spective jurisdiction to the ICC.180 On January 1, 2015, the Palestinian gov-
ernment, having applied to join the ICC, took that separate step of submitting 
to the ICC a document declaring Palestine’s acceptance of the jurisdiction 
of the ICC back to June 13, 2014.181 Specifically, the document, signed by PA 
President Abbas, stated that “the Government of the State of Palestine hereby 
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recognizes the jurisdiction of the Court for the purpose of identifying, pros-
ecuting and judging authors and accomplices of crimes within the jurisdiction 
of the Court committed in the occupied Palestinian territory, including East 
Jerusalem, since June 13, 2014.”182

It is important to note that the PA had some flexibility in determining the date 
on which ICC jurisdiction would begin. The ICC determined that the PA was 
“able to accept the jurisdiction of the Court from 29 November 2012 onward,” 
that being the date of the U.N. General Assembly vote granting Palestine “non-
member observer State” status in the UN.183

The June 13, 2014 date, eighteen months later, appears to have been selected 
because June 12, 2014, the previous day, was the date on which Hamas-affiliated 
Palestinians184 kidnapped and murdered three Israeli teenagers—Naftali 
Fraenkel, Gilad Shaar, and Eyal Yifrach.185 Saleh Arouri, a senior leader of Hamas, 
had boasted that Hamas’s military wing was behind the abductions, which he 
described as a “heroic action” designed to use the three teens as bargaining chips 
to be traded for Palestinian prisoners held in Israeli jails.186 By selecting June 13, 
2014, the PA arranged for ICC jurisdiction to apply to Israel’s response to the 
kidnapping, but not to the kidnapping itself.

Shawan Jabarin, director of Al Haq, a Ramallah-based rights group, noted 
that the same date had previously been selected by the U.N. Human Rights 
Commission (UNHRC) when it created the investigatory commission origi-
nally to be led by William Schabas.187 The commission’s mandate was to “inves-
tigate all violations of international humanitarian law and international human 
rights law in the Occupied Palestinian Territory … in the context of the military 
operations conducted since 13 June 2014, whether before, during, or after.”188 
However, unlike the UNHRC investigatory commission’s mandate, the PA grant 
of jurisdiction to the ICC did not encompass any activities “before” June 13, 2014.

Saeb Erekat, the PA official most closely associated with the ICC accession, 
announced in January 2015 that the PA was preparing two dossiers to submit 
to the ICC.189 One would be a dossier urging ICC prosecutions in response to 
Israel’s attacks on Gaza during July and August 2014.190 Al Haq’s Jabarin report-
edly suggested to the Palestinian leadership that the Palestinian position on this 
issue was likely to be strengthened by the report to be published by the UNHRC’s 
commission of inquiry into the 2014 Gaza War.191

The other PA dossier was to address Israel’s building of settlements in the 
West Bank.192 Hassan al-Aouri, a legal adviser to PA President Abbas, said the PA 
would submit to the ICC a “file regarding settlements” because they “affect the 
core of the conflict and are considered a war crime.”193

On January 21, 2015, the PLO announced the formation of a special national 
council, headed by Erekat, to oversee and coordinate Palestinian activity vis-à-
vis the ICC.194 Wasil Abu Yousef, a member of the PLO’s executive committee, 
stated that the council would comprise “all” Palestinian “factions, including 
Hamas, Islamic Jihad, and human rights and civil society organizations—in 
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order to go ahead with two primary issues: settlements and the aggression on 
Gaza.”195

However, as discussed earlier in this chapter, the PA, contrary to expectations, 
did not, on April 1, 2015—the date that Palestine’s accession to the ICC entered 
into force—submit to the ICC any article 14 state party referrals. Since the ICC 
prosecutor would be hesitant to open a formal investigation of the situation in 
Palestine without a state party referral, it appeared that the PA may have been 
trying to use the article 14 referral or referrals as a bargaining chip in negotiations 
with Israel or the United States.

2. Next Steps for the ICC

The ICC prosecutor, Fatou Bensouda, had moved quickly to open a “preliminary 
examination into the situation in Palestine.” She opened the preliminary exami-
nation on January 16, 2015, after receipt of the PA’s accession and jurisdiction 
submissions but before the PA accession’s entry into force on April 1, 2015.

A preliminary examination is only the first of several stages prior to an ICC 
trial. During a preliminary examination, the prosecutor determines “whether 
there is a reasonable basis to proceed with an investigation,” which would be the 
next stage. An investigation could be followed by a “prosecutor’s summonses,” 
then a “pre-trial phase,” and then a full trial.

A preliminary examination may never result in an investigation. As the ICC 
explained:  “Depending on the facts and circumstances of each situation, the 
Office will decide whether to continue to collect information to establish a suf-
ficient factual and legal basis to render a determination; initiate an investigation, 
subject to judicial review as appropriate; or decline to initiate an investigation.”196

In addition, as the ICC stated in announcing the preliminary examination, 
“there are no timelines provided in the Rome Statute for a decision on a prelim-
inary examination.”197 Emeric Rogier, the head of the analysis unit at the ICC 
prosecutor’s office, confirmed that “the office will look into allegations against all 
sides,” including “alleged crimes committed by Israeli forces” and by “Palestinian 
groups.”198 He estimated that the preliminary examination “could take a few 
months but sometimes it has taken a few years,” noting that “it depends on coop-
eration we receive and access to the field, also it depends on the existence of 
national proceedings in the relevant countries.”199

As discussed above, Alex Whiting emphasized that in the absence of an article 
14 referral by the PA, the prosecutor would be highly unlikely to move from a pre-
liminary examination to a formal investigation of alleged war crimes in Palestine. 
“In that scenario,” said Whiting, “the Prosecutor could quite justifiably say that 
given limited resources and the demands of other situations and cases, she is not 
going to expend resources on a situation where neither side has demonstrated a 
clear commitment to the ICC investigating and prosecuting.”200 “The principal 



[220 ]  Lawfare

lesson to be drawn from the ICC’s first decade of work,” said Whiting, “is that 
international criminal investigations and prosecutions will succeed only if there 
is sustained support either within the country where the cases arose or from the 
international community at large.”201

Even if the PA makes such an article 14 referral, “the challenges of the cases 
arising out of the Israeli-Palestinian will cause the OTP to move slowly and cau-
tiously,” said Whiting, “and the Office will likely stay at the preliminary examina-
tion phase for a number of years.”202 Professor Kevin Jon Heller asserted that the 
ICC prosecutor “knows full-well how to slow-walk a preliminary examination” 
until such time, if any, that the prosecutor sees an “upside for the ICC in opening 
a formal investigation.”203

The report by the U.N. Human Rights Council’s commission of inquiry into 
the 2014 Gaza War204 was published after this chapter was largely completed. 
A full analysis of the report, which Benjamin Wittes and Yishai Schwartz of the 
Brooking Institution attacked as “a bad piece of work,”205 is thus outside the scope 
of this book.

However, it is important to briefly note that Alex Whiting, the former 
Investigation Coordinator and Prosecution Coordinator for the ICC Prosecutor’s 
Office, opined that the report’s analyses of “rockets and mortars fired by 
Palestinian armed groups” and of “15 air strikes on residential buildings in Gaza” 
by Israel contained evidence that “will push the ICC Prosecutor a long way 
toward opening a formal investigation” of both Palestinian and Israeli actors.206

Addressing the report’s evidence relating to the Israeli air strikes, Whiting 
explained that, “taken on its face,” the evidence “discloses that the war crimes of 
intentionally targeting civilians or civilian objects, or using disproportionate or 
indiscriminate force, may have occurred,” thus meeting the “reasonable basis to 
believe” part of the test for the ICC opening a formal investigation.207 However, 
Whiting explained that “there is a long way between” such “information sufficient 
to open an investigation and evidence that will support bringing (and sustaining) 
individual criminal charges.”208 Whiting assessed that “it is a closer question with 
regard to the mortar and rocket attacks by Palestinian armed groups, but cer-
tainly with respect to the Israeli attacks, the Report falls well short of establishing 
crimes beyond a reasonable doubt” (the standard necessary for conviction).209

a. The Palestine Situation in the Context of Other ICC Cases

The status of other ICC cases provides some context for the Palestine prelimi-
nary examination. As of March 13, 2015, the ICC had convicted a total of two 
people since it opened in 2002. In May 2014, the ICC had convicted Germain 
Katanga, a Congolese militia leader, to twelve years in prison for aiding and abet-
ting murder and looting in a village where more than two hundred civilians were 
shot or hacked to death.210 In July 2012, the ICC convicted Thomas Lubanga, 
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also a Congolese militia leader, to fourteen years in prison for using child soldiers 
in his rebel army.211 In addition to these two convicted persons, the ICC also had 
six suspects in custody as of March 13, 2015.212

Since 2002, the ICC, as of March 13, 2015, had issued a total of twenty-seven 
arrest warrants.213 Thirteen of the warrants had been implemented, twelve sus-
pects remained at large, and two warrants had been withdrawn following the 
deaths of the suspects.214

For reasons including the fact that the first two convicted persons were 
African, the ICC had received considerable criticism for disproportionately 
focusing on African wrongdoers.215 Such criticism had clearly struck a nerve with 
Fatou Bensouda, a Gambian citizen who became the ICC prosecutor in 2012.216 
Some analysts speculated that this criticism might encourage the ICC to aggres-
sively pursue the Palestine situation.217 However, the Palestine situation was far 
from the ICC’s only option for aggressively pursuing non-Africans.

As of March 13, 2015, the ICC was conducting preliminary examinations 
regarding nine situations: Afghanistan, Colombia, Georgia, Guinea, Honduras, 
Iraq, Nigeria, Palestine, and Ukraine.218 It was conducting “investigations” of 
crimes allegedly committed in nine other situations.219 In addition, seven cases 
were at the trial stage.220

Israel was not the first Western democracy to be subject to an ICC preliminary 
examination. The ICC’s 2014 “Report on Preliminary Examination Activities” 
stated that both the United Kingdom and the United States were the subjects of 
active ICC preliminary examinations.221

The ICC’s 2014 “Report on Preliminary Examination Activities” stated that 
its preliminary examination of the situation in Iraq, previously concluded in 
2006, had been reopened following the ICC’s receipt in January 2014 of informa-
tion “alleging the responsibility of United Kingdom (UK) officials for war crimes 
involving systematic detainee abuse in Iraq from 2003 until 2008.”222 The infor-
mation was received from two non-governmental organizations: the European 
Center for Constitutional and Human Rights and a group called Public Interest 
Lawyers.223 While Iraq is not a party to the ICC, the U.K. acceded to the ICC 
in October 2001. The ICC therefore “has jurisdiction over war crimes, crimes 
against humanity and genocide committed on UK territory or by UK nationals 
as of 1 July 2002.”224

The ICC’s 2014 Report on Preliminary Examination Activities (2014 Report) 
also stated that “the alleged torture or ill-treatment of conflict-related detainees 
by U.S.  armed forces in Afghanistan in the period 2003–2008 forms another 
potential case identified by the Office” of the ICC prosecutor.225 While the 
United States is not a party to the ICC, Afghanistan acceded to the ICC in 2003, 
and the ICC “has jurisdiction over Rome Statute crimes committed on the terri-
tory of Afghanistan or by its nationals from 1 May 2003 onwards.”226

The 2014 Report also stated that “certain of the enhanced interrogation tech-
niques apparently approved by US senior commanders in Afghanistan in the 
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period from February 2003 through June 2004 could, depending on the severity 
and duration of their use, amount to cruel treatment, torture or outrages upon per-
sonal dignity as defined under international jurisprudence.”227 The 2014 Report 
noted that “the development and implementation of such techniques is docu-
mented inter alia in declassified US Government documents released to the public, 
including Department of Defense reports as well as the US Senate Armed Services 
Committee’s inquiry.”228 The 2014 Report concluded that the Prosecutor’s Office 
would continue “to assess the admissibility of the potential cases identified above 
in order to reach a decision on whether to seek authorization from the Pre-Trial 
Chamber to open an investigation of the situation in Afghanistan.”229

The “preliminary examination of the situation in Afghanistan” has been ongo-
ing since at least 2007, when it was made public.230 However, it was not until the 
2014 Report that the ICC explicitly stated in a public document that the pros-
ecutor was examining the possibility that war crimes had been committed in 
Afghanistan by the U.S. military.231

The U.S. government did have some advance notice. In early 2013, Bensouda 
reportedly sent a letter to U.S. officials describing evidence that U.S. forces had 
mistreated more than two dozen detainees held in Afghanistan.232 Bensouda 
invited the U.S. government to provide her office with information about those 
cases and related matters. According to Professor David Bosco, a leading ICC 
scholar, the letter resulted in a U.S. delegation flying to The Hague to urge the 
ICC “not to publish the allegations, even in preliminary form.”233 The delega-
tion “warned that the world would see any ICC mention of possible American 
war crimes as evidence of guilt, even if the court never brought a formal case.”234

The 2014 ICC decision to publicly state that it is examining torture or ill treat-
ment by U.S. forces in Afghanistan, as well as to open an examination of possible 
U.K. war crimes in Iraq, appears to represent a change from the ICC’s first decade 
of operation. During those first ten years, according to Bosco, the Court “mostly 
steered clear of investigations that would entangle it directly with the most pow-
erful states.”235

Stephen Rapp, the Obama administration’s Ambassador-at-Large for War 
Crimes Issues, responded to the 2014 Report by reiterating the longstand-
ing U.S. policy that “the ICC should not have jurisdiction over non-parties.”236 
However, in the wake of Israeli Prime Minister Netanyahu’s re-election, the 
United States in March 2015 was reportedly considering “altering current 
U.S. policy that opposes Palestinian efforts to take complaints against Israel to 
the International Criminal Court.”237

b. Israel/Palestine Alleged Crimes Most Likely to be Pursued by the ICC

Although ICC prosecutor Bensouda had not, as of March 2015, specified which 
potential crimes would be the focus of her “preliminary examination into the 
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situation in Palestine,” the most likely candidates include:  Israeli tactics dur-
ing the 2014 Gaza War, Israeli settlements, and Palestinian rocket and mortar 
launches from Gaza. It is important to note that the Rome Statute provides the 
ICC with jurisdiction over a relatively limited set of crimes: currently, the crime of 
genocide; crimes against humanity; and war crimes (with the crime of aggression 
due to be added after January 1, 2017). Each of the crimes within the ICC’s juris-
diction is defined in detail by the Rome Statute. The ICC can only convict persons 
for acts that fall within the Rome Statute’s definition of those crimes. It is also 
important to understand that the ICC can only try individual persons. In con-
trast, disputes between states are addressed by the International Court of Justice.

Israel’s accusers have portrayed Israeli troops during the 2014 Gaza War as 
having committed various war crimes subject to the Rome Statute, including the 
Statute’s prohibitions on “attacks directed at civilian objects or at civilians, or dis-
proportionate and indiscriminate attacks that kill or injure civilians.”238 Israel’s 
accusers have described Israeli settlements as having violated the Rome Statute 
war crime of “the transfer, directly or indirectly, by the Occupying Power of parts 
of its own civilian population into the territory it occupies.”239 Hamas’s accusers 
have portrayed Hamas rocket attacks against Israel as having committed various 
war crimes subject to the Rome Statute, including prohibitions on “indiscrimi-
nate or deliberate attacks on civilians.”240

c. Prosecutorial Discretion and the ICC’s “Sword of Damocles”

This book assesses in more detail elsewhere the accuracy of each of these sets 
of charges of potential war crimes. For purposes of understanding the ICC’s 
next steps, it is important to understand that, regardless of the merits of any 
of these charges, the ICC’s preliminary investigation analysis, and any further 
steps, regarding Israel’s battle tactics in Gaza in 2014 is likely to differ substan-
tially from the ICC’s preliminary investigation analysis, and any further steps, 
regarding settlements in the West Bank and Hamas rocket attacks against Israel. 
The difference will be driven by the principle of complementarity, which is at the 
heart of ICC jurisprudence.

Pursuant to the principle of complementarity, the “primary responsibility for 
trying” perpetrators is said to remain with member states.241 The ICC “can inves-
tigate and, where warranted, prosecute and try individuals only if the State con-
cerned does not, cannot or is unwilling genuinely to do so.”242 The Rome Statute 
and other ICC documents suggest several manifestations of a state being unwill-
ing genuinely to prosecute and try individuals. These include “where proceed-
ings are unduly delayed or are intended to shield individuals from their criminal 
responsibility.”243

Article 17 is the key Rome Statute provision setting forth the principle of 
complementarity. With regard to complementarity, article 17 specifies that “the 
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Court shall determine that a case is inadmissible where … the case is being 
investigated or prosecuted by a State which has jurisdiction over it, unless the 
State is unwilling or unable genuinely to carry out the investigation or prosecu-
tion.”244 Article 17 also specifies that “the Court shall determine that a case is 
inadmissible where … the case is not of sufficient gravity to justify further action 
by the Court.”245

Consistent with article 17’s complementarity provision, article 20 crucially 
specifies as follows:

No person who has been tried by another court for conduct also proscribed by [the 
Rome Statute] shall be tried by the Court with respect to the same conduct unless the 
proceedings in the other court:

(a)  Were for the purpose of shielding the person concerned from criminal respon-
sibility for crimes within the jurisdiction of the Court; or

(b)  Otherwise were not conducted independently or impartially in accordance 
with the norms of due process recognized by international law and were con-
ducted in a manner which, in the circumstances, was inconsistent with an 
intent to bring the person concerned to justice.246

These, then, are the two key bars to admissibility of a case involving a crime 
within the ICC’s jurisdiction:  the case is inadmissible on complementarity 
grounds because the state is handling it (or has handled it) satisfactorily; or the 
case is not of sufficient gravity to warrant the Court’s expenditure of resources.

Assessing the genuineness of a nation state’s investigations, prosecutions, and 
trials, or the gravity of a particular crime, is inherently a subjective enterprise. It 
vests considerable discretion in the ICC and thus its prosecutor. Bensouda has 
repeatedly emphasized the prosecutor’s independence and thus discretion, not-
ing, for example, that “it is the Prosecutor who, with complete independence and 
on the basis of the criteria laid down by the Rome Statute, initiates preliminary 
examinations, selects situations and cases, and decides whether or not to open an 
investigation into a situation” that has been referred to it.247

Bensouda is clearly determined to make maximal use of the ICC’s ability to 
encourage “positive complementarity.” She has defined “positive complementar-
ity” in the ICC context as “a proactive policy of cooperation and consultation, 
aimed at promoting national proceedings and at positioning itself as a sword 
of Damocles, ready to intervene in the event of unwillingness or inability by 
national authorities.”248

Bensouda has repeatedly referred to the ICC’s use of law in instrumental 
terms, referring to it not only, or even primarily, as an arbiter of justice but also 
as having “introduced a new paradigm in international relations: utilizing law as 
a global tool to promote peace and international security.”249 Rather than a body 
like the U.S. Supreme Court, which focuses on relatively passively determining 
what the law is and applying that law to the facts of the cases before it, Bensouda 
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has expressed hope that the ICC would have a “role to play in managing mass 
violence in real time.”250

Bensouda has also repeatedly spoken of how ICC cases not only can bring 
justice to a particular perpetrator but also can have a broader impact. She has 
referred to having a broader impact not only on the particular conflict in which 
a perpetrator has engaged but also, through “the shadow of the Court,” on 
other conflicts and potential crimes. For example, referring to the ICC trial of 
Jean-Pierre Bemba, a Congolese rebel group leader, Bensouda said:  “[U] nlike 
any other court, the ICC’s decision will influence the behavior of thousands of 
military commanders from at least 121 states parties.”251 Thus, Bensouda appears 
to see her role not so much as a determiner of justice in discrete cases but as a 
supranational wager of lawfare.

Bensouda has written that a major objective of the prosecutor’s preliminary 
examination activities is to “stimulate genuine national proceedings against those 
who appear to bear the greatest responsibility for the most serious crimes.”252 
She has said that the use of positive complementarity during the preliminary 
examination phase “is one of the most remarkable efficiency tools we have at our 
disposal as it encourages national prosecutions and prevents or puts an end to 
abuses,” while allowing the Court “to avoid opening investigations and prosecu-
tions” and thus conserve its resources.253

The ICC’s limited resources have also, according to Bensouda, contributed 
to a policy of focusing on the most senior officials responsible for Rome Statute 
crimes. “Given the Court’s limited resources,” said Bensouda, the Office of the 
Prosecutor has determined that it “ought to focus the efforts and resources 
employed in investigation and prosecution on persons bearing the greatest 
responsibility, like heads of States or other organizations presumed to be respon-
sible for these crimes.”254

Much of the interaction between the ICC and Israel—especially dur-
ing the preliminary examination stage (and assuming an article 14 referral by 
Palestine)—will likely turn on the degree to which Israel and its allies can per-
suade Bensouda of one or more of the following:

–  Israel has satisfactorily engaged in positive complementarity as a result of 
Bensouda’s “sword of Damocles”—by, for example, the Israeli legal system 
holding Israeli persons responsible for any Rome Statute crimes they have 
committed;

–  Any Rome Statute crimes by Israeli persons which the Israeli legal system 
has not satisfactorily addressed are “not of sufficient gravity to justify further 
action by the Court;” or

–  It is not, overall, in the interest of Bensouda and the ICC to get further entan-
gled in the Israeli-Palestinian conflict and/or take on a particular aspect or 
issue which would result in the U.S. or other major powers imposing serious 
repercussions on the ICC.
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C. Potential Responses by Israel

For Israel, the ICC preliminary examination is a major national security chal-
lenge. Israeli Foreign Minister Avigdor Lieberman described the preliminary 
examination as an attempt to “harm Israel’s right to defend itself against 
terror.”255

Israel quickly responded to the PA’s ICC accession by freezing the transfer 
of more than $100 million a month in taxes and customs receipts that Israel was 
collecting for the PA.256 This put significant financial pressure on the PA, as these 
transfers reportedly accounted for as much as 80 percent of the PA’s budget.257 
The Israeli government, with a strong interest in not seeing the PA collapse, 
restored the tax revenue transfers soon after the Israeli election of March 2015.258 
It did so amid rumors that the PA had agreed in exchange to hold off on an article 
14 referral or referrals.259

After the ICC’s announcement of a preliminary examination, Israel again 
quickly responded, this time with a campaign by Foreign Minister Lieberman to 
persuade key countries that fund the ICC to cut their contributions to it.260 More 
than half of the ICC’s $158 million annual budget comes from its top seven donor 
countries—Japan, Germany, France, Britain, Italy, Spain, and Canada.261 Since 
the ICC is reportedly already financially stretched, a threatened withdrawal 
of funds by some or all of the Court’s key donors could have had a significant 
impact.262 However, those countries reportedly rebuffed Lieberman’s request.263

While Israel’s first public substantive responses to the PA accession and ICC 
preliminary examination announcement involved the tax transfer cutoff and 
ICC defunding campaign, Israel will likely also feel the need to respond to the 
ICC preliminary examination, and any further steps by the ICC, more squarely. 
While Kenya and Sudan have, as discussed above, managed to thwart ICC action 
through lack of cooperation, this may be harder for Israel. While Kenyan nonco-
operation was able to prevent the ICC from gathering sufficient evidence to move 
forward, Israel is not an authoritarian state, and, as Professor Kontorovich notes, 
“a bevy of Israeli NGOs will be lined up to supply the prosecutor with the dirt on 
alleged Israeli misdeeds.”264 In addition, much information pertaining to rele-
vant Israeli activity is available in the public domain. It does seem highly unlikely 
that Israel will turn its personnel over to the ICC for trial. Thus, an Israeli gov-
ernment policy of noncooperation might succeed in protecting Israeli personnel 
against imprisonment, but not against indictments or arrest warrants.

From a legal perspective, a cooperative Israeli response to the ICC’s prelimi-
nary examination, and any further ICC steps, regarding Israel’s battle tactics in 
Gaza in 2014 is likely to differ substantially from Israel’s response to the ICC’s 
preliminary investigation, and any further steps, regarding settlements in the 
West Bank.

With regard to Israel’s battle tactics in Gaza in 2014, Israel will undoubtedly 
make a detailed argument that it has a policy of complying with the law of armed 
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conflict and punishing any personnel who deviate from that policy in the heat of 
battle. Israel’s efforts to demonstrate “positive complementarity” with regard to 
the 2014 Gaza conflict will likely continue to be heavily influenced by a February 
2013 report of Israel’s Turkel Commission (named for its lead member, former 
Israeli Supreme Court Justice Jacob Turkel).265 The 474-page February 2013 
report assessed whether Israel’s system for investigating alleged war crimes by its 
troops was up to international law standards.266

The Turkel report asserted that Israel’s investigative system does meet inter-
national law standards.267 However, the report also included eighteen recom-
mendations for systemic improvement.268 According to Yonah Jeremy Bob, the 
legal affairs correspondent for the Jerusalem Post, “how Israel has implemented” 
the eighteen recommendations “made by its own quasi-government Turkel 
Commission … may be decisive in whether the ICC views Israel’s investigative 
apparatus as ‘reasonable.’”269

As of January 2015, the Israeli military had reportedly implemented many, 
but not all, of the Turkel Commission’s most important recommendations for 
systemic improvement.270 For example, in response to what has been viewed as 
the most important of the Turkel recommendations,271 the Israeli military estab-
lished a permanent Fact-Finding Assessment Mechanism in order to provide its 
Military Advocate General (MAG) “with as much factual information as possible 
in order to enable the MAG to reach decisions regarding whether or not to open 
a criminal investigation” with regard to combat “incidents where the MAG has 
decided that additional information is required in order to determine whether 
there exists reasonable grounds for suspicion of a violation of the law.”272 The 
Israeli military announced that the MAG’s decisions—as to whether to close 
a case, recommend disciplinary measures, or order the opening of a criminal 
investigation into the combat incident—will be “publicized” and may be chal-
lenged before the Attorney General of Israel and subject to judicial review by the 
Supreme Court of Israel.273

With regard to the Gaza 2014 conflict in particular, Israel quickly began work-
ing to demonstrate that it was genuinely investigating potential violations of the 
Rome Statute that may have occurred during that conflict. For example, on March 
20, 2015, the Israeli military released its third major report on Israel’s investiga-
tion of potential war crimes in the 2014 Gaza conflict.274 The report stated that 
Israel was reviewing 120 incidents, and had opened 19 criminal investigations 
into the conduct of its own soldiers.275 If allegations such as those in a 240-page 
report276 by an Israeli NGO called “Breaking the Silence” were true, Israel may 
end up convicting some of its soldiers, including the tank gunner whose testi-
mony was included in the report and who subsequently told the Washington Post, 
“war crime is a big word … . I didn’t rape and kill anybody, but yeah, I shot at 
random civilian targets sometimes, just for fun, so yeah.”277

With regard to settlements, however, Israel will likely find it far harder to dem-
onstrate “positive complementarity.” According to Ido Rosenzweig, the chairman 
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of Israel’s Association for the Promotion of International Humanitarian Law, 
there is “one issue which complementarity won’t resolve, and that’s the settle-
ments.”278 Professor Aeyal Gross noted that “the establishment of the settlements 
was based on cabinet decisions and with Israeli government funding.”279 “A find-
ing that the court does not have jurisdiction if the relevant state has investigated 
a matter itself ” would not be relevant here, said Gross, because the settlements 
involve “government policy.”280

On the settlements issue, Israel can thus be expected to focus not on comple-
mentarity but rather on other types of responses to an ICC preliminary investiga-
tion or further steps. For example, Israel might, in the absence of complementarity, 
be particularly eager to coerce or induce the PA to hold off on an article 14 referral 
regarding the settlements. In addition, there are several legal theories Israel may 
consider pursuing. For example, Rosenzweig suggested that Israel might argue 
that the settlements issue should be declared inadmissible via article 17’s require-
ment that the Court shall determine a case to be inadmissible where “the case is 
not of sufficient gravity to justify further action by the Court.”281

Professor Aeyal Gross suggested that Israel might claim, as it has in the 
past, that “the settlements were not banned by international law because the 
Geneva Convention does not apply to territory in which there was no previous 
sovereign.”282 However, Gross asserted that “this claim was rejected” by the 
International Court of Justice in its case regarding Israel’s separation fence.283

Israel likely will also rely on the fact that the vast majority of settlement activ-
ity occurred, and almost all of the settlements were established, before the date 
on which ICC jurisdiction commenced over “the situation in Palestine.”284 Such 
prior settlement activity is likely “grandfathered” into being exempt from ICC 
action.285

In analyzing the possibility of an ICC case about Israeli settlements, Professor 
Eugene Kontorovich concluded that such a case, by an ICC that has thus far 
never pursued crimes that do not involve large-scale murder, would be “unprec-
edented along several dimensions.”286 However, asserted Kontorovich, ICC bias 
against Israel is “baked into the Court’s statute” because the Rome Statute’s def-
inition of war crimes “borrows its definitions word-for-word from the Geneva 
Convention” with the exception of new language, inserted by the Arab League, 
which “succeeded in inventing an entirely new offense previously unknown to 
international criminal tribunals,” an offense “designed to make a war crime out 
of ” Israeli settlements.287

Kontorovich referred to the Rome Statute’s addition of the words “directly 
or indirectly” to the Geneva Convention language potentially addressing settle-
ments. The Rome Statute thus prohibits “[t] he transfer, directly or indirectly, by 
the Occupying Power of parts of its own civilian population into the territory 
it occupies … .”288 According to Kontorovich, the change was intended to “go 
beyond the Geneva Conventions to encompass the self-motivated migration of 
Israelis into the West Bank.”289
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Kontorovich asserted that neither the Geneva Convention language on trans-
ferring population into occupied territory nor the Rome Statute provision has 
seen prosecutions in any international or national courts.290 Thus, an ICC pros-
ecution of Israelis for violating this provision would be a first.

Kontorovich also suggested that the situation in occupied Northern Cyprus, 
in which Turkish settlers have reached a “major demographic tipping point, con-
stituting roughly half the population,” is a far stronger candidate to be a viola-
tion of international law than are the Israeli settlements in the West Bank.291 
Kontorovich provided several reasons, including because the Geneva provi-
sion was “designed to protect against fundamental demographic changes in the 
occupied territory,” and the Israeli settler population remains “a small fraction 
(less than 10%) of the total population of the territories the Palestinians claim 
are occupied.”292 Kontorovich concluded that for the ICC to “investigate Israeli 
settlements” while ignoring the Turkish ones in Cyprus would “deprive the pro-
ceedings of any legitimacy.”293

While seeking to fend off potential ICC steps against Israeli personnel 
involved in settlements or the 2014 Gaza conflict, Israel will also face the ques-
tion of what to do about potential ICC action against Palestinian war crimes. 
In August 2014, prior to the PA acceding to the ICC, a senior Israeli official told 
Reuters that an ICC legal action against Israel would prompt an Israeli legal 
action at the ICC against the Palestinians, including against the administration 
of President Abbas.294 “We are talking about terrorism involving officials, secu-
rity personnel and others, from his administration, and emanating from areas 
under his control,” said the Israeli official.295

Palestinian analysts have noted that Abbas may be vulnerable to ICC action 
because of his “signing an agreement with Hamas to form a national reconcilia-
tion government” and that Hamas and perhaps PLO officials are vulnerable due 
to the firing of rockets at Israeli territory.296 Professor Kevin Jon Heller, a leading 
commentator on the ICC, has said, “it is highly likely that, if the OTP investi-
gated the situation in Gaza, Palestinians would end up in the dock long before 
Israelis.”297 “From a legal perspective,” says Heller, “Fatou Bensouda would find 
it much easier to prosecute Hamas’s deliberate attacks on Israeli civilians than 
Israel’s disproportionate attacks, collective punishment of Palestinians, and 
transfer of its civilians into occupied territory, [which] are fraught with ambigu-
ity and difficult to prove.”298

However, the Israeli government would undoubtedly be happier for the ICC 
to stay entirely out of the Israeli-Palestinian conflict. It would not wish to encour-
age ICC action against Palestinians if to do so would increase the likelihood of 
ICC action against Israelis. Thus, until such time as Israel determines that Israelis 
will be placed in the ICC dock, it seems likely that the Israeli government will 
tread carefully when it comes to encouraging potential ICC action against the 
Palestinians. At the same time, Israel may wish to ensure that if Israelis are placed 
in the dock, Palestinians will be as well. Thus, it seems likely that the Israeli 
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government might already have begun preparing itself for a time when it will, 
either itself—or, more likely through proxies—decide to present the strongest 
possible ICC case against the Palestinians.

D. Potential Responses by Israel’s Allies

As discussed above, the ICC’s top seven donor countries have considerable 
potential financial leverage over the Court. While they were reportedly unwill-
ing to use that leverage in response to the ICC’s opening of a preliminary exami-
nation of “the situation in Palestine,” it is possible they might reconsider using 
that leverage, quietly if not publicly, if the ICC takes further steps that are seen 
as either fundamentally unfair to Israel or setting a problematic precedent for the 
United States or for those donors themselves.

Of the top seven donor countries, the one with its own relevant interests that 
are most similar to those of Israel is likely the U.K., which also regularly has 
troops involved in combat. The ICC’s recent opening of a preliminary examina-
tion into war crimes by U.K. troops in Iraq may be a sign that the U.K. is hesitant 
to strong-arm the ICC even when the U.K.’s own interests are directly impli-
cated. However, the preliminary examination of U.K. war crimes may also mean 
that should it appear, further down the line, that substantive precedents are about 
to be set against Israel that could be used against U.K. troops in a more advanced 
(and thus more dangerous) stage of ICC proceedings, the U.K. would have incen-
tive to discourage the ICC from setting that precedent.

The U.S.  government’s initial response to the PA joining the ICC was sharp. 
“Today’s action is entirely counter-productive and does nothing to further the 
aspirations of the Palestinian people for a sovereign and independent state,” State 
Department spokesman Jeff Rathke said in a statement.299 “It badly damages the 
atmosphere with the very people with whom they ultimately need to make peace.”300

Because the United States is not a party to the ICC, it has relatively little direct 
leverage over it. In particular, the United States is not a donor to the ICC and 
thus has no direct financial leverage over it. The United States’ relative lack of 
leverage over the ICC was demonstrated by the ICC’s decision, discussed above, 
to publicly state that it is examining torture or ill treatment by U.S.  forces in 
Afghanistan, despite U.S. efforts to dissuade the ICC from doing so.

In testimony before Congress following the adoption of the Rome Statute, 
the lead U.S.  negotiator, Ambassador David Scheffer, described as follows key 
U.S. concerns about the ICC’s potential jurisdiction over the troops of countries 
that had not joined the ICC:

Multinational peacekeeping forces operating in a country that has joined the treaty 
can be exposed to the Court’s jurisdiction even if the country of the individual peace-
keeper has not joined the treaty. Thus, the treaty purports to establish an arrangement 
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whereby United States armed forces operating overseas could be conceivably pros-
ecuted by the international court even if the United States has not agreed to be bound 
by the treaty. Not only is this contrary to the most fundamental principles of treaty 
law, it could inhibit the ability of the United States to use its military to meet alliance 
obligations and participate in multinational operations, including humanitarian 
interventions to save civilian lives.301

During the Bush administration, the United States—concerned about scenarios 
such as that laid out by Scheffer—took several steps to insulate its own troops 
from ICC jurisdiction. The United States might consider taking similar steps to 
protect Israeli troops. However, with the growing tensions between the Obama 
administration and Israeli Prime Minister Netanyahu that were manifest in 
spring 2015, it seems possible that the United States would only take such steps 
if it became clear that substantive precedents were about to be set against Israel 
that could be used against U.S. troops in a more advanced (and thus more danger-
ous) stage of ICC proceedings than the current preliminary examination regard-
ing U.S. troops in Afghanistan.

Professor Eugene Kontorovich has presented a detailed analysis of how ICC 
proceedings against Israel, which has not joined the ICC, could “set danger-
ous precedents” for U.S. efforts to prevent ICC jurisdiction over U.S. troops.302 
Kontorovich explained that “for the ICC to act against Israeli nationals, it would 
have to establish a number of novel precedents and rulings, which could then 
serve as precedents for proceedings against the U.S.”303

In January 2015, a bipartisan group of U.S.  senators declared:  “If the ICC 
makes the egregious mistake of accepting the Palestinian Authority as a member, 
given that it is not a state, Congress will seek ways to protect Israeli citizens from 
politically abusive ICC actions.”304 The U.S. government may quietly use U.S. aid 
to the PA as leverage to deter the PA from issuing an article 14 referral or refer-
rals (or to pressure the PA to discourage ICC action against Israel even following 
referral). The United States will likely balance such a leveraging of aid against 
its desire to avoid bringing down the PA. In addition, U.S. efforts to urge Israel 
to undertake a settlement freeze are likely to add the new argument that such a 
freeze would help protect Israel against the ICC.

However, should the United States decide to take vigorous action to directly 
protect Israeli personnel from ICC prosecution, it has several options. For exam-
ple, one step the U.S government has taken to help protect U.S. officials from the 
reach of the ICC is to enter into so-called “Article 98” agreements with numerous 
foreign governments.305 Article 98 of the Rome Statute states in relevant part as 
follows:

Article 98 Cooperation with respect to waiver of immunity and consent to surrender:
2.  The Court may not proceed with a request for surrender which would require 

the requested State to act inconsistently with its obligations under international 
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agreements pursuant to which the consent of a sending State is required to sur-
render a person of that State to the Court, unless the Court can first obtain the 
cooperation of the sending State for the giving of consent for the surrender.306

Countries that enter into Article 98 agreements with the United States agree not 
to surrender U.S. persons to the jurisdiction of the ICC.307 The United States has 
concluded such agreements with at least one hundred countries.308 Obviously, 
the United States has more leverage over foreign governments than does Israel. 
Indeed, Congress conditioned U.S. military aid to some countries on their agree-
ing to enter into such Article 98 agreements with the United States.309

With respect to close allies such as Israel, the United States could conceiv-
ably either help those allies enter into their own Article 98 agreements with key 
foreign countries or, possibly, bring those close allies within the umbrella of the 
United States’ Article 98 agreements with key foreign countries. An inability 
to get access to the accused has already caused the ICC prosecutor to suspend 
investigation of the Sudanese President’s involvement in atrocities in Darfur.310 
Knowing that it would face severe difficulties getting access to accused Israeli 
officials could deter the ICC from opening formal investigations into the lesser 
crimes of which they have been accused.

The American Service-Members’ Protection Act, which conditioned 
U.S. military aid to some countries on their agreeing to enter into such Article 98 
agreements with the United States, already includes language protective of close 
U.S. allies. Section 2008 of the Act specifies that “the President is authorized to 
use all means necessary and appropriate to bring about the release of any person 
described in subsection (b) who is being detained or imprisoned by, on behalf of, 
or at the request of the International Criminal Court.”311 The persons described 
in subsection (b)  include “covered United States persons” and “covered allied 
persons.”312

The term “covered allied persons” is defined by the Act to mean “military per-
sonnel, elected or appointed officials, and other persons employed by or working 
on behalf of the government of a NATO member country, a major non-NATO 
ally (including Australia, Egypt, Israel, Japan, Jordan, Argentina, the Republic of 
Korea, and New Zealand), or Taiwan, for so long as that government is not a party 
to the International Criminal Court and wishes its officials and other persons 
working on its behalf to be exempted from the jurisdiction of the International 
Criminal Court.”313 Thus, as Professor Kontorovich notes, “if a country were to 
fulfill a potential ICC arrest warrant for Israelis, the President would automati-
cally be empowered to effect their release by any” means he saw fit.314

Consistent with this, it is important to note that although the United States 
is not a party to the ICC and thus not a donor to it, the top seven donor coun-
tries that provide over half of the ICC’s annual budget are all close U.S. allies. 
All of these allies are either NATO partners or depend heavily on a U.S. defen-
sive umbrella. At some point, the United States might decide that a particular 
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pending ICC move against Israel threatens core U.S. national security interests, 
either because Israel is a close ally or because the ICC is about to set against Israel 
a precedent that is dangerous for U.S.  efforts to prevent ICC jurisdiction over 
U.S.  troops. While the top seven donor countries reportedly rebuffed Israeli 
Foreign Minister Lieberman’s request for intervention with regard to the ICC’s 
preliminary examination into the situation in Palestine, some or all of them 
might feel differently if the United States were to approach them on an issue that 
the United States asserted was a threat to a core U.S. national security interest.

V. PA USE OF INTERNATIONAL ORGANIZATION AND TREATY 
PROCESSES TO ATTACK ISRAEL

In addition to its campaign to gain recognition of Palestine as a full sovereign 
member of the international community, PA lawfare has also included efforts to 
use the internal processes of international organizations and treaties—including 
those to which it is not a party—to attack Israel and otherwise advance Palestinian 
claims against Israel. The previous section, on the PA and the ICC, discussed the 
relatively small number of levers that the post-accession PA will reportedly have 
to influence ICC processes.

This section will focus on two examples of the PA having already used the 
internal processes of an international organization or treaty to wage lawfare 
against Israel. The first example is the PA’s use of its UNESCO membership. The 
second is its use of the International Court of Justice (where it is not a member). In 
addition, the first section of the next chapter discusses the somewhat analogous 
phenomenon of a Palestinian NGO’s effort to use the Organization for Economic 
Cooperation and Development (where the PA is not a member) to attack Israel.

As noted by previous sections of this chapter, by spring 2015, the PA had 
joined over two dozen international treaties and seemed very likely to thereaf-
ter accede to additional international treaties (and possibly various international 
organizations). The PA’s use of UNESCO and ICJ processes in its lawfare cam-
paign against Israel may thus be replicated in years to come with regard to many 
additional international organizations and treaties.

A. PA Ef forts to Use Its UNESCO Membership Against Israel

The Palestinians have used their UNESCO membership to advance claims of 
Palestinian self-determination.315 They have also sought to use their member-
ship to encourage international intervention into their conflict with Israel and to 
drive a wedge between Israel and its Christian allies in the West.

In June 2012, UNESCO, at the PA’s request, voted to designate the Church of 
the Nativity as both a World Heritage Site and a World Heritage Site in Danger.316 
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The Church of the Nativity is located in Bethlehem, which is administered by the 
PA. The Church is identified by Christian tradition as the birthplace of Jesus.317 
According to UNESCO, “the list of World Heritage in Danger is designed to 
inform the international community of conditions for which a property was 
inscribed on the World Heritage List, and to encourage corrective action.”318 
Inclusion on the list “alerts the international community … in the hope that it 
can join efforts to save these endangered sites.”319

Prior to the vote, UNESCO’s own advisory panel determined that although 
the Church did need renovation and conservation, it “did not appear to be in 
imminent danger.”320 The United States and Israel opposed the move to list the 
Church as endangered, viewing it as politically motivated.321

Since the PA emphasized the potential harm from Israel’s “occupation,” secu-
rity barrier, and settlements in claiming that the Church was in danger,322 the PA 
was able to portray UNESCO’s decision to list the Church as a World Heritage 
Site in Danger as ratifying its allegations that these Israeli policies endangered 
one of Christianity’s holiest sites, and that the PA was saving Jesus’s birthplace 
from Israeli-caused harm. For example, Hanan Ashrawi, who led the Palestine 
Liberation Organization’s Department of Culture and Information, said that the 
UNESCO decision “emphasizes that Israel [is] a major threat to the safety and 
the responsible preservation of that important segment of human civilization in 
Palestine.”323 Ashrawi made this statement despite the fact that UNESCO tech-
nical experts, prior to the vote, determined that the major risk to the Church, 
which is located in a Palestinian-administered area and maintained by Christian 
clerics, comes from water leaks attributable to lack of maintenance and repair 
of the roof and to pollution due to the number of vehicles and small industries 
within the Palestinian-controlled town of Bethlehem.324

B. PA Ef forts to Use the International Court of Justice 
Against Israel

Although the Palestinian Authority was not a party to the International Court 
of Justice (ICJ) in 2004, the PA and its allies won a considerable lawfare victory 
against Israel in a July 2004 I.C.J. Advisory Opinion titled “Legal Consequences 
of the Construction of a Wall in the Occupied Palestinian Territory.”325 The Wall 
Advisory Opinion stemmed from an Israeli government decision in 2002 to con-
struct a “security fence” separating Israel from much of the West Bank territory 
it had conquered from Jordan in 1967. The fence’s route differs from the “Green 
Line”—the armistice line that served as Israel’s border with the West Bank from 
1949 to 1967,326 placing some 8 to 10 percent of the West Bank on the Israeli side 
of the fence.327

The declared purpose of the fence was to “save Israeli lives by preventing 
Palestinian terrorists” from infiltrating Israel and killing Israeli civilians.328 
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According to the Israeli Ministry of Defense, in the three years prior to begin-
ning the fence construction, “117 Palestinian terrorists” crossed into Israel and 
“in the act of blowing themselves up murdered 477 people.”329 Israel’s ambassa-
dor to the UN, Daniel Gillerman, stated that “a security fence is one of the most 
effective non-violent methods of preventing the passage of terrorists and their 
armaments … to the heart of civilian areas.”330 Senior figures of both Palestinian 
Islamic Jihad and Hamas have reportedly admitted that the security fence hin-
ders suicide bombing attacks against Israel.331 The Military Advocate General of 
the Israel Defense Forces asserted that “the fence has proven to be an extremely 
effective means for combating terrorism,” resulting in a “decline of approxi-
mately 90%” of the number of terrorist attacks within Israel by Palestinian ter-
rorists from fenced-off areas.332

The Palestinian Authority, the Arab League, and others criticized the fence’s 
construction as a violation of international law and described it as a de facto 
annexation having deleterious effects on the life of the Palestinian population.333 
In a December 2003 resolution, the General Assembly requested the ICJ to 
render an advisory opinion on the following question: “What are the legal con-
sequences arising from the construction of the wall being built by Israel, the 
occupying Power, in the Occupied Palestinian Territory, including in and around 
East Jerusalem, as described in the report of the Secretary-General, consider-
ing the rules and principles of international law, including the Fourth Geneva 
Convention of 1949, and relevant Security Council and General Assembly reso-
lutions?”334 The General Assembly resolution requesting the opinion had been 
introduced on the PA’s behalf by a group of Arab states.335

The General Assembly request took note of article 65 of the I.C.J. Statute, 
which provides that the ICJ “may give an advisory opinion on any legal ques-
tion at the request of whatever body may be authorized by or in accordance with 
the Charter of the United Nations to make such a request.”336 Article 96 of the 
U.N. Charter provides that “[t] he General Assembly or the Security Council may 
request the International Court of Justice to give an advisory opinion on any 
legal question.”337

Both Israel and the United States urged the ICJ to exercise its discretion 
and decline to issue an advisory opinion.338 Neither addressed the merits of the 
question.339

The I.C.J. Advisory Opinion, issued on July 9, 2004, included the following 
statements:

• “The Court concludes that the Israeli settlements in the Occupied Palestinian 
Territory (including East Jerusalem) have been established in breach of inter-
national law.”340

• The construction of the wall “constitutes breaches by Israel of various of its 
obligations under the applicable international humanitarian law and human 
rights instruments.”341
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• “The construction of the wall being built by Israel, the occupying Power, in 
the Occupied Palestinian territory, including in and around East Jerusalem, 
and its associated regime, are contrary to international law.”342

• Israel “is under an obligation to cease forthwith the works of construction of 
the wall being built in the Occupied Palestinian Territory, including in and 
around East Jerusalem, to dismantle forthwith the structure therein situated, 
and to repeal or render ineffective forthwith all legislative and regulatory acts 
relating thereto.”343

• Israel is “under an obligation to return” any immovable property “seized from 
any natural or legal person for purposes of construction of the wall” and “has 
an obligation to compensate, in accordance with the applicable rules of inter-
national law, all natural or legal persons having suffered any form of material 
damage as a result of the wall’s construction.”344

On most of the ICJ’s findings, the only one of the fifteen judges who voted against 
was Judge Thomas Buergenthal, the U.S.-national judge. Buergenthal criticized 
the majority opinion on various grounds, including that it adopted the “legally 
dubious conclusion that the right of legitimate or inherent self-defence is not 
applicable in the present case.”345

In the wake of the I.C.J. Opinion, which was advisory and thus nonbinding, 
the government of Israel continued to build the fence. On two occasions, the 
Supreme Court of Israel ordered the government to adjust the route of the fence 
so as to reduce its negative impact on Palestinians.346 While some international 
law experts welcomed the I.C.J. Opinion,347 others, including several leading 
U.S. experts, criticized it, including for too narrowly interpreting the scope of the 
right to self-defense.348

In May 2014, nearly ten years after the I.C.J. Advisory Opinion, the Prime 
Minister of Israel stated that “the security barrier has saved thousands of lives.”349 
A few weeks later, at a U.N. meeting held to mark the exact date of the tenth anni-
versary of the I.C.J. Advisory Opinion, U.N. Secretary-General Ban Ki-moon 
called for “adhering to the Advisory Opinion,” and called on “all Member States” 
to comply with their “obligation not to recognize the illegal situation resulting 
from the construction of the wall” and their “obligation to ensure compliance by 
Israel with international humanitarian law.”350 He also noted that he had estab-
lished an office to register the damage caused by the wall and said the office had 
“collected 42,600 claims and over 1.1 million supporting documents.”351

Ban’s statement made no reference to, or acknowledgment of, claims that 
the security barrier had hindered terrorist attacks against civilians. For the 
Secretary-General, the I.C.J. Advisory Opinion had discredited the security 
fence as illegal and worthy only of dismantlement.

Thus, in this example, Palestinian lawfare achieved an I.C.J. advisory opinion 
declaring both that Israeli settlements are illegal and that Israel is “under an obli-
gation” to “dismantle forthwith” a security barrier that Israel and terrorist groups 
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had all described as an exceptionally effective means of protecting Israeli civil-
ians against suicide bombing attacks. This particular deployment of Palestinian 
lawfare did not have the same effect as traditional kinetic warfare. In other words, 
it did not make the wall or the settlements go away. However, it did mobilize the 
U.N. Secretary General to use the prestige and leverage of his office to pressure 
Israel to dismantle the wall and the settlements.

In addition, and perhaps more impactfully, the I.C.J. Advisory Opinion served 
as the basis for at least one criminal prosecution in a national court (and perhaps 
more to come). As Chapter 6 will describe, the I.C.J. Opinion served as the basis 
for a three-year Dutch criminal investigation of a Dutch company for allegedly 
committing war crimes. The Dutch company’s offense was that it had rented out 
construction equipment used by the Israeli government in construction of the 
wall and settlements for a total of sixteen days.





CHAP TER  6

Palestinian NGOs and Their Allies Wage 
Lawfare Against Israel

“Companies which are complicit must pay a heavy price.”
— Omar Barghouti, BDS movement co-founder

W  hile the Palestinian Authority (PA) is waging lawfare against Israel on 
the battleground of international organizations and treaties, Palestinian 

NGOs and their allies are waging lawfare against Israel principally on the battle-
ground of national courts. This chapter describes and analyzes the lawfare being 
waged against Israel by Palestinian NGOs and their allies.

Section I  of this chapter focuses on the growing and multifaceted Boycott, 
Divestment, and Sanctions (BDS) movement against Israel. Many BDS activi-
ties involve the deployment of laws and law-related forums as tools to achieve 
boycotts of, divestment from, and sanctions against entities or persons that either 
are Israeli or do business with Israel. This section begins by analyzing two exam-
ples of the use of multilateral or regional forums: the use of OECD guidelines 
to pressure a U.K. company to stop doing business with Israel and the creation 
of EU guidelines restricting grants to Israel. The section then analyzes the phe-
nomenon of the BDS movement citing Israeli “war crimes” as legal justification 
in defense of BDS disruption and physical damage to Israeli-affiliated businesses. 
After that, the BDS section addresses the deployment of lawfare by Israel sup-
porters seeking to combat BDS targeting of Israeli products.

The following two sections of this chapter address two types of offensive law-
fare against Israel that do not seem to fit neatly within the boycott, divestment, 
and sanctions framework. Section II focuses on the attempt by Palestinian NGOs 
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and their allies to use “universal jurisdiction” statutes to generate third-country 
(neither Israel nor Palestine) prosecutions of Israeli officials and former officials 
for alleged war crimes. Section III analyzes how various Palestinian NGOs and 
their allies have instigated legal action in third-country national courts against 
third-country companies for allegedly “aiding and abetting” Israeli “war crimes.”

Section IV of this chapter discusses Israeli responses thus far to Palestinian 
NGOs and their allies. Section V analyzes how and why the Palestinians’ sophis-
ticated and extensive waging of lawfare against Israel contrasts strikingly with 
the poor records of compliance with international law and the rule of law of 
both the PA and Hamas. The chapter’s final section, Section VI, analyzes lessons 
learned and assesses the future of lawfare by the PA and by Palestinian NGOs 
and their allies, as well as the future of Israeli responses to such lawfare.

I. THE BOYCOTT, DIVESTMENT, AND SANCTIONS MOVEMENT 
AGAINST ISRAEL

A. Overview of the BDS Movement

The BDS movement is an international campaign—launched in July 2005 by a 
coalition of Palestinian non-governmental organizations—that deploys legal, 
economic, and political pressure on Israel in an effort to achieve Israeli compli-
ance with the following stated goals of the movement:

1. Ending its occupation and colonization of all Arab lands and dismantling 
the Wall;

2. Recognizing the fundamental rights of the Arab-Palestinian citizens of Israel to 
full equality; and

3. Respecting, protecting, and promoting the rights of Palestinian refugees to 
return to their homes and properties as stipulated in UN resolution 194.1

In its founding document, the BDS organizers declared that they were “inspired by 
the struggle of South Africans against apartheid.”2 They also called upon civil soci-
ety “all over the world to impose broad boycotts and implement divestment initia-
tives against Israel similar to those applied to South Africa in the apartheid era” 
and to pressure governments “to impose embargoes and sanctions against Israel.”3

The justifications for BDS activities of all types are typically presented in 
highly legalistic terms, which tend to characterize the BDS activities as lawful 
responses to allegedly illegal Israeli activities. For example, the BDS movement’s 
founding document justifies its boycott, divestment, and sanctions campaign as 
an effort to respond to Israel’s “persistent violations of international law.”4

The BDS movement is at least nominally led by the Palestinian BDS National 
Committee (BNC), which asserts that it is “the Palestinian coordinating body for 
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the BDS campaign worldwide.”5 However, both Palestinian and non-Palestinian 
activists can and do take action “in the name of BDS” without seeking explicit 
approval from the BNC. In light of the many different organizations involved in 
advancing the Palestinian agenda against Israel in many different forums, it can 
be very difficult to attribute a particular development to a particular organization 
or leader. Thus, it is difficult if not impossible to neatly divide BDS activities from 
other activities intended to advance the Palestinian agenda against Israel.

This book will use the term “BDS movement” to describe the somewhat amor-
phous numbers of non-governmental persons around the world who are seek-
ing to advance the following “BDS activities” in furtherance of the Palestinian 
cause: (a) imposition of consumer boycotts and implementation of divestment initia-
tives against some or all persons that either are Israeli or do business with Israel and 
(b) pressuring their governments to impose embargos and sanctions against Israel.

Given the disparate and evolving nature of BDS activities, it is difficult to 
estimate their potential costs to the Israeli economy (which in 2014 had a gross 
domestic product of $295 billion).6 There have nevertheless been at least two 
studies that have attempted to develop such an estimate. A  2015 study by the 
RAND Corporation, a U.S.  think tank, estimated that a successful BDS cam-
paign against Israel could cost the Israeli economy a cumulative $47 billion over 
a decade.7 A  leaked Israeli government report contained a lower estimate, that 
BDS of all types could cost Israel’s economy $1.4 billion per year.8

Especially since BDS activists choose their targets for maximal impact, it is 
possible that some opportunities of which Israel is deprived by BDS may have 
strategic value for Israel that is greater than their nominal economic costs. In 
addition, BDS can also have important, even harder to quantify delegitimization, 
scientific and professional isolation, and other impacts on Israel and its citizens.

As mentioned previously, the book will address in separate sections of this 
chapter two types of litigation-oriented offensive lawfare against Israel that do 
not fit neatly within the BDS framework:  the attempt to use “universal juris-
diction” statutes to generate third-country prosecutions of Israeli officials and 
former officials for alleged war crimes, and attempts to instigate legal action in 
third-country national courts against third-country companies for allegedly 
“aiding and abetting” Israeli “war crimes.”

Some BDS activities involve the deployment of multilateral regional, national, 
or local legal mechanisms or forums (such as the OECD and EU guidelines 
described below) against some or all entities or persons that either are Israeli or 
do business with Israel. Other BDS activities simply seek to persuade third par-
ties (including musicians and academics) to stop doing business with some or all 
Israeli entities and persons. Such persuasion campaigns are largely outside the 
scope of this book on lawfare as they do not seek to change or apply law.

With regard to such persuasion campaigns, it is important simply to note that 
their rhetoric—as with the BDS movement’s rhetoric more broadly—is typically 
framed in highly legalistic terms. For example, some of the most publicized BDS 
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activities have been campaigns to persuade musicians to boycott Israel.9 The 
BDS activists often justify their calls for boycotting Israel by referring to alleg-
edly illegal Israeli activities. For instance, in a March 3, 2015, statement urging 
jazz vocalist Gregory Porter to cancel a scheduled performance in Tel Aviv, the 
Palestinian Campaign for the Academic and Cultural Boycott of Israel (PACBI) 
called on Porter not to “commit musical genocide.”10 PACBI stated that “playing 
in a country with such a horrific record of human rights violations and persistent 
breaches of international law cannot but be seen as a whitewash of these crimes 
committed by Israel against the Palestinian people.”11

Similarly, in seeking to encourage voluntary divestment from particular com-
panies doing business with Israel, the BDS movement often accuses such compa-
nies of being complicit in Israeli violations of international law. For example, on 
July 25, 2014, the Palestinian BDS National Committee urged divestment from 
Hewlett Packard and a boycott of its laptops, printers, and ink on the grounds 
that “Hewlett Packard is involved in various Israeli violations of international law 
through providing the Israeli occupation forces with a vast range of IT services 
and infrastructure solutions.”12 The Palestinian BDS National Committee has 
also asserted that the “many international companies that are complicit in Israeli 
violations of international law … include HP, Caterpillar, Volvo, Hyundai, 
among many others.”13 The BDS movement focuses heavily on foreign companies 
doing business in Israel in part because there are relatively few Israeli products 
for overseas consumers to boycott—some 95 percent of Israeli exports are sold in 
business-to-business transactions rather than directly to individual consumers.14

In February 2014, the Birzeit University Institute of Law issued a publication, 
titled Advocating for Palestinian Rights in Conformity with International Law, that 
provided a detailed strategy for using international law claims and language to 
condemn Israel and its policies towards the Palestinians.15 According to Anne 
Herzberg, one of Israel’s leading opponents of the BDS movement and its NGO 
organizers, “the adoption of legal rhetoric is almost universal” in publications 
by NGOs that are advocating BDS or otherwise hostile to Israel.16 “By couching 
political attacks in legal terms,” said Herzberg, “NGOs seek to create a veneer of 
credibility and expertise, thereby increasing international pressure against Israel 
and further delegitimizing counter-terror measures.”17

Interestingly, the Palestinian Authority seems to have a mixed relationship 
with the BDS movement. In December 2013, PA President Abbas said, “No, we 
do not support the boycott of Israel.”18 He added that “we ask everyone to boycott 
the products of the settlements … but we don’t ask anyone to boycott Israel itself. 
We have relations with Israel, we have mutual recognition of Israel.”19 Several 
BDS movement leaders excoriated Abbas for this statement. For example, Omar 
Barghouti, one of the most prominent Palestinian BDS activists, stated:  “Any 
Palestinian official who today explicitly speaks against boycotting Israel … only 
shows how aloof he is from his own people’s aspirations for freedom, justice and 
equality, and how oblivious he is to our struggle for their inalienable rights.”20
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Then, in April 2014, Palestinian police arrested four Palestinian protes-
tors for disrupting an Indian dance troupe’s performance in Ramallah.21 The 
protestors were BDS movement activists who said they were disrupting the 
performance—which was attended by senior PA officials22—because the dance 
troupe had previously performed in Tel Aviv.23 In May 2014, the PA formally 
charged the protestors with “provoking riots and the breach of public tranquil-
ity.”24 According to Khaled Abu Toameh, a Palestinian reporter for the Jerusalem 
Post, the PA sees BDS activists as “trouble-makers” who “make the Palestinians 
appear as if they are not interested in peace and coexistence with Israel.”25

However, in February 2015, the PLO movement announced a campaign to 
boycott, within the Palestinian market, products made by six major Israeli food 
companies.26 The PA, led by President Abbas, reportedly asked the PLO move-
ment, which he also heads, to lead the boycott campaign because the PA wanted 
to itself avoid violating past agreements with Israel.27

The campaign to boycott the six companies’ products was described as a 
response to Israel’s decision to halt the transfer of tax revenues to the PA.28 
Abdullah Kmail, the boycott leader, said the boycott would end if Israel resumed 
the tax revenue transfer.29 Israel had halted the transfer in response to the 
Palestinian decision to join the International Criminal Court. The PLO’s boycott 
of the six food companies was criticized by the BDS movement because it was 
narrow in scope and temporary.30 As of late March 2015, the official policy of 
the PA was reportedly still to boycott products made in Israeli settlements in the 
West Bank but not to boycott products made within Israel’s pre-1967 borders.31

B. Palestinian NGO Lawfare Uses Organization for Economic 
Cooperation and Development Against Israel

The Palestinian BDS National Committee (BNC) has, for several years, identi-
fied G4S, a British security company, as one of its top targets. G4S is a provider 
of security and screening equipment reportedly used in Israeli prisons, military 
checkpoints, and a police station in the West Bank.32 The BNC stated that G4S 
“provides systems” for prisons in Israel “which hold Palestinian political prison-
ers” in violation of “Article 76 of the Fourth Geneva Convention.”33 The BNC 
said that G4S also “provides services and equipment to Israeli checkpoints in the 
West Bank that form part of the route of Israel’s illegal Wall” and to “military 
bases and police stations and businesses in illegal Israeli settlements.”34

The PA is not a member of the Organization for Economic Cooperation and 
Development (OECD), which Israel joined in 2010. Nevertheless, an NGO called 
Lawyers for Palestinian Human Rights impactfully used the OECD Guidelines 
for Multinational Enterprises to pressure G4S to stop doing business with Israel.

In 2011, the OECD, an international organization consisting of many of 
the world’s wealthiest countries, expanded its Guidelines for Multinational 
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Enterprises to include compliance with human rights. The Guidelines state that 
multinational enterprises “should … [r] espect human rights, which means they 
should avoid infringing on the human rights of others and should address adverse 
human rights impacts with which they are involved.”35

The Guidelines have long occupied a unique position as corporate social 
responsibility guidelines that are formally endorsed by a group of governments.36 
Adhering countries are required to set up National Contact Points (NCPs) that 
are tasked with “providing a mediation and conciliation platform for resolving 
issues that arise from the alleged non-observance of the Guidelines.”37

The OECD states that “observance of the Guidelines by enterprises is volun-
tary and not legally enforceable.”38 It explains that “NCPs are not judicial bodies” 
and the grievances they handle “are not legal cases.”39 However, “the countries 
adhering to the Guidelines make a binding commitment to implement them.”40 
Once an interested party has submitted to the NCP a complaint (a “specific 
instance” of “alleged non-observance of the Guidelines”), NCP consideration is 
composed of three phases.41 The first phase is an “initial assessment” in order 
“to determine if the issues raised merit further examination.”42 If further exami-
nation is considered warranted, the NCP embarks on a second phase, in which 
it is to “facilitate access to consensual and non-adversarial means to resolve the 
issues.”43 In the third phase, the NCP issues a statement or report indicating 
whether or not an agreement has been reached and if a party has been unwilling 
to participate in the procedures.44

The addition of the human rights compliance provision was led by Harvard 
professor John G. Ruggie, the U.N. Secretary-General’s Special Representative 
for Business and Human Rights. “What’s unique about the OECD Guidelines,” 
explained Ruggie, “is that they come with a complaints mechanism, so that peo-
ple who feel that their human rights have been harmed can actually bring a com-
plaint against a company.”45

A few days after the U.K. government’s National Contact Point for the OECD 
launched an investigation46—at the behest of Lawyers for Palestinian Human 
Rights—into G4S’s activities in Israel and the West Bank, G4S announced at 
its annual meeting that it would not renew security and screening contracts to 
provide services to Israeli prisons and to checkpoints in the Palestinian territo-
ries.47 The complaint was submitted on behalf of Lawyers for Palestinian Human 
Rights by Leigh Day, a British law firm. It was part of a multipronged campaign 
against GS4 involvement with Israeli security operations, which also included 
pressure on investors to divest from GS4.48

Tareq Shrourou, director of Lawyers for Palestinian Human Rights, described 
the complaint against G4S as a “considered utilization of the OECD evidence-
based mediation, investigation, and accountability process.”49 He hailed the 
U.K.  government’s decision as setting an important precedent for successfully 
using the implementation mechanism for the OECD guidelines to combat Israeli 
actions against Palestinians.50
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The U.K.  government’s National Contact Point for the OECD ultimately 
found largely in favor of G4S.51 G4S was cleared of causing “adverse human rights 
impacts” in Israel.52 The National Contact Point found no evidence of any “broad 
failure by G4S to respect the human rights of people on whose behalf the com-
plaint is made.”53 It did not recommend that G4S cease doing business with the 
Israeli government.54 But it did recommend that G4S consider “how it may be 
able to work with business partners in Israel to support action to address adverse 
impacts referred to in the complaint.”55

Despite the largely favorable finding, the G4S precedent was quite worrisome 
for Israel. Israel’s embassy in the U.K. stated: “Israel views with concern the fact 
that political groups with a clear anti-Israel agenda have tried to abuse a profes-
sional complaint mechanism in order to advance their political agenda.”56 As dis-
cussed above, G4S had felt pressured to announce, days after the investigation 
commenced, that it would not renew security and screening contracts to pro-
vide services to Israeli prisons and to checkpoints in the Palestinian territories. 
Even after that announcement, G4S had been subjected to a seventeen-month 
investigation.57

The OECD Guidelines for Multinational Enterprises are adhered to 
by all thirty-four OECD countries and by twelve non-OECD countries.58 
Eight of the top ten nations from which Israel imports are adherents to the 
Guidelines—the United States, Germany, Switzerland, Belgium, Italy, the 
Netherlands, the United Kingdom, and Turkey.59 While observance of the 
Guidelines by business enterprises is “voluntary and not legally enforceable,”60 
the “countries adhering to the Guidelines make a binding commitment to 
implement them.”61 As discussed elsewhere in this book, with lawfare, the pro-
cess itself can be sufficiently onerous to dissuade companies from doing busi-
ness with Israel, even if they emerge from the process victorious. Should the 
U.K. government’s National Contact Point for the OECD launch additional 
“investigations” of U.K.  companies doing business with Israel, and espe-
cially if additional OECD member states follow suit, the OECD Guidelines 
for Multinational Enterprises could become a very impactful tool for lawfare 
against Israel.

C. The EU Guidelines Restricting Grants to Israel

The BDS movement’s single largest success as of spring 2015 was likely the EU 
guidelines, issued in 2013, which restrict “the award of EU support to Israeli enti-
ties or to their activities in the territories occupied by Israel since June 1967.”62 
The guidelines are binding on EU institutions. “Support” is defined to include 
“grants, prizes, or financial instruments.”63 At stake for Israel was hundreds of 
millions of euros in funding.64 As a result, in the end, Israel largely backed down 
from its initial refusal to accept the conditions.65
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Michael Deas, the Palestinian BDS National Committee’s Coordinator in 
Europe, said: “These guidelines show that grassroots civil society pressure is forc-
ing the European Union to acknowledge its legal responsibility to not recognize 
Israel’s regime of occupation, colonization and apartheid against the Palestinian 
people and to end some aspects of its deep complicity in maintaining this illegal 
and criminal system.”66 Zaid Shuaibi, the Committee’s spokesperson, welcomed 
the guidelines as helping implement “the ‘S’ in BDS.”67

PLO executive committee member Hanan Ashrawi hailed the EU guidelines 
and threatened further lawfare targeting Israeli settlements.68 Ashrawi stated 
that “the EU guidelines are just the beginning of holding Israel accountable (for 
settlement building),” and said that if settlement-building continued the PLO 
was poised to have “recourse to international judicial processes through interna-
tional institutions.”69

The EU stated that the “aim” of the restrictions was to “ensure the respect 
of EU positions and commitments in conformity with international law on the 
non-recognition by the EU of Israel’s sovereignty over the territories occupied 
by Israel since June 1967.”70 EU foreign policy chief Catherine Ashton said that 
the guidelines were not meant to “prejudge the outcome of peace negotiations 
between Israel and the Palestinians.”71 However, Israeli government officials 
complained that the binding guidelines supported Palestinian demands that 
Israel relinquish the territories it conquered in 1967.72

Meanwhile, two U.S. law professors asserted that the EU guidelines were “sin-
gularly discriminatory against Israel,” including because the EU did not impose 
similar limitations on its grants to “numerous countries that maintain settle-
ments in what Europe considers occupied territory, such as Morocco, Turkey, 
and Russia.”73 Noting that “the EU has a grant program specifically aimed at 
funding Turkish ‘settlers of Northern Cyprus,’” Professors Avi Bell and Eugene 
Kontorovich said that “if the EU is serious about the legal theory it is using to 
promote the Guidelines, it means that the EU violates international law with its 
grant programs in Northern Cyprus.”74 The professors predict that “future chal-
lengers to EU policy in Northern Cyprus, as well as other occupied territories 
like Western Sahara, will use EU arguments regarding the Guidelines to con-
vince courts to rule that EU policy violates international law.”75

D. BDS Activists Cite Israeli “War Crimes” as Legal  
Justif ication for Disrupting and Physically Damaging 
Israeli-Af f iliated Businesses

Ahava, an Israeli company that creates beauty products from Dead Sea miner-
als, opened a shop in the Covent Garden area of London, England.76 Some of the 
products were reportedly processed by an Israeli settlement in the West Bank.77 
Two protesters entered the shop on October 2, 2010, and refused to leave.78 The 
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protesters were arrested for “aggravated trespass” in violation of section 68 of the 
UK’s Criminal Justice and Public Order Act of 1994.79 The protestors argued that 
they should be acquitted on the grounds that Ahava was aiding and abetting an 
Israeli war crime and was otherwise engaged in unlawful activities.80

According to the U.K. Supreme Court, the “aggravated trespass” offense 
“criminalises the conduct of a person A  who (i)  trespasses on land, (ii) where 
there is a person or persons B lawfully on the land who is engaged in or about 
to engage in a lawful activity, (iii) and A does an act on the land, (iv) intended 
by A to intimidate all or some Bs from engaging in that activity, or to obstruct 
or disrupt that activity.”81 The defendants contested the charge that they had 
engaged in “aggravated trespass,” arguing that Ahava’s activities were not “law-
ful” since they involved the commission of one or more of the following four 
criminal offenses:

(1) The defendants argued that Ahava was guilty of the alleged war crime of 
“aiding and abetting the transfer by Israeli authorities of Israeli citizens” to 
the occupied territories.

(2) The defendants argued that since the items sold in the shop were the prod-
ucts of the alleged war crime, Ahava was “guilty of the offence of using or 
possessing criminal property.”

(3) The defendants argued that the products had been imported into the 
U.K. under an EC-Israel agreement that conferred tax advantages, but since 
the products had originated in the occupied territories, not Israel, Ahava was 
guilty of the offense of cheating the tax collector.

(4) The defendants argued that although the products were labeled as made in 
“Dead Sea, Israel” they were in fact made in the occupied territories, and 
thus Ahava was guilty of violating laws requiring accurate labels.82

The defendants’ conviction in the U.K.  magistrates court was upheld by the 
divisional court and then ended up before the U.K. Supreme Court, the U.K.’s 
final court of appeal.83 In February 2014, five U.K. Supreme Court judges unan-
imously upheld the conviction for trespass.84 The court held that an activity is 
“unlawful” for purposes of the aggravated trespass statute only if “the criminal 
offence is integral to the core activity carried on” and not “when there is some 
incidental or collateral offence, which is remote from the activity.”85

Applying that conclusion to the facts of the case, the U.K. Supreme Court 
found that “of the postulated offences all were either not demonstrated to have 
been committed by the occupants of the shop at the time of the defendants’ tres-
pass or were at most collateral to the core activity of selling rather than integral 
to that activity.”86 “The occupants of the shop were, accordingly, engaged in the 
lawful activity of retail selling at the time,” said the court, and the defendants’ 
claims that Ahava was engaged in unlawful activity “provided no defence to the 
defendants.”87
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Although the protesters lost in court, they appear to have achieved the objec-
tive of hindering Ahava sales in the U.K. Ahava had closed the targeted shop in 
September 2011, “after four years of protests and counter-protests outside its 
premises.”88 The U.K. Supreme Court victory, two and a half years after the clo-
sure, must have served as cold comfort.

The U.K. Supreme Court’s Ahava decision had been preceded by at least three 
separate U.K. lower court decisions in which defendants who had relied on simi-
lar defenses were acquitted. In each of those lower court decisions, the targeted 
facility’s alleged contribution to Israeli “war crimes” had been treated as justify-
ing protesters breaking into and damaging the facility.

For example, in 2010, a U.K.  jury acquitted several activists who admitted 
breaking into and damaging an EDO MBM Technology company weapons fac-
tory because they believed it manufactured F-16 parts for Israel.89 The activists 
had mounted a “lawful excuse” defense, arguing that they had committed the 
break-in and £89,000 worth of damage in order to prevent the more serious “war 
crimes being committed by Israel against the Palestinians.”90 The protesters’ 
defense team used the opportunity to present testimony by an academic who pre-
sented a litany of alleged war crimes by Israel “since its creation in 1948.”91 The 
EDO managing director was reportedly cross-examined “for over five days.”92

During his summing up of the EDO case, Judge George Bathurst-Norman 
expressed strong sympathy for the defendants, asserted that the academic’s 
testimony had provided evidence of “war crimes being committed by Israel in 
Gaza,” compared scenes in Gaza to the destruction caused by the Nazis, and 
suggested that one of the defendants be awarded a medal for his actions.93 Judge 
Bathurst-Norman instructed the jury that under U.K. law, “a person has a lawful 
excuse if he destroys or damages property in order to protect property belonging 
to another and at the time of the act alleged he honestly believed that the prop-
erty was in immediate need of protection and that the means of protection which 
he adopted were reasonable, having regard to all the circumstances.”94

Applying this law to the specific facts of the EDO case, Judge Bathurst-Norman 
further instructed the jury that the defendants would have had a “lawful excuse” 
for breaking into and damaging the factory if one of their purposes in doing so 
was “to prevent the destruction by the Israeli Air Force of property in Gaza.”95

After the trial, the U.K. Office for Judicial Complaints investigated Judge 
Bathurst-Norman’s handling of the proceedings and formally reprimanded him 
on the grounds that a number of his “observations” during the trial and sum-
ming up “did not arise directly from the evidence at trial and could be seen as an 
expression of the judge’s personal views on a political question.”96 However, in 
spite of this, the defendants’ acquittal was not overturned.

In Northern Ireland, two separate groups of protestors were on similar 
grounds acquitted of damaging a Raytheon facility in Londonderry. In 2008, 
the first group of protestors said that they had forced their way into the facility 
and damaged it in 2006 in order to “protect the lives and property” of people 
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in Lebanon from being attacked by Israeli forces who bought weapons from 
Raytheon.97 They were acquitted.98 In 2010, the second group of protesters stated 
that they had forced their way into the facility and damaged it in 2009 in order to 
“prevent crime, a crime against humanity which continues to be inflicted on the 
people of Gaza by the Israeli defence forces.”99 They were also acquitted.100

In contrast with the EDO case, this author could find no record of a judicial 
reprimand in either Raytheon case. Raytheon’s Londonderry facility had previ-
ously been occupied by demonstrators protesting the use of Raytheon weapons 
by the United States and its allies in Iraq.101 There is no record of a prosecution 
in that instance. Indeed, the Londonderry City Council in 2009 asked the City 
Solicitor to inform Raytheon of the Council’s opposition to any manufacture of 
military equipment in the city, “putting this in the context of existing Council 
policies opposing rendition flights, the conflict in Palestine and the arms trade 
generally.”102

Raytheon eventually decided to close its Londonderry facility.103 Press cov-
erage of the closure decision referenced the City Council’s action, the protests, 
and also a document from Invest Northern Ireland (part of Northern Ireland’s 
Department of Enterprise, Trade, and Investment) that reported frustration 
among Raytheon’s senior management at the acquittals of the protestors.104

The U.K. Supreme Court’s decision in the Ahava case made it harder for BDS 
activists to cite Israeli “war crimes” as legal justification for at least some types of 
physical interference with Israeli-affiliated businesses in the United Kingdom. 
However, the scope of the decision’s impact may be tested. An analyst sympa-
thetic to the BDS movement asserted that the Ahava case ruling “only actually 
adjudicated on the application of the defence in [an] aggravated trespass case” 
and “does not rule out the use of similar defences in criminal damage cases like 
those” of the Raytheon and EDO defendants “who were found not guilty after 
breaking into arms factories linked to the supply of arms to Israel and destroyed 
machinery and computers in order to stop war crimes.”105

Whatever the legal disposition of any future efforts by BDS activists in the 
U.K.  to cite Israeli “war crimes” as justification for physically interfering with 
Israeli-affiliated businesses, the phenomenon may not be limited to the U.K. 
Depending on the content of trespassing and similar laws in other countries, the 
phenomenon could surface elsewhere.

E. Pro-Israel Activists Use Lawfare Against BDS Targeting  
of Israeli Products

Pro-Israel activists and their allies have themselves, on occasion, used law as a 
weapon to counter BDS efforts to halt commerce and other interchange between 
Israel and the rest of the world. The most important example of this phenomenon 
is the series of strikingly effective lawfare actions against BDS in France. Also 
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important in this regard is the potential deployment of U.S. law to counter BDS 
in a manner similar to how U.S.  law was deployed to counter the Arab League 
boycott of Israel.

1. Lawfare Against BDS in France

In at least one arena—France—lawfare has been remarkably effective against 
BDS activities. For example, several BDS activists have been convicted in 
response to complaints filed by pro-Israel NGOs pursuant to France’s so-called 
Lellouche law. The Lellouche law, article 132-76 of the French Penal Code, speci-
fies as follows:

Where provided for by law, the penalties for a felony or misdemeanour are increased 
when the offense is committed because of the victim’s actual or supposed member-
ship or non-membership of a given ethnic group, nation, race or religion. The aggra-
vating circumstances defined in the first paragraph are established when the offence 
is preceded, accompanied or followed by written or spoken words, images, objects 
or actions of whatever nature which damage the honour or the reputation of the vic-
tim, or a group of persons to which the victim belongs, on account of their actual or 
supposed membership or non-membership of a given ethnic group, nation, race or 
religion.106

Those felonies or misdemeanors to which increased penalties apply under French 
law in cases of hate crimes reportedly include murder, acts of violence, extortion, 
threats, theft, “obstructing the normal exercise of any given economic activity,” 
and the destruction, defacement, or damage of property belonging to other per-
sons.107 French law also prohibits the publication of material that is defamatory or 
insulting, or that incites discrimination, hatred, or violence against a person or a 
group of persons on account of place of origin, ethnicity or lack thereof, national-
ity, race, or specific religion.108

The law was named for Pierre Lellouche, the French parliamentarian (and 
Harvard-trained law professor) who introduced it in 2003.109 Under the French 
legal system, the responsibility to present evidence that a felony or misdemeanor 
was motivated by hate (and thus subject to the Lellouche law) does not rest with 
the government, but rather depends on the filing of a complaint.110 Complaints 
can be filed either by the individual victim or by various non-governmental 
organizations.111

Various French organizations, including the National Bureau of Vigilance 
Against Anti-Semitism, have lodged complaints against the BDS movement in 
courts all over France. As of early 2014, the Lellouche law had reportedly been 
used in at least ten trials against BDS activists, which had resulted in only one 
acquittal.112 For example, in February 2010, a court in Bordeaux convicted 
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Saquina Arnaud-Khimoun for labeling Israeli products with a sticker stating 
“Boycott Apartheid Israel.”113 The court ruled that she had “hindered the normal 
exercise of economic activities by making a distinction on the basis of national-
ity.”114 The ruling was eventually upheld by France’s highest court, the Cour de 
Cassation.115

The Lellouche law has been described as “among the world’s most potent 
tools to fight the growing Boycott, Divestment, and Sanctions movement” and 
as having “catapulted France to the forefront of efforts to counter the movement 
through legal means.”116 Pascal Markowicz, the head of the BDS legal task force of 
the umbrella group of French Jewish communities, claimed that the law appears 
to have resulted in France seeing less divestment from Israel than has occurred in 
other European countries, such as the Netherlands.117

Prior to the Lellouche law’s entry into force, during a 2002 session of his 
town’s council, Jean-Claude Willem, mayor of the French town of Seclin, had 
called for a boycott of Israeli products.118 Willem was convicted of provoking dis-
crimination.119 His conviction was also upheld by France’s highest court.120 The 
European Court of Human Rights (ECHR) held in 2009 that Willem’s convic-
tion had not violated the freedom of expression article (article 10) of the European 
Convention on Human Rights.121 The ECHR determined that Mr. Willem “had 
not been convicted for his political opinions but for inciting the commission of a 
discriminatory, and therefore punishable, act.”122

In another case, also in France, the French distributor of SodaStream, an 
Israeli company, used a somewhat different legal tool—a civil lawsuit—to suc-
cessfully combat boycott calls by BDS activists.123 The French Palestine Solidarity 
Association (FPSA) had targeted SodaStream by lobbying French retailers to 
remove SodaStream products from their shelves and encouraging consumer 
boycotts of the product.124 SodaStream’s French distributor filed a civil lawsuit 
against the FPSA in 2010 for activities that included “falsely claiming that the 
products are ‘illegally sold’ as a result of being manufactured in ‘occupied ter-
ritories’ while bearing the ‘Made in Israel’ label” and advising French stores that 
“selling SodaStream products constitutes a fraud, and that store managers could 
be prosecuted for doing so.”125

In January 2014, a French court ruled that the FPSA could not use the 
words “illegal” or “fraudulent” to describe the “Made in Israel” labeling of 
SodaStream products manufactured in the West Bank.126 The court held 
that the FPSA’s campaign violated French law, including because it falsely 
claimed that SodaStream was guilty of fraud.127 The FPSA was ordered to pay 
SodaStream’s distributor 4,000 euros in compensatory damages and 2,500 
euros to cover the distributor’s legal fees.128 The FPSA was also ordered to 
remove from its website all descriptions of SodaStream products as “illegal,” 
“illicit,” or “fraudulent.”129

In the meantime, SodaStream had become the target of a global boycott 
campaign.130 Notwithstanding the courtroom victory in France, SodaStream 
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announced that it would move its main factory from a West Bank settlement to 
a location within Israel’s pre-1967 borders.131 Rafeef Ziadah, a spokeswoman 
for the BDS movement, said that the closure shows that the movement “is 
increasingly capable of holding corporate criminals to account for their par-
ticipation in Israeli apartheid and colonialism.”132 SodaStream CEO Daniel 
Birnbaum had previously stated that the West Bank factory, which employed 
500 Palestinians, was a successful example of Arab-Jewish coexistence.133 
When Birnbaum announced that the factory would be moving to Lehavim, 
a town near Beersheba in southern Israel, the Palestinian BDS National 
Committee announced that they would continue to boycott SodaStream on 
the grounds that its new location, in an existing industrial park, abets dispos-
session of Bedouin land in Israel.134

2. Potential Deployment of U.S. Law to Counter BDS

The BDS movement has manifested in the United States as primarily an effort to 
persuade academics and artists to boycott Israel. The freedom of speech protec-
tions contained in the First Amendment to the U.S. Constitution would undoubt-
edly complicate or preclude any efforts to enact U.S. federal or state legislation 
barring such persuasion campaigns.

However, to the extent that some BDS activities affect interstate or foreign 
commerce, they may be vulnerable to prohibitory U.S. legislation. Many of the 
BDS movement’s calls to boycott Israel are reminiscent of those of the Arab 
League boycott, compliance with which is deterred by two existing U.S. laws. 
The two U.S. laws targeting the Arab League boycott may, either as currently 
written or in amended form, be used to counter the BDS movement. In 2015, 
the U.S. Congress passed, and the President signed into law, legislation specif-
ically designed to address the BDS movement’s calls to boycott Israel. While 
the new law seemed likely to be relatively ineffectual, it may be a sign of more 
to come.

a. U.S. Laws Countering the Arab League Boycott of Israel

The Arab League is a regional organization of twenty-two Arab countries 
(including Palestine, which the League treats as independent). The organiza-
tion’s charter specifies that each member state has one vote, that decisions taken 
by a unanimous vote shall be binding on all member states, and that decisions 
reached by a majority vote “shall bind only those that accept them.”135

The Arab League began in 1945 to boycott Zionist goods and services in the 
British-controlled territory of Palestine.136 With Israel’s independence in 1948, 
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the League established a boycott targeting the State of Israel and its citizens.137 
The boycott has long included the following tiers:

(a) a primary boycott prohibits doing business with the Israeli government or 
citizens

(b) a secondary boycott prohibits doing business with any entity in the world 
that does business with Israel—a blacklist of such entities is maintained by 
the League’s Central Boycott Office

(c) a tertiary boycott prohibits doing business with an entity that itself does 
business with companies blacklisted by the Arab League138

Implementation of the boycott has waned in recent years,139 with the U.S. govern-
ment playing a leading role in the boycott’s erosion.140 Two U.S. laws have weak-
ened the boycott by deterring U.S.  persons from cooperating with it:  Section 
8 of the Export Administration Act (as reflected in the Export Administration 
Regulations) and the Ribicoff Amendment to the 1976 Tax Reform Act. The for-
mer is implemented by the Commerce Department and the latter by the Treasury 
Department.

The Commerce Department antiboycott provisions principally prohibit 
U.S. persons from engaging in the following conduct with the intent to comply 
with, further, or support an unsanctioned foreign boycott:

• refusing to do business with or in a boycotted country, or with a national of a 
boycotted country141

• refusing to employ or otherwise discriminating against a U.S. person on the 
basis of race, religion, sex, or national origin142

• furnishing information about the race, religion, sex, or national origin of any 
U.S.  person or any owner, officer, director, or employee of any corporation 
that is a U.S. person143

• furnishing information concerning any person’s past, present, or proposed 
business relationships with or in a boycotted country or with a business or 
national of that country144

• furnishing information about any person’s membership in, contributions to, 
or other involvement with the activities of any charitable or fraternal organi-
zation that supports a boycotted country145

• paying, honoring, confirming, or otherwise implementing a letter of credit 
that contains any prohibited boycott condition or requirement146

Civil penalties per violation of the Commerce Department antiboycott provisions 
are up to $250,000 or twice the value of the transaction, whichever is greater.147 
Criminal penalties are a maximum of $1 million per violation or twenty years in 
prison.148
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The Treasury Department’s antiboycott provisions do not carry criminal or 
civil penalties. Instead, they deny tax benefits for certain types of boycott-related 
activities.149

It is important to note that while these two antiboycott laws were designed to com-
bat the Arab League boycott of Israel, they “apply,” according to the U.S. Commerce 
Department, “to all boycotts imposed by foreign countries that are unsanctioned by 
the United States.”150 The Commerce Department website explains that the anti-
boycott laws “have the effect of preventing U.S. firms from being used to implement 
foreign policies of other nations which run counter to U.S. policy,” including other 
nations’ policies that encourage, and in some cases require, “U.S. firms to partici-
pate in foreign boycotts that the United States does not sanction.”151

The Commerce Department antiboycott law, which is the more impactful of 
the two provisions, has an unusual status. This status complicates implementation 
and interpretation of the law and significantly affects the process by which the law 
would be amended. The Commerce Department antiboycott law was originally 
passed by Congress and enacted as part of § 8 of the Export Administration Act 
(EAA). The law is reflected in the Export Administration Regulations (EAR) that 
implement the EAA. The EAA has expired and is no longer U.S. law. However, the 
EAR is kept in force by an executive order issued by the President pursuant to the 
International Emergency Economic Powers Act (IEEPA).152

The principal chapeau of EAA § 8 specifies that

the President shall issue regulations prohibiting any United States person, with 
respect to his activities in the interstate or foreign commerce of the United States, 
from taking or knowingly agreeing to take any of the following actions with intent to 
comply with, further, or support any boycott fostered or imposed by a foreign country 
against a country which is friendly to the United States and which is not itself the 
object of any form of boycott pursuant to United States law or regulation.153

However, as mentioned previously, the EAA has expired. The IEEPA statute, 
under which the EAR is being kept in force, has broad authorities in no way lim-
ited by the “fostered or imposed by a foreign country” limitation. It is thus at least 
arguable that the EAR need not be limited by the parameters of the EAA but only 
by the broader parameters of IEEPA.

The EAR prohibitions each specify that they apply “only with respect to 
a United States person’s activities in the interstate or foreign commerce of the 
United States and only when such activities are undertaken to comply with, fur-
ther, or support an unsanctioned foreign boycott.”154 The EAR does not explicitly 
define “unsanctioned foreign boycott.” However, several of the EAR prohibitions 
reference a “boycotting country,” for example, in prohibiting refusals to do busi-
ness “when such refusal is pursuant to an agreement with the boycotting country, 
or a requirement of the boycotting country, or a request from or on behalf of the 
boycotting country.”155
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The question has arisen as to the applicability of the Commerce Department’s 
antiboycott law to boycott activities promoted by the BDS movement. A defini-
tive assessment of this complex issue is beyond the scope of this book. However, 
it is worth highlighting the key arguments on either side. Opponents of using the 
Commerce Department’s antiboycott law to counter boycott activities promoted 
by the BDS movement will raise the following objections:

• The antiboycott law is framed in terms of refusing to do any business with or in 
a boycotted country or with a national of such a country. The BDS movement 
typically claims to be targeting businesses and persons not because they are 
Israeli but because they are involved with West Bank settlements.

• The antiboycott law is, to at least some degree, framed in terms of prohibit-
ing U.S. persons from complying with, furthering, or supporting any boycott 
“fostered or imposed by a foreign country.” For example, according to the 
National Lawyers Guild, “BDS campaigns that are conceived independently, 
rather than as support for or in response to pressure by a hostile foreign gov-
ernment or in concert with the Arab League’s boycott of Israel, do not violate 
the anti-boycott laws.”156 “A boycott against the State of Israel or an Israeli 
company or concern,” says the NLG, “would be prohibited under the EAA 
only if the boycott is specifically intended to support or comply with boycotts 
initiated by foreign countries.”157

Advocates of using the Commerce Department’s antiboycott law to counter 
boycott activities promoted by the BDS movement will presumably make one or 
more of the following assertions:

• BDS boycotts are an extension of the Arab League boycott, which is clearly 
covered by the antiboycott law.158 The argument is that although the BDS boy-
cotts may not be “imposed” by the members of the Arab League, they are “fos-
tered” by them.159

• BDS boycotts are on behalf of the “boycotting country” of Palestine. This 
would require arguing that Palestine falls within the meaning of “country,” 
even if it is not recognized by the United States as an independent state. 
Proponents of this argument note that the Commerce Department antiboy-
cott law does not define the term “foreign country.”160

• Since the EAR, and not the EAA, is being kept in force pursuant to IEEPA, the 
scope of the EAR need not be limited by the “fostered-or-imposed-by-a-foreign-
country” language of the EAA. BDS boycotts can therefore fall within the meaning 
of “unsanctioned foreign boycott,” even in the absence of a “boycotting country.”

• Since the EAR is kept in force via executive order, it should be possible to 
amend it either with new congressional legislation or executive action to clar-
ify that an “unsanctioned foreign boycott” need not be the product of a “boy-
cotting country.”
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b. U.S. Legislation Addressing BDS Activities

By summer 2015, both the U.S federal government and at least one state (Illinois) 
had enacted legislation specifically designed to combat the BDS movement’s 
calls to boycott Israel. On June 29, 2015, President Obama signed into law 
Public Law 114-26,161 trade promotion authority legislation, which included an 
anti-BDS provision inspired by two bills: S. 619 (The United States-Israel Trade 
Enhancement Act of 2015162) and H.R. 825 (The U.S.-Israel Trade & Commercial 
Enhancement Act163).

Section 102(b)(20) of Public Law 114-26 asserts, using hortatory “Sense of 
the Senate”-type language, various specific “principal negotiating objectives of 
the United States” with respect to “an agreement that is proposed to be entered 
into with the Transatlantic Trade and Investment Partnership countries.”164 This 
is a reference to a trade and investment agreement that was being negotiated 
between the United States and the European Union.165 The provision asserts that 
the United States’ “principal negotiating objectives” with regard to the agree-
ment with the EU include the following:

(i)  To discourage actions by potential trading partners that directly or indi-
rectly prejudice or otherwise discourage commercial activity solely between 
the United States and Israel.

(ii)  To discourage politically motivated actions to boycott, divest from, or sanc-
tion Israel and to seek the elimination of politically motivated nontariff bar-
riers on Israeli goods, services, or other commerce imposed on the State of 
Israel.

(iii)  To seek the elimination of state-sponsored unsanctioned foreign boycotts 
against Israel or compliance with the Arab League Boycott of Israel by pro-
spective trading partners.166

The provision defines the term “actions to boycott, divest from, or sanction 
Israel” to mean “actions by states, non-member states of the United Nations, 
international organizations, or affiliated agencies of international organizations 
that are politically motivated and are intended to penalize or otherwise limit 
commercial relations specifically with Israel or persons doing business in Israel 
or in Israeli-controlled territories.”167

The day after the bill was signed into law, a State Department spokesman 
issued a statement asserting that “by conflating Israel and ‘Israeli-controlled ter-
ritories,’ [this] provision of the Trade Promotion Authority legislation runs coun-
ter to longstanding U.S. policy towards the occupied territories, including with 
regard to settlement activity.”168 In light of this statement, it was far from clear 
that the executive branch’s negotiators with the European Union would heed the 
provision’s nonbinding assertion that its implementation be made one of their 
principal negotiating objectives.
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It is worth considering Section 102(b)(20) of Public Law 114-26 in the con-
text of other legislation, including the two bills that inspired it and also the exist-
ing Commerce Department antiboycott law. S.  619, The United States-Israel 
Trade Enhancement Act of 2015, contained hortatory “Sense of the Senate”-type 
language similar to what ended up as Section 102(b)(20) of Public Law 114-26.169

In contrast, H.R. 825, The U.S.-Israel Trade & Commercial Enhancement 
Act, had contained several other, more substantive provisions that did not make 
it into the final law. First, the bill would have required the President to submit to 
Congress an annual “report on politically motivated acts of boycott, divestment 
from, and sanctions against Israel.”170 The report was to include “description of 
specific steps being taken by the United States” to encourage foreign countries 
and international organizations to “cease creating” and to “dismantle” “barriers 
to trade” against “United States persons operating or doing business in Israel, 
with Israeli entities, or in Israeli-controlled territories.”171

Second, the bill would have amended § 13 of the Securities Exchange Act of 
1934 to require foreign issuers to disclose, inter alia, whether and, if so, how “the 
issuer has discriminated against doing business with Israel in the last calendar 
year.”172 Third, the bill would have provided that no court in the United States 
“may recognize or enforce any judgment which is entered by a foreign court 
against a United States person carrying out business operations” that is based 
on a “determination by the foreign court that the location in Israel, or in any ter-
ritory controlled by Israel, of the facilities at which the business operations are 
carried out is sufficient to constitute a violation of law.”173

In urging support for H.R. 825, the American Israel Public Affairs Committee 
(AIPAC) said that the bill “takes on perhaps the most dangerous element of 
the international BDS campaign—deliberate efforts by European nations and 
international institutions to target Israel economically for political reasons.”174 
AIPAC stated that the bill “seeks to leverage the United States’ economic weight 
to counter this element of BDS.”175

Section 102(b)(20) of Public Law 114-26, S. 619, and even H.R. 825 were far 
weaker than the existing Commerce Department antiboycott law. Even if H.R. 
825 had been enacted into law, it was hard to imagine it making more than a mar-
ginal contribution to combatting BDS lawfare.

Given the U.S. federal government’s past history of using lawfare, in the form 
of the antiboycott laws, to combat the Arab League’s attempted economic isola-
tion of Israel, it seems likely that in the coming years, the antiboycott laws will 
be either supplemented with new statutes or amended to address the growing 
attempted isolation of Israel by the BDS movement. Section 102(b)(20) of Public 
Law 114-26 is almost certainly not the last word on this issue from the U.S. fed-
eral government.

The Illinois anti-BDS law, signed by Governor Bruce Rauner in July 2015, 
was more substantive. It required that Illinois’ state-funded retirement systems 
divest from “companies that boycott Israel.”176
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The Illinois law was particularly impactful because of its relatively broad defi-
nitions of “boycott Israel” and “company.” “Boycott Israel” was defined to include 
“engaging in actions that are politically motivated and are intended to penalize, 
inflict economic harm on, or otherwise limit commercial relations with the State 
of Israel or companies based in the State of Israel or in territories controlled by 
the State of Israel.”177 “Company” was defined to include “any sole proprietorship, 
organization, association, corporation, partnership, joint venture, limited part-
nership, limited liability partnership, limited liability company, or other entity or 
business association … that exist for the purpose of making profit.”178

The Illinois law’s impact was reduced somewhat by its provision stating that 
“it is not the intent of the General Assembly … to cause divestiture from any 
company based in the United States of America.”179 Its effect was also reduced, to 
an unclear degree, by an ambiguous de minimis provision stating that “a retire-
ment system may cease divesting from … companies … if clear and convinc-
ing evidence shows that the value of investments in such companies becomes 
equal to or less than 0.5% of the market value of all assets under management 
by the retirement system” (at least on its face, the bill did not seem to make clear 
whether the 0.5 percent was meant to be cumulative of all divestment target com-
panies or was applicable to each separate divestment target company).180

The Illinois legislation would at least arguably make the following entities 
subject to divestment (assuming the de minimis threshold was met):

• The several Dutch supermarket chains that reportedly removed from their 
shelves all products manufactured in Israeli settlements.181

• Danske Bank, Denmark’s largest bank, which reportedly stopped investing in 
three Israeli companies due to their involvement in settlement construction.182

• The scores of foreign rock bands that have, for political reasons, announced 
that they would boycott Israel.183

As discussed elsewhere in this chapter, European governments have for several 
years been noting184 or creating185 legal and economic risks for European com-
panies doing business with Israel companies, and especially Israeli companies 
with a West Bank presence. In the wake of the Illinois law, “the EU will—if it is 
honest—have to warn businesses of the legal and economic risks of consciously 
refusing to do business with such Israeli companies,” according to Eugene 
Kontorovich.186

If the Illinois law is replicated in other U.S. states, as seems likely, there could 
be an even greater deterrent effect on foreign companies boycotting Israel. 
Illinois state pension funds controlled about $95 billion in assets as of 2013.187 
All U.S.  state pension funds collectively controlled about $2.7 trillion in total 
investments in 2013.188 As noted in Chapter 2, at least twenty-four states (includ-
ing most of the largest ones) have in recent years adopted policies of divestment 
from foreign companies with substantial investments in Iran’s energy sector.189 
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It would not be surprising to soon see many of the same states adopt legislation 
similar to the Illinois law.

It would also not be surprising to see U.S.  activists opposed to European 
divestment from Israeli-affiliated companies form a legislative alliance with the 
several major U.S. companies which have themselves, for reasons unconnected 
to Israel, been subjected to divestment by major European asset managers. As 
described in Chapter  3, this includes major U.S.  employers such as Lockheed 
Martin, Northrup Grumman, and General Dynamics that have been subjected 
to divestment in Europe because of their involvement in manufacturing nuclear 
and other disfavored weapons. It also includes the United States’ single largest 
private employer—Wal-Mart Stores, which employs some 1.3 million American 
workers.190

The Norwegian government pension fund that, as described in Chapter  3 
is considered the divestment “gold standard” which other asset managers tend 
to follow, states that it has divested from Wal-Mart because investing in the 
American retail chain “constitute[s]  an unacceptable risk of the Fund contribut-
ing to … serious or systematic human rights violations.”191 Between Walmart, 
the various U.S. manufacturers of disfavored weapons, and a few other catego-
ries, the Norwegian government pension fund’s divestment list includes over 
a dozen major U.S.  companies. The Norwegian government pension fund’s 
divestment list also includes a total of three Israeli companies. The three are 
construction companies—Africa Israel Investments, Danya Cebus, and Shikun 
& Binui—from which the pension fund states that it has divested “due to an 
unacceptable risk of the companies, through their construction activity in East 
Jerusalem, contributing to serious violations of the rights of individuals in sit-
uations of war or conflict.”192 It would not be surprising to see the Norwegian 
government pension fund and similarly aggressive asset managers, including 
especially those controlled by allied governments, be the subject of legislative 
pushback from the U.S. Congress.

II. USE BY PALESTINIAN NGOS AND THEIR ALLIES 
OF THIRD -COUNTRY “UNIVERSAL JURISDICTION” STATUTES 
AGAINST ISRAELI OFFICIALS AND FORMER OFFICIALS

Hamas, Hezbollah, and especially several Palestinian NGOs have all openly 
worked to have senior Israeli leaders arrested when they visit European coun-
tries. They have done so principally by deploying the concept of “universal juris-
diction.” “Universal jurisdiction” lawsuits have also been brought against various 
sitting and former U.S. officials, as described in Chapter 1 of this book.

Traditionally, a nation’s courts exercise jurisdiction over crimes to which 
the nation has a particular nexus, for example, crimes committed in its ter-
ritory or “committed abroad by its nationals, or against its nationals, or 
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against its national interests.”193 “Universal jurisdiction” is based in the notion 
that “certain crimes are so harmful to international interests that states are 
entitled—and even obliged—to bring proceedings against the perpetrator,” 
even if there is no traditional nexus and the crime is totally foreign—in other 
words “regardless of the location of the crime or the nationality of the perpe-
trator or the victim.”194

According to Anne Herzberg, one of Israel’s leading advocates opposing NGO 
lawfare against Israel, “universal jurisdiction” lawsuits against Israeli officials and 
former officials “regularly ignore Palestinian responsibility and culpability under 
international law, and seek judicial declarations that Israel’s defensive policies 
are illegal and amount to ‘war crimes.’”195 These suits, says Herzberg, “attempt to 
minimize or erase the context of terror and terrorists’ use of human shields, base 
themselves primarily on unreliable eyewitness testimony, and seek to impose 
distorted interpretations of the laws of armed conflict, in particular, ‘proportion-
ality’ and ‘distinction.’”196

In 2009, Diya al-Din Madhoun, a Hamas leader, described the group’s 
“policy,” which he was coordinating, of seeking to have senior Israeli leaders 
arrested when they visit European countries.197 The Times of London reported 
that “Hamas says that it initiated” a British arrest warrant issued against 
Tzipi Livni, who served as Foreign Minister of Israel during the 2008 war in 
Gaza.198 According to the Times, in the United Kingdom, “the campaign by 
Hamas” took “advantage of an aspect of law in England and Wales that allows 
anyone to apply for an arrest warrant for alleged war crimes without the need 
for a prosecuting lawyer.”199 As a result of the warrant, Livni, who had been 
scheduled to address a meeting in London in December 2009, was forced to 
cancel her visit.200

In 2010, Hezbollah Secretary-General Hassan Nasrallah described his orga-
nization’s lawfare against Israel as follows:  “We have to sue the Israeli leaders 
anywhere possible in the world. Suing Israel for its crimes will render Israeli lead-
ers beleaguered and perplexed.”201

The leading Palestinian NGO promoting universal jurisdiction prosecutions 
of Israeli officials is the Palestinian Centre for Human Rights (PCHR), which 
describes this work in documents including a 184-page report titled The Principle 
and Practice of Universal Jurisdiction:  PCHR’s Work in the Occupied Palestinian 
Territory.202 The report stated that “universal jurisdiction is the only viable legal 
option available to Palestinian victims of Israeli war crimes”203 and detailed 
the PCHR’s instigation of various universal jurisdiction and related cases. For 
example:

• In 2002, the PCHR “instructed British human rights solicitor Imran Khan” to 
lodge various complaints, with the U.K.’s Crown Prosecution Service, against 
Israeli Defense Minister Shaul Mofaz for alleged war crimes undertaken in 
the West Bank and Gaza by the Israeli Defense Forces while Mofaz served as 
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its chief of staff from 1998 to 2002.204 The U.K. government responded that it 
would pursue no action because Mofaz, as Defense Minister, was entitled to 
diplomatic immunity.205

• On September 10, 2005, one day before retired Israeli Major General Doron 
Almog was to arrive in the U.K. for a visit, the PCHR persuaded London mag-
istrate Timothy Workman to issue a warrant for Almog’s arrest.206 The warrant 
was issued on the grounds that Almog was suspected of committing breaches 
of the Geneva Conventions while he was commander of Israeli military oper-
ations in Gaza.207 It did so in reliance on a fifty-year-old act of Parliament, 
the Geneva Conventions Act, which incorporated the Geneva Conventions 
into British law.208 Reportedly, no warrant had ever before been issued under 
the Act, and no one had ever been prosecuted pursuant to it.209 The princi-
pal charge against Almog involved the destruction of fifty-nine houses in the 
Rafah refugee camp.210

When Almog’s El Al Israel Airlines flight landed on September 11, 2005, British 
police were waiting at the immigration desk to arrest him.211 However, the Israeli 
embassy got word to him before he deplaned, and El Al denied police permission 
to board the plane.212 Almog stayed on the plane and returned on it to Israel.213 
The U.K.’s Foreign Secretary at the time, Jack Straw, subsequently apologized to 
his Israeli counterpart over the incident.214 However, a number of former Israeli 
commanders reportedly stayed away from the U.K.  in the years following the 
Almog incident.215

In a voluminous 2010 report, the PCHR admitted that, after eight years of 
pursuing them, “thus far none of PCHR’s universal jurisdiction cases have 
resulted in a successful prosecution.”216 As of 2013, there was still not a single 
universal jurisdiction case that had resulted in the conviction of an Israeli offi-
cial.217 “However,” emphasized the PCHR, “the cases have received high profile 
media coverage, and additionally, several high ranking Israeli officials have had 
their freedom of movement curtailed in certain countries.”218 In other words, 
“the process can often be the punishment.”219

A somewhat analogous case was brought against Israel in Germany by two 
members of the German parliament who were on board the Mavi Marmara flo-
tilla to Gaza when Israel stormed the flotilla in 2010.220 The parliamentarians 
filed criminal complaints for “numerous potential offences, including war crimes 
against individuals and command responsibility … as well as false imprison-
ment” during the Mavi Marmara seizure, against “unknown responsible parties 
of Israel’s armed forces.”221 Shortly after the case was filed, a German expert on 
international criminal law stated, in an interview about the case with Germany’s 
Der Spiegel newspaper, that “there is cause to believe that false imprisonment 
was perpetrated as understood by German law,” and that German criminal law 
would have jurisdiction “irrespective of the fact that the act was perpetrated on 
the high seas.”222 Four years later, the German prosecutor dismissed the criminal 
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complaints, reportedly on the grounds that the flotilla ships were themselves 
engaged in military action, and Israel’s response to them was not criminal.223

The Mavi Marmara flotilla to Gaza contained numerous non-Palestinian 
nationals, including these two German parliamentarians and also a Swedish 
cabinet minister.224 It is worth noting that foreign nationals, and perhaps espe-
cially foreign officials, engaging in such acts of “solidarity” may be useful to the 
Palestinian cause not only from a public relations perspective but also from a 
lawfare perspective. A third-country court reluctant or unable to exercise “uni-
versal jurisdiction” over a case involving solely Israeli defendants and Palestinian 
victims might rule differently if some of the victims were that third country’s 
own nationals or officials, even if the incident in question occurred far from that 
third-country’s territory.

Lawfare such as that waged by the PCHR and the German parliamentarians 
can achieve significant goals even if the complaints fail, in fact even if the com-
plaints fall far short of the standard for conviction.225 In addition to media cover-
age, “universal jurisdiction” prosecutions, including those that are unjustified, 
can potentially influence the decision-making calculus of Israeli commanders; 
contribute to Israel’s delegitimization and demoralization; and reduce Israel’s 
ability to conduct diplomatic relations and communicate effectively with foreign 
audiences.

For unsuccessful prosecutions, the damage to the targeted defendant and 
country is particularly strong while the case is pending, during the typically 
several years between the case’s initiation and dismissal. In cases where unjusti-
fied universal jurisdiction prosecutions influence the decision-making calculus 
of commanders, it may lead them to excessive risk aversion and to placing their 
military objectives or even troops in jeopardy by reducing the risk to civilians 
even beyond what is required by international law.226

Several of the European countries that were the most significant “universal 
jurisdiction” venues in the decade after 2001 have subsequently reduced the 
reach of their laws. For example, Belgium repealed its “universal jurisdiction” 
law in 2003 when then Secretary of Defense Donald Rumsfeld threatened to 
move NATO headquarters out of Belgium after cases were filed—for alleged 
war crimes in Iraq—against Rumsfeld, General Norman Schwarzkopf, former 
President George H.W. Bush, and then Secretary of State Colin Powell.227

Spain amended its “universal jurisdiction” laws in 2009 and then again in 
2014 to limit investigation of cases that do not involve Spanish victims or perpe-
trators.228 The change was reportedly due in part to pressure from China after a 
Spanish judge issued arrest orders for a former Chinese President and a former 
Chinese Prime Minister as part of a case regarding alleged human rights viola-
tions in Tibet.229 Another factor was reportedly Spanish discomfort with what 
could be termed “a taste of its own medicine”:  an Argentine judge’s investiga-
tion of war crimes committed in Spain during the era of the Spanish dictator 
Francisco Franco.230
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The U.K.’s “universal jurisdiction law” was changed in 2011 to require the 
consent of the U.K. government’s Director of Public Prosecutions, a civil ser-
vant, “before an arrest warrant is issued in universal jurisdiction cases brought 
by individuals.”231 The U.K. Ministry of Justice explained that “this change to 
the law will ensure that the system is no longer open to abuse by people seek-
ing warrants for grave crimes on the basis of scant evidence to make a political 
statement or to cause embarrassment.”232 Shortly after the new law entered into 
force, former Israeli Foreign Minister Tzipi Livni, for whom a U.K. arrest war-
rant had been issued in 2009, paid an official visit to the United Kingdom.233 
However, former Israeli Major General Almog decided to cancel an unofficial 
visit in 2012 on the advice of the Israeli government, which advised him that 
even under the new law, it could not fully guarantee an arrest warrant would not 
be issued again.234

It is important to note that the trimming back of “universal jurisdiction” 
statutes by Belgium, Spain, and the U.K.—the European countries that had 
been the most significant “universal jurisdiction” venues in the decade after 
2001—does not mean that the international community has seen the last of 
“universal jurisdiction” actions. It seems likely that “universal jurisdiction” 
actions will shift to new jurisdictions rather than disappear. According to a 
study by Amnesty International, as of 2011, at least 163 out of 193 states had 
laws providing for “universal jurisdiction” over one or more of the following 
international law crimes—war crimes, crimes against humanity, genocide, 
and torture.235 In February 2011, former President George W. Bush cancelled 
a visit to one of those states, Switzerland, amid threats of legal action against 
him there for alleged mistreatment of suspected militants at Guantanamo.236 
Former Israeli officials would presumably be equally vulnerable, if not 
more so.

III. PALESTINIAN AND ALLIED NGO LEGAL ACTIONS AGAINST 
FOREIGN COMPANIES FOR “AIDING AND ABETTING ISRAELI 
WAR CRIMES”

Various Palestinian and allied NGOs have instigated legal action in the national 
courts of third countries (countries other than Palestine and Israel) against com-
panies from those third countries for allegedly “aiding and abetting” Israeli “war 
crimes.” The legal actions have taken the form of both civil lawsuits and criminal 
proceedings. For Israel, these legal actions are of significant concern. Since both 
the Israeli security establishment and the Israeli economy as a whole depend 
heavily on foreign procurements, and foreign companies have discretion as to 
where they choose to do business, such legal actions pose a risk of significantly 
undermining both Israeli security and the Israeli economy by deterring exports 
to Israel.
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Once such legal actions enter the courtroom, they typically become public, 
and the impact on the targeted company can be traced in the public domain, as 
has been done with the examples detailed below. However, there are reports that 
the mere threat of adversarial action has caused other companies to stop doing 
some or all business with Israel. Daniel Reisner, an attorney in private practice 
who previously served as head of the Israel Defense Forces’ International Law 
Department, is known as the go-to attorney in Israel for companies faced with 
pressure to stop doing business with Israel. According to Reisner, most of the 
companies targeted by such pressures “don’t want anyone to know.”237 He says 
that they turn to him for advice “quietly, in the evening, where no one can hear 
them,” and sometimes exit Israel in the same quiet way.238

A. Lawsuit in the United States Against Caterpillar Incorporated

In 2005, the Palestinian Centre for Human Rights (PCHR) and several other 
NGOs brought a lawsuit in U.S. federal court against Caterpillar Incorporated 
on behalf of American activist Rachel Corrie, who was allegedly killed by an 
Israeli-operated Caterpillar bulldozer in Gaza, and four Palestinian families 
whose homes were allegedly destroyed and members killed by Israeli-operated 
Caterpillar bulldozers.239 The plaintiffs claimed that by providing the Israel 
Defense Forces with the bulldozers, Caterpillar had aided and abetted: (1) war 
crimes (breach of Geneva Convention); (2)  extrajudicial killing under the 
Torture Victim Protection Act (a U.S.  law); (3)  cruel, inhuman, or degrad-
ing treatment or punishment; (4)  violations of the Racketeer Influenced and 
Corrupt Organizations Act (a U.S. law); (5) wrongful death; (6) public nuisance; 
and (7)  negligent entrustment.240 Jurisdiction over the plaintiffs’ claims was 
alleged on the basis of the Alien Tort Statute,241 which is described in more detail 
in Chapter 2.

From the PCHR’s perspective, Caterpillar was supplying equipment used by 
the Israeli military to solidify Israeli control over Palestinian territory by destroy-
ing Palestinian lives and property.242 Rather than destroy the Israeli-owned 
equipment with bombs or use superior armed force to stop its deployment, the 
PCHR used lawfare to try to deter the supply of additional such equipment.

The federal district court dismissed the action on the basis that the act of state 
and political question doctrines precluded the court from reaching the merits of 
the claims and also, alternatively, held that all of plaintiffs’ claims failed on the 
merits.243 The court’s reasoning included that “[s] elling products to a foreign gov-
ernment does not make the seller a participant in that government’s alleged inter-
national law violations.”244 The court stated that the case “must also be dismissed 
because it interferes with the foreign policy of the United States of America… . 
For this court to preclude sales of Caterpillar products to Israel would be to make 
a foreign policy decision and to impinge directly upon the prerogatives of the 
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executive branch of government.”245 The U.S. Court of Appeals for the Ninth 
Circuit then upheld the dismissal.246

While Caterpillar won the legal case, the two years of legal proceedings and 
publicity surrounding the case meant that Caterpillar incurred significant costs 
in attorney fees and reputation. From an Israeli perspective, the PCHR, in bring-
ing a case with no realistic chance of success, had used law as a weapon to achieve 
the aim of weakening Israel’s defenses by deterring manufacturers of equipment 
Israel uses to protect itself against terrorists.

B. Lawsuit in France Against Veolia Transport, Alstom,  
and Alstom Transport

In 2007, the PLO and the Association France Palestine Solidarité (AFPS) 
filed a complaint in French court against three French multinational com-
panies:  Veolia Transport, Alstom Transport, and Alstom.247 The complaint 
alleged that the three companies’ involvement in building the Jerusalem light 
rail system, which serves both the western and eastern parts of the city, made 
them complicit in Israeli violations of international law, including the Fourth 
Geneva Convention’s articles 49 and 53 and also the Hague Convention 
Respecting the Laws and Customs of War on Land.248 Alstom was providing 
the rail cars and laying the track, while Veolia was due to operate the system.249 
The complaint sought: annulment on grounds of unlawfulness of the contract 
signed by the companies with the State of Israel; prohibition to proceed with 
the contract; and compensation.250

From the perspective of the PLO and the AFPS, the French companies were 
helping build a rail system that solidified Israeli control over Palestinian terri-
tory.251 Rather than destroy the rail system with bombs, the PLO and AFPS used 
lawfare to try to deter or hinder its construction.

After six years of maneuvering within the French court system, the case 
ended in 2013 with a French appeals court dismissing the case and ordering 
the Palestinian groups to pay a total of 90,000 euros in damages to the French 
firms.252 The court noted that “there has been no international condemnation to 
date of the construction of the light rail” and that under the Hague Convention, 
“the introduction of a public means of transport was one of the activities that 
could be conducted by an occupying power’s administration … so that the con-
struction of a light rail by the State of Israel was not prohibited.”253 The court also 
held that the companies “cannot be held accountable for violations of interna-
tional norms that refer only to obligations incurred by the occupying power,” as 
“the legal instruments [treaties] that were allegedly violated create obligations 
only vis a vis states.”254

The companies did not stop doing business in Israel,255 and the Jerusalem light 
rail system opened in 2011, five years after construction began.256 However, even 
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though the French companies ultimately won the case, the six years of legal pro-
ceedings and publicity surrounding the case meant that they incurred significant 
costs in attorneys’ fees and reputation. The companies complained to the court 
that the legal proceedings were “a mere pretext for conducting a media-based 
political trial aimed at their public defamation.”257

Imposing those costs appears to have been part of the purpose of the litiga-
tion. Omar Barghouti, a leading Palestinian activist in the BDS movement, said 
the French companies’ costs should serve as a “big lesson” to other companies 
that “there is a price tag associated with complicity with Israel’s violations of 
international law.”258 “Companies which are complicit must pay a heavy price,” 
said Barghouti.259

C. Dutch Criminal Investigation of Riwal/Lima

This case provides a notable example of how one lawfare step can build upon 
another. In this instance, the ICJ’s Wall advisory opinion was used to insti-
gate a three-year-long criminal investigation by the Dutch police of a Dutch 
company that rented out construction equipment which was relatively briefly 
used by the Israeli government during construction of settlements and the 
security fence.

The case began in March 2010, when Liesbeth Zegveld, a Dutch attorney 
acting on behalf of Al-Haq, a Palestinian NGO, filed a criminal complaint in 
the Netherlands against Riwal, a Dutch company also known as Lima Holding 
B.V.260 In this complaint, Al-Haq alleged that there had been “war crimes and 
crimes against humanity committed in the Netherlands and/or the Occupied 
Palestinian territories during the period of 2004 to present by the company Lima 
Holding B.V. and other companies of the Riwal Group,” in particular “contribu-
tions by these Riwal companies to the construction of the Wall and settlements 
by Israel in the West Bank.”261

Al-Haq’s complaint referenced the ICJ’s Wall Advisory Opinion of 2004 as 
supporting the proposition that Israel’s construction of the separation fence and 
settlements in the West Bank violate the Fourth Geneva Convention.262 Pointing 
to statements and photos, Al-Haq alleged that “it is an established fact that Riwal 
machines were used in the construction of the Wall near Al-Khader and Hizma 
and the settlement near Bruqin,” and that “there are good reasons to assume that 
Riwal knew that the company’s machines were used for the contested work.”263 
The statements referenced by Al-Haq included one by a Riwal spokesperson say-
ing: “Riwal Israel rents out cranes to a big client for the Israeli separation wall 
along the West Bank. To Riwal, this is a commercial assignment which has only 
been accepted and is being executed as such.”264

Al-Haq’s complaint also alleged that the fence and settlement construc-
tion “to which Riwal culpably contributed, constitute war crimes and crimes 
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against humanity within the meaning of the International Crime Act,” a Dutch 
law.265 The complaint concluded that crimes under the International Crime Act, 
which the Dutch government were “obliged” to prosecute, “were committed in 
the Netherlands and/or the Occupied Palestinian Territories,” for which Riwal 
“made a contribution … that is culpable under criminal law” because Riwal was 
“involved in the punishable construction of the Wall and the settlements near 
the villages of Al-Khader, Hizma and Bruqin.”266 “Renting out machines for the 
punishable construction of the Wall and settlements,” said Al-Haq, “indicates 
complicity, a form of participation in an offence of which … persons could be 
guilty under Dutch law.”267

Even before the complaint was filed, the Dutch government had several times 
criticized Riwal in response to press reports alleging its involvement in the con-
struction. For example, after photos were published in 2006 of Riwal cranes 
being used in such construction, the Dutch Ministry of Foreign Affairs had con-
tacted Riwal to complain.268

After the complaint was filed in March 2010, the Dutch police proceeded to 
investigate Al-Haq’s allegations. In October 2010, as part of the investigation, 
Riwal’s headquarters was reportedly raided by more than forty Dutch police offi-
cers who ordered the staff to stay in the cafeteria as they searched the building 
and seized documents.269 The Dutch police also raided the homes of officials of 
the corporation.270

In May 2013, the Dutch National Prosecutions Office announced that it 
would not prosecute Riwal/Lima in connection with the crane rentals.271 
However, in doing so, it issued a warning making it clear that it was not let-
ting Riwal/Lima entirely off the hook. The Prosecutions Office stated that its 
investigation found that Riwal/Lima had rented out cranes and aerial plat-
forms that were used for construction work in the West Bank over the course 
of a total of sixteen days.272 The Prosecutions Office said that “the construc-
tion of the barrier and/or a settlement may be considered to be a violation of 
International Humanitarian Law, among which the Geneva Conventions of 
1949,” an assertion the Office said was “supported by inter alia,” the ICJ’s Wall 
advisory opinion.273

The Prosecutions Office warned that “participation in a violation of 
International Humanitarian Law by Dutch persons and legal entities is a 
crime proscribed by” the Dutch International Crimes Act.274 It emphasized 
that under that Act, “persons and legal entities within the Dutch jurisdiction 
are required not in any way to be involved in, or contribute to, possible viola-
tions of the Geneva Conventions or other rules of International Humanitarian 
Law.”275

The Prosecutions Office provided several reasons for its decision “to not 
further investigate or prosecute” Riwal/Lima and its managing directors and 
to “dismiss their criminal cases.”276 First, the investigation had revealed that 
Riwal/Lima’s involvement in the construction was “relatively minor,” as the 
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investigation had shown that its equipment was used over the course of only 
sixteen days and that on some of those occasions, the equipment had been 
rented out to “third parties.”277 Second, “the danger of repetition” was deemed 
“minor” because Riwal/Lima had taken “far-reaching steps to halt its activi-
ties in Israel and the occupied territories.”278 Third, “it was also considered 
that” Riwal/Lima and “its managing directors have been affected by the con-
sequences” of their actions, including “by the searches of homes and company 
premises and by the (media) attention which ensues from an investigation 
such as the present one.”279

Fourth, “the question whether the conduct of ” Riwal/Lima and its managing 
directors “with regard to the abovementioned activities results in a violation as 
described, is complex and cannot, without further investigations, be answered 
with certainty.”280 Such further investigations, noted the Prosecutions Office, 
would “consume a significant amount of resources of the police and/or the 
judiciary” and would be hampered “due to lack of cooperation from the Israeli 
authorities.”281 The Prosecutions Office nevertheless retained the possibility of 
reopening the case, noting that its decision to dismiss “may be reconsidered on 
the basis of new facts and/or circumstances.”282

Although Riwal/Lima avoided a conviction, the raids and three years of 
legal proceedings and publicity surrounding the case meant that the com-
pany incurred significant costs in attorneys’ fees, reputation, and distress to its 
employees. Imposing those costs appears to have been part of the purpose of the 
litigation. According to the Associated Press, Liesbeth Zegveld, the Dutch attor-
ney who filed the criminal complaint on behalf of Al-Haq, said that while she and 
Al-Haq were disappointed by the Dutch government’s decision not to prosecute, 
“the three-year investigation should serve as a warning to companies involved in 
Israeli construction work in occupied territories.”283

In addition, Riwal/Lima apparently either decided on its own, or as part of an 
informal settlement with the Dutch government, to halt not only all involvement 
with West Bank separation barrier and settlement construction but also appar-
ently all activities anywhere in Israel.284 From an Israeli perspective, Al-Haq suc-
ceeded in using law as a weapon to both deprive Israel of equipment it was using 
to build a fence to protect itself against suicide bombers and drive a major equip-
ment rental company out of doing any business anywhere in Israel.285

Al-Haq succeeded in doing so on the basis of evidence that the Dutch com-
pany had rented out construction equipment that was then used by the Israeli 
government during construction of settlements and the security fence over the 
course of a total of a mere sixteen days. In light of the relatively common and 
banal commercial activity in which Riwal/Lima engaged (renting out construc-
tion equipment) and the dismissal’s rationale, other Dutch companies, or com-
panies with a Dutch presence, that do business in Israel have ample reason to 
be nervous that they could be the next target of a costly criminal complaint for 
aiding and abetting Geneva Convention violations.
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IV. ISRAEL’S SYSTEMIC RESPONSES TO PA AND ALLIED  
NGO LAWFARE

This chapter and the previous one have described and analyzed how the PA and 
its NGO allies have used law as a weapon against Israel in fora including interna-
tional organizations, treaties, and national courts. Along the way, the book has 
discussed how Israel and its allies have defended themselves using various tactics 
on a case-by-case basis.

For example, in various specific cases Israel has:

• released terrorists in exchange for a hiatus in PA lawfare;
• withheld tax revenues it collects on behalf of the PA;
• warned the PA and Hamas that they are also vulnerable for having violated 

war crimes;
• sought to persuade key countries that fund the ICC to cut their 

contributions to it;
• advised its officials and former officials to avoid particular “universal jurisdic-

tion” destinations; and
• begun working to demonstrate “positive complementarity.”

In addition, the U.S. government has, in various cases, defunded a U.N. agency 
that admitted the PA and threatened to defund others, threatened to cut funding 
to the PA, and voted in support of Israel in lawfare situations where it has had a 
vote. Israel’s allies in the U.S. Congress and state governments have introduced 
legislation that is designed to leverage the United States’ economic weight to 
counter BDS in Europe. Finally, in France, Israel’s NGO allies have successfully 
lodged complaints against the BDS movement in courts all over the country, and 
an Israeli company successfully used a lawsuit to combat boycott calls by BDS 
activists.

In addition to deploying this “grab bag” of case-by-case responses, the gov-
ernment of Israel has developed a sophisticated mechanism and strategy for sys-
tematically defending against lawfare by the PA and its NGO allies. At the heart 
of the systematic response mechanism is the establishment in 2009, by decision 
of Israel’s Security Cabinet, of a special office within Israel’s Ministry of Justice 
for “handling all international legal proceedings against Israel, Israeli soldiers or 
officials.”286 According to Yuval Shany, an international law expert and the dean 
of Israel’s Hebrew University law school, establishment of the office is “evidence 
that the Israeli Government has come to terms with the new state of ‘law fare’ in 
which it finds itself.”287

The counterlawfare office’s initial principal purpose was to address univer-
sal jurisdiction cases and potential ICC cases against Israeli officials and former 
officials.288 However, the office’s mandate has reportedly expanded to include 
participation in civilian oversight of the legal advice and policy units of Israel’s 
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Military Advocate General.289 The Turkel Commission report of February 2013, 
which assessed Israel’s apparatus for investigating alleged violations by its troops 
of the law of armed conflict, specifically recommended such an expansion of the 
office’s mandate.290

As discussed in Chapter 5, the Turkel Commission report was an important 
assessment of how to improve Israel’s system for investigating alleged war crimes 
by its troops. Many of its recommendations have reportedly been implemented.291 
Their implementation will make it easier for Israel to argue the sufficiency of its 
system for investigating such alleged crimes. As a result, Israel will find it easier 
to defend against some types of lawfare, including especially the generation by 
its adversaries of ICC investigations. The Justice Ministry’s counterlawfare office 
will be the unit taking the lead in mounting such defenses.

In recent years, the Justice Ministry’s counterlawfare office has been in the 
center of responses to most if not all of the various major international law 
controversies in which Israel has been involved, including those relating to the 
Goldstone Report and the Mavi Marmara flotilla raid, as well as universal juris-
diction cases against Israeli officials and former officials.292 In addition to defend-
ing Israel and its officials in these specific cases, the office has also engaged in 
proactive legal public diplomacy. For example, the office has played a leading role 
in developing explanations of the consistency with international law of various 
Israeli government policies and actions. It has also sought to systematically and 
proactively shape international law and its processes in ways that are conducive 
to Israel’s interests.293

The first head of the office was Dr. Roy Schondorf, who in 2013 was promoted 
to the position of Deputy Attorney General for International Affairs.294 Under 
Schondorf ’s leadership, the office became known as an elite division of the Justice 
Ministry, attracting many of the ministry’s most talented attorneys, including 
experts in both international law and the laws of key foreign jurisdictions.295

One of the most interesting, and in retrospect significant, elements of the 
office’s initial mandate was the authority to “establish throughout the world a 
legal network of law firms that have relevant legal expertise in international law 
in order to provide immediate legal advice and representation when needed.”296 
The network is especially important because several of the “universal jurisdic-
tion” actions brought against Israeli officials and ex-officials have involved arrest 
warrants that have materialized either just before or during the individual’s visit 
to a foreign country.

There is very little information publicly available about the office’s legal net-
work. However, it is not hard to imagine that in order to be maximally effective, 
network attorneys would be identified and vetted in advance of an emergency. 
Prior to an emergency, they could be employed to identify laws, precedents, and 
mechanisms, as well as attorneys sympathetic to the other side, which could be 
used for a “universal jurisdiction” proceeding. With that information in hand, 
they could seek to amend those laws or develop ways of defending against them, 
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and identify and cultivate potential allies within the mechanisms. The network 
could even watch for and seek to influence cases that do not directly involve the 
client but could set a problematic precedent (e.g., a “universal jurisdiction” case 
against someone of another nationality).

Because “universal jurisdiction” and other lawfare actions in foreign coun-
tries can achieve some of their goals (e.g., media coverage and deterring travel 
and trade) even if the complaints fail, it is, from the Israeli perspective, particu-
larly important to detect and stop them in their very early stages. Members of a 
country’s transnational legal network could potentially not only lay the ground-
work for combating the complaints but also serve as detection sensors for such 
complaints, able to learn about them in time to potentially stop them before they 
achieve their objectives.

In addition to the initiatives led by the counterlawfare office in the Ministry 
of Justice, Israel has also sought to combat the phenomenon, discussed in more 
detail in Section V below, of European governments and NGOs providing fund-
ing to PA offices and Palestinian NGOs that engage in lawfare. Israel’s systemic 
responses to that phenomenon are set forth in more detail in Section VI below.

V. PALESTINIAN LAWFARE AND THE ROLE OF LAW 
IN PALESTINIAN SOCIETY

The Palestinians’ sophisticated and extensive waging of lawfare against Israel 
contrasts strikingly with the poor records of compliance with international 
human rights law and the rule of law of both Hamas and the PA. Analysis of this 
phenomenon sheds important light on the development of Palestinian lawfare, 
the future of Palestinian lawfare, and the potential future of lawfare deployment 
by other state and non-state actors in the developing world.

This section will first contrast the parties’ records of compliance with human 
rights law and the rule of law. Then it will analyze the somewhat surprising impact 
of the international community’s extensive investment in improving Palestinian 
legal institutions and training since the first Palestinian law school was founded 
in 1992. Finally, it will take a step back and assess the differing reasons each of the 
two main Palestinian factions—the PA and Hamas—are choosing to so heavily 
invest their limited legal resources in waging lawfare against Israel.

According to Freedom House, the Hamas-ruled Gaza Strip in 2014 scored at 
or near the bottom on both political rights (with a “freedom” rating of 7 on a scale 
where 1 represents the most free and 7 represents the least free) and civil liberties 
(with a “freedom” rating of 6), to score an overall “freedom rating” of 6.5 (on the 
scale where 1 represents the most free and 7 represents the least free).297 A par-
ticular irony, in light of Hamas efforts to take advantage of Israel’s allegiance 
to international law and its processes, is that Gaza received the worst possible 
subscore for rule of law.298
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The Freedom House rankings for 2014 provided moderately higher numeri-
cal scores for the other Palestinian jurisdiction, the PA-ruled West Bank. West 
Bank political rights received a “freedom rating” of 6, and West Bank civil liber-
ties received a “freedom rating” of 5.299 The PA-run West Bank’s regular judicial 
system is characterized as “partly independent,” while the PA-run “military court 
system … lacks almost all due process.”300 As a result, the West Bank is scored an 
overall “freedom rating” of 5.5.301

Israel, the target of Hamas and PA lawfare, received from Freedom House 
for 2014 a “freedom rating” of 2 for civil liberties and a “freedom rating” of 1 
for political rights, with an overall “freedom rating” of 1.5 (on the scale with 1 
representing the most free and 7 representing the least free).302 For comparison, 
the United States received from Freedom House for 2014 a “freedom rating” for 
civil liberties of 1 and a “freedom rating” of 1 for political rights, with an overall 
“freedom rating” of 1.303

According to Freedom House, corruption is a particular “major problem” in 
the West Bank.304 Prime Minister Salam Fayyad, appointed by Abbas in 2007, 
was “credited with significantly reducing corruption at the higher levels of the 
PA.”305 However, Fayyad resigned in 2013. The Hamas-led government of Gaza 
“campaigned on an anticorruption platform” in 2006.306 However, according to 
Freedom House, “humanitarian organizations and donor countries allege that 
Hamas exerts almost total control over the distribution of funds and goods in 
Gaza, and allocates resources according to political criteria with little or no trans-
parency, creating ample opportunity for corruption.”307

The first Palestinian law school was founded in 1992.308 There are now several 
major law schools in the Palestinian territories. USAID’s project on Supporting 
Rule of Law Reform in the West Bank and Gaza funded work on legal education 
reform with one Palestinian faculty of law in Gaza and four in the West Bank.309 
USAID’s Palestinian Justice Enhancement Program worked with law schools 
and other Palestinian institutions to improve the capacity of Palestinian legal 
professionals.310 In addition, within the last two decades, many Palestinians have 
received their first or second law degrees at foreign law schools, often funded 
by initiatives such as the Open Society Institute’s Palestinian Rule of Law 
Program.311

The extensive efforts to improve Palestinian legal institutions and training do 
not appear to correlate with a significant improvement in adherence to the rule of 
law by Palestinian governmental institutions. For example, the PA-administered 
territories received from Freedom House an overall “freedom rating” of 5.5 in 
1998, the first year they were rated.312 For 2014, the West Bank received the same 
poor overall score of 5.5, and the Gaza Strip received a dismal overall score of 6.5.

However, the extensive efforts to improve Palestinian legal institutions and 
training does correlate with a vast increase in the sophistication and efficacy of 
Palestinian legal engagement with Israel, including its waging of lawfare against 
Israel.
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Part of the reason for this may be that much of the foreign assistance to 
improve Palestinian legal institutions and training, including especially 
the assistance from Europe, has reportedly been either intended or used to 
enhance Palestinian legal engagement with Israel, including anti-Israel law-
fare, rather than improve adherence to the rule of law by Palestinian govern-
mental institutions. For example, the Palestinian Centre for Human Rights, 
the leading Palestinian NGO waging lawfare against Israel, lists as funders 
the European Commission, Irish Aid (“the Irish government’s programme for 
overseas development”313), the Norwegian Refugee Council, the Government 
of Finland, the Government of Norway, the Spanish Agency for International 
Cooperation (“an institution of Spain’s Ministry of Foreign Affairs and 
Cooperation”314), and Trocaire (“the official overseas development agency of 
the Catholic Church in Ireland”315).316

At least some of these European funds have been used specifically to wage 
lawfare against Israel. For example, in November 2008, the PCHR held a con-
ference, titled “Impunity and Prosecution of Israeli War Criminals,” the banner 
for which acknowledged EU funding of the conference.317 Al-Haq, another lead-
ing Palestinian NGO waging lawfare against Israel, lists as funders the govern-
ment of Belgium, Irish Aid, the Norwegian Ministry of Foreign Affairs, and the 
Spanish Agency for International Cooperation.318

The current Palestinian interest in, and sophistication about, international 
law represents a remarkable change over the last two decades. The lack of legal 
sophistication of the Palestinian team in the initial Oslo negotiations with Israel 
during the early 1990s is exemplified by the fact that the Palestinian delega-
tion chose not to have a legal adviser on their negotiating team. Joel Singer, an 
experienced international lawyer, arrived in Oslo partway through the negotia-
tions to join the Israeli delegation as their legal adviser.319 It was in Oslo that the 
two sides negotiated the Declaration of Principles on Interim Self-Government 
Arrangements (DOP), which was signed on the White House lawn in September 
1993. In his book, Through Secret Channels, Mahmoud Abbas, the senior PLO 
leader (and subsequently President) who signed the DOP for the Palestinians on 
the White House lawn in September 1993, wrote as follows:

I must admit that throughout the Oslo negotiations we did not review the texts with 
a legal consultant for fear of leaks. . . . I tried to make use of the remnants of the legal 
knowledge I had acquired while studying law at Damascus University, but I could not 
draw much comfort from them.320

Only “when all the outstanding points of difference had been resolved and it had 
been agreed to meet in Oslo to initial the DOP” did Abbas summon the PLO’s 
legal consultant, Taher Shash, from Cairo.321 Shash arrived in Oslo and was 
handed the text to review. “A few hours later,” Shash advised that “it was a good 
text with no shortcomings.”322 The next day, the DOP was initialed in Oslo.323
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“The Palestinians have always had international law on their side,” stated 
Mostafa Elostaz, a leading Palestinian expert on international law, “but at the 
end of the day that does you no good if you don’t have good lawyers representing 
you.”324 “As with the OJ trial,” said Elostaz, “he who has the best lawyers often 
wins, regardless of the laws and facts.”325

In the last two decades, the PLO, and the PA which it leads, have greatly bol-
stered their international law expertise. For example, in recent years, numerous 
skilled Palestinian attorneys have served in, advised negotiators from, and waged 
lawfare from, the Legal & Policy Department of the PLO Negotiations Affairs 
Department.326 This department, founded in 1998, is funded by the governments 
of Denmark, the Netherlands, Norway, Sweden, and the United Kingdom.327

In April 2014, Saeb Erekat, the chief Palestinian negotiator, described his legal 
team as follows: “I have 22 lawyers on my team. They’re Palestinians from all over 
Earth. From Chile, from Argentina, from London, from Paris, from Harvard, 
from Italy, from Canada. The top of the top. Palestinians who left their offices 
in New York, in Harvard, in London, and came, and they’re living in Ramallah, 
paying their own rates to serve their country.”328 When Erekat negotiated with 
Israel for nine months in 2013 and 2014, he had an attorney sit in on all sessions, 
as did the Israelis.329

In addition, several non-Palestinian experts in international law have report-
edly been instrumental in Palestinian lawfare strategy. According to Elostaz, 
“the key architects of the Palestinian lawfare strategy have been international 
advisers” to the Palestinians.330

Based on the Palestinian experience, it seems that impactful lawfare can be 
waged by governments that themselves have poor records of compliance with 
international law and the rule of law. It also appears that U.S. and European assis-
tance to improve legal institutions and training in a foreign jurisdiction may help 
improve that jurisdiction’s ability to wage lawfare, even without contributing to 
an improvement in the rule of law in that jurisdiction.

Why are the PA and Hamas engaging in lawfare? The PA and Hamas appear 
to be engaging in lawfare for different reasons. For the first several decades after 
its founding by Yasir Arafat, the PLO (the PA’s dominant faction) was openly 
dedicated to the destruction of Israel, and its militants regularly engaged in air-
plane hijackings, terrorist attacks against civilians, and other egregious violent 
transgressions of international law.331 The PA under Mahmoud Abbas appears 
to have set aside the goal of destroying Israel militarily.332 Thus, it has in recent 
years (and especially since the second intifada ended in 2005) generally avoided 
military conflict with Israel.

However, while Israel is far stronger than the PA militarily, the PA has sup-
port from more U.N.  member states, especially amongst the Islamic states 
(the 57 member states of the Organisation of Islamic Cooperation) and the 
Nonaligned Movement (with its 120 member states). PA lawyers also believe 
that they have a strong legal case to make (especially on refugee and border 
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issues)333 and international tribunals, dominated as they are by Islamic and 
Nonaligned Movement justices, seem likely to find the Palestinian case compel-
ling. However, many international fora, such as the International Court of Justice 
and International Criminal Court, are only or largely open to independent states. 
Thus, the PA has sought recognition as an independent state at least in part to 
facilitate lawfare against Israel in these various fora.

As discussed in Chapter 5’s analysis of the PA’s decision to join the ICC, this 
particularly important and indicative lawfare step appears to have been motivated 
by several factors. For PA President Abbas, the ICC accession offered an oppor-
tunity to be seen by the Palestinian people as striking a painful blow against the 
enemy, yet without abandoning his professed opposition to violence. In addition, 
given the PA’s belief that it has a strong legal case to make, and its understand-
ing that international organizations view it with favor, ICC accession was seen as 
having the potential to bring some measure of justice to Palestinian victims, vin-
dicate the Palestinian narrative, tarnish Israel, and deter future Israeli military 
and settlement actions adverse to the Palestinian cause.

In light of Abbas’s record of nonviolence since coming to power in 2005, he 
must have assessed that ICC accession was highly unlikely to result in proceed-
ings against him. He may well have believed that subjecting the Palestine situa-
tion to ICC scrutiny was more likely to cause problems for Israeli officials than 
for himself, as he could withstand the scrutiny better than they could.

Hamas, in contrast, seems to have considerable vulnerability to ICC scru-
tiny, as evidenced by its persistent rocket attacks on Israeli civilians. Hamas also 
has an exceptionally poor record of compliance with international political and 
civil rights norms. For Hamas, lawfare is apparently just another way to promote 
Israel’s destruction.

As discussed in Chapter 5’s analysis of Hamas’s decision to concur in the PA 
joining the ICC, this particularly important and indicative offensive lawfare step 
by Hamas appears to have been motivated by several factors. The foremost and 
in many ways overarching factor is Hamas’s assessment that international laws 
and its processes exert far more leverage over Israel than they do over Hamas. 
As Chapter  5 discusses, the ICC has thus far proven incapable of prosecuting 
cases against uncooperative authoritarian regimes that have large numbers of 
allied countries. In addition, in contrast with Israeli officials, who like to travel 
to Europe and would be embarrassed to be dragged before the ICC, Hamas offi-
cials are already unwelcome in Europe and would see being taken to the ICC as 
a heroic act.

In addition, this book’s next chapter (Chapter 7) discusses how, for somewhat 
similar reasons, Hamas has made itself one of the world’s most persistent wagers 
of compliance-leverage disparity lawfare on the kinetic battlefield. As the chapter 
describes, Hamas systematically deploys battlefield tactics which, while them-
selves in clear violation of the law of war, are designed to gain advantage from 
the far greater leverage that international law and its processes exert over Israel 
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than over Hamas. In doing so, Hamas manages to accomplish several objectives, 
including causing Israeli armed forces to fight with one hand tied behind their 
back and eroding support for Israel by making it appear that Israel is to blame for 
civilian casualties and waging war in violation of international law.

Thus, for the PA (and especially Abbas), lawfare is an arena in which much 
can be gained while maintaining a nonviolent high ground, and with little risk 
of suffering legal consequences. In contrast, lawfare helps Hamas wage violence 
more effectively while posing a significant risk of accruing legal consequences 
that Hamas would find relatively bearable.

VI. LESSONS LEARNED AND THE FUTURE OF PALESTINIAN 
INSTRUMENTAL LAWFARE AND ISRAELI RESPONSES

For the PA, Palestinian NGOs, and their allies, lawfare against Israel in inter-
national organizations and treaties and in national courts has proven to be an 
exceptionally useful tool, one that holds the promise of even greater utility in 
the future. As a result, the PA, Palestinian NGOs, and their allies seem likely to 
expand their use of such offensive lawfare.

A. Lessons Learned and the Future of PA Lawfare Against Israel

As of spring 2015, the PA’s own use of offensive lawfare against Israel could claim 
achievements including the following:

• The PA’s campaign to join international organizations and treaties and use 
them against Israel helped the PA’s dominant faction, the PLO, to rebrand 
itself to a considerable degree. The international-law-violating PLO of airline 
hijackings and the Munich Olympic Village massacre could now portray itself 
as peacefully seeking to (a) subject itself to international law and (b) maxi-
mize its adversary’s compliance with international law.

• The PA had successfully deployed lawfare to gain negotiating leverage over 
Israel without risking Israel recapturing the West Bank. Since large-scale 
anti-Israel violence explicitly sponsored by the PA could lead to Israel recon-
quering the West Bank, it would be counterproductive. Yet the PA still sought 
leverage over Israel in the on-and-off peace negotiations. Lawfare provided 
such leverage.

• Israel had been willing to pay an extraordinarily high price for the PA refrain-
ing from lawfare. In 2013, U.S. Secretary of State John Kerry engineered a 
deal in which Israel promised to release 104 Palestinians convicted of terror-
ist activities in exchange for the PA refraining for nine months from joining 
international organizations and treaties. A PA official deemed the release the 
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PA’s biggest achievement of the year. The deal lasted for eight months, during 
which Israel released 78 Palestinian prisoners, many of whom had been con-
victed of murdering Israeli civilians, in exchange for eight months of the PA 
refraining from joining international organizations and treaties.

• The July 2004 I.C.J. Advisory Opinion titled “Legal Consequences of the 
Construction of a Wall in the Occupied Palestinian Territory” was signifi-
cantly damaging to Israel. Notwithstanding the U.S.  judge’s view that the 
Advisory Opinion misinterpreted international law, and the security barrier 
having significantly reduced terrorist killings of Israelis, the I.C.J. Advisory 
Opinion discredited the fence as illegal. Although the opinion-instigating 
question posed to the ICJ by the General Assembly focused on the legality 
of the security barrier, the ICJ took the opportunity to assert the illegality of 
all Israeli settlements in Gaza and the West Bank (including East Jerusalem). 
Even though the opinion was merely advisory and thus nonbinding, its asser-
tions have been treated as dispositive in some fora, including the Dutch court 
system. For example, the ICJ’s Wall Advisory Opinion was used to instigate 
the three-year-long criminal investigation by the Dutch police of Riwal/Lima. 
Future, more damaging cases could similarly build on the Wall Advisory 
Opinion.

• The language contained in the U.N. General Assembly’s resolution recogniz-
ing Palestine as a non-member observer state helped fortify the PA’s position 
on several issues subject to negotiation between Israel and the PA.

• The PA used its UNESCO membership to advance claims of Palestinian self-
determination and to try to encourage international intervention against 
Israel and drive a wedge between Israel and its Christian allies. While PA law-
fare using its UNESCO membership had thus far not had a major impact on 
the status of the conflict with Israel, this lawfare deployment’s precedent and 
template could have a significant cumulative impact if replicated over various 
other international organizations (including ones with greater importance for 
Israeli security and trade).

• The PA’s accession to the ICC had, as of spring 2015, created a new deterrent 
to future Israeli military and settlement actions adverse to the Palestinian 
cause. Depending on how ICC Prosecutor Bensouda decided to proceed, the 
PA accession held the possibility of creating significant future problems for 
some key officials of both Israel and the PA’s rival Hamas movement.

When the PA has in recent years applied for status upgrades subject to vote by 
international organization members, it has triumphed by large margins. When 
the PA has, since the UNGA vote, applied to join international treaties, it has 
been quickly accepted.

As a result of the impact and ease of such lawfare, the PA is likely to continue 
to threaten to join international organizations and treaties and to use them 
against Israel. If Israel is willing to pay a high enough price, the PA will refrain 
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from joining and/or using some or all for limited periods of time. If Israel is not 
willing to pay a high enough price for the PA refraining from joining and/or 
using, the PA will join international organizations and treaties and/or use them 
against Israel. Particular deployments against Israel of these organizations and 
treaties may also be either traded to Israel for limited periods, where possible, or 
undertaken. Lawfare will become, for the PA, a major new arsenal of weapons in 
its conflict with Israel.

B. Lessons Learned and the Future of Lawfare Against Israel 
by Palestinian NGOs and their Allies

As of spring 2015, lawfare against Israel by Palestinian NGOs and their allies 
could claim achievements including the following:

• The BDS movement had deployed a number of lawfare tactics that, while 
causing relatively minor damage to Israel in their initial iterations, set poten-
tially dangerous precedents. These tactics could cause considerable cumula-
tive damage if they are able to be replicated against other targets or otherwise 
expanded. This included the use of OECD guidelines to pressure a U.K. com-
pany to stop doing business with Israel and the creation of EU guidelines 
restricting grants to Israel. It also included the phenomenon of the BDS move-
ment citing Israeli “war crimes” as legal justification for disrupting and physi-
cally damaging Israeli-affiliated businesses.

• While none of the universal jurisdiction cases brought against Israeli cur-
rent or former officials had resulted in a successful prosecution, several such 
Israelis had to significantly curtail their travels to key countries in Europe. 
Such cases contributed to Israel’s delegitimization and reduced Israel’s abil-
ity to conduct diplomatic relations and communicate with foreign audiences. 
Although several of the most significant “universal jurisdiction” venues in 
Europe reduced the reach of their laws, Israel was reportedly still warning 
some former officials against travel to these countries.

• Although none of the legal actions in foreign jurisdictions against foreign 
companies for allegedly “aiding and abetting” Israeli violations of the law of 
armed conflict had resulted in civil liability or a successful prosecution, the 
targeted companies nevertheless incurred significant costs in legal fees and 
reputation over multiple years of proceedings. As a result, these legal actions 
reportedly had a chilling effect on some foreign companies’ plans to do busi-
ness in Israel.

As a result of the relative ease of such lawfare, the significant impact it has, 
even when cases are eventually dismissed, and the potential for legal victory, 
Palestinian NGOs and their allies are likely to continue pursuing offensive lawfare 
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against Israel. The G4S precedent may indicate that the OECD Guidelines for 
Multinational Enterprises could become a very impactful tool for lawfare against 
Israel.

In addition, although several European countries have reduced the reach of 
their universal jurisdiction laws, at least 163 out of 193 countries worldwide have 
universal jurisdiction laws. So the Palestinian NGOs and their allies seem likely 
to shift such actions to new jurisdictions.

An even greater priority for the Palestinian NGOs and their allies is likely to 
be the bringing of legal actions in foreign courts against foreign companies for 
allegedly “aiding and abetting” Israeli “war crimes.” In contrast to Israeli officials, 
whose service to their country is unlikely to be deterred by foreign litigation, 
reputational and litigation risk is known to significantly impact where interna-
tional companies choose to do business. The cases thus far indicate that even 
when Israel’s suppliers win cases brought by Palestinian NGOs and their allies, 
the targeted companies may incur significant costs in attorneys’ fees and reputa-
tion. In light of the heavy dependence on foreign trade of both the Israeli security 
establishment and the Israeli economy as a whole, such legal actions pose a risk of 
significantly undermining both Israeli security and the Israeli economy.

From a Palestinian perspective, the most encouraging such case of those 
discussed in this chapter is likely to be Riwal/Lima. Although the Dutch 
Prosecutions Office ultimately decided to drop the case, the reasons it gave for 
doing so left open the possibility of future prosecutions of Riwal/Lima or other 
companies conducting analogous business in Israel. These reasons include the 
finding that Riwal/Lima’s involvement was “relatively minor” since its equip-
ment had been used over the course of only sixteen days and the reference to 
the company’s decision to halt its activities in both the occupied territories and 
Israel. A  future case, against a company with less minor involvement and that 
refuses to leave Israel, could result in a conviction.

For Israel, lawfare by the PA, Palestinian NGOs, and their allies has thus far 
proven to be damaging but not disastrous. However, such lawfare appears to hold 
the potential to become significantly more damaging to Israel. The extraordi-
narily high price Israel paid for an eight-month hiatus in PA lawfare seems to 
reflect that this risk assessment is shared by the Israeli government.

C. Lessons Learned and the Future of Israeli Responses 
to Palestinian Instrumental Lawfare Challenges

Israel seems likely to take a variety of future steps to address the challenge of 
Palestinian instrumental offensive lawfare. For example, Israel will likely con-
tinue to expand the size, scope, and expertise of its counterlawfare office. In light 
of the receding threat of universal jurisdiction prosecutions against Israelis in the 
countries they are typically most interested in visiting (e.g., in Western Europe), 
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and the PA’s important recent moves to join and utilize international organi-
zations and treaties, the counterlawfare office will likely focus increasingly on 
defending against the latter. In addition, Israel is likely, at least for contingency 
purposes, to seek to develop (if not publicize or implement) strategies for deploy-
ing lawfare offensively against the Palestinians in such international bodies.

With regard to the ICC in particular, Israel seems likely to continue to ramp 
up its efforts to demonstrate “positive complementarity.” It will do so both on 
a case-by-case basis and by implementing as many as possible of the Turkel 
Commission’s recommendations for improving Israel’s system for investigating 
alleged violations by its troops of the law of armed conflict.

There are at least five specific areas where Israel and its supporters seem likely 
to turn to the U.S. government for assistance against Palestinian lawfare. First, 
Israel and its supporters will continue to urge the U.S.  government to vote in 
support of Israel (including wielding a veto when it has one) in lawfare situations 
where the United States has a vote. Second, Israel and its supporters seem likely 
to press the United States to aggressively implement its laws linking U.S. fund-
ing of the PA and UN to Palestinian moves to upgrade its U.N. status by join-
ing additional U.N. organizations. Third, Israel and its supporters may also seek 
new U.S. legislation leveraging U.S. funding of the PA and UN to deter PA use 
against Israel of international organizations and treaties, whether or not the PA 
has joined them.

Fourth, Israel and its supporters seem almost certain to continue to urge that 
U.S.  antiboycott laws be either supplemented with new statutes or amended 
to directly and vigorously address the growing attempted isolation of Israel by 
the BDS movement. Fifth, Israel and its supporters may also seek U.S action to 
protect Israeli personnel from ICC prosecution, either using the United States’ 
“Article 98” agreements with foreign countries or otherwise in implementation 
of § 2008 of the American Service-Members’ Protection Act.

Israel also seems likely to continue to press foreign governments and NGOs 
to either halt or place conditions on their funding of PA offices and Palestinian 
NGOs that engage in lawfare against Israel. The Israeli law, enacted in 2011, 
which requires NGOs in Israel to publicly report funding by foreign govern-
ments seems likely in the future to be followed by additional, more stringent and 
direct legislation.334 Israel will also likely continue to target Israeli NGOs that 
participate in lawfare. In April 2015, the Israeli Supreme Court upheld a law that 
empowers the finance minister to fine, or remove tax breaks from, Israeli NGOs 
calling for boycotts of businesses in pre-1967 Israel or in West Bank settlements, 
and enables individuals to sue boycott-advocating individuals or organizations 
for damages directly caused by such boycotts.335 More such legislation seems 
probable.

Israel will reportedly also seek to decrease its exposure to lawfare by shifting 
its trade toward countries where it is less likely to be attacked. In January 2015, 
amid fears of anti-Israel lawfare ramping up in Europe, Israeli Prime Minister 
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Netanyahu told his cabinet: “We definitely want to reduce our dependence on 
certain markets in Western Europe.”336

Israel will also likely seek new partners in its battle against lawfare. In light 
of the PRC’s success in pressuring Spain to trim back its universal jurisdiction 
law, the Chinese government’s sophistication and aggressiveness in combating 
lawfare, and the Chinese government’s far greater clout on the world stage, Israel 
may seek to quietly partner with China in combating lawfare. For these and other 
reasons, Israel is unlikely to again engage in lawfare against China as it did in the 
Bank of China case described in Chapter 8 of this book.

Israel also seems likely to enhance its efforts to reach out to sympathetic pri-
vate sector lawyers, especially in the United States, for ideas and assistance. As 
discussed in Chapter 2, effective lawfare often requires specialized expertise in 
particular fields and subfields, such as maritime insurance law and the law of a 
particular state; there is far more such expertise among U.S. private sector attor-
neys than among the lawyers of any individual government or NGO. U.S. private 
sector attorneys have a long tradition of supplementing their regular client work 
with interesting work even for clients whose policies they do not favor (for exam-
ple, representation of Guantanamo detainees). It may be relatively easy for Israel 
or any other foreign country to which a significant number of U.S.  lawyers are 
sympathetic (e.g., Canada, India, Ireland, Italy, or the U.K.) to more effectively 
draw on the skills and expertise of some among the vast number of U.S. private 
sector attorneys.





CHAP TER  7

Hamas Battlefield Lawfare  
Against Israel

“That is the fate of democracy, in whose eyes not all means are permitted, and to whom not 
all the methods used by her enemies are open. At times democracy fights with one hand tied 
behind her back.”

— Aharon Barak, President of the Supreme Court of Israel (1995–2006)

In contrast to the PA and its dominant PLO faction, Hamas has in recent years   
 regularly engaged Israel in armed conflict. In the course of these armed con-

flicts, Hamas has frequently engaged in compliance-leverage disparity lawfare 
on the kinetic battlefield. In other words, Hamas has deliberately used battlefield 
tactics designed to gain advantage from the greater leverage which the law of 
armed conflict and its processes exert over Israel than Hamas. This chapter will 
refer to such tactics as “battlefield lawfare.”

Before focusing on Hamas’s battlefield lawfare, it is important to note that 
battlefield lawfare is far from the only type of lawfare in the Israeli-Palestinian 
struggle that deploys the law of armed conflict. This book’s other chapters on 
lawfare and the Israeli-Palestinian struggle provide case studies of how the law 
of armed conflict and its processes have been used—by a variety of actors, with a 
variety of motivations—to exert pressure over Israel in a number of international 
and third-country legal forums. For example:

• Alleged violations of the law of armed conflict by particular Israeli officials 
have formed the basis for “universal jurisdiction” prosecutions of those offi-
cials in European courts, as described in Chapter 6.

• Alleged violations of the law of armed conflict by Israel were offered as jus-
tifications for activists breaking into, disrupting, and physically damaging 
European companies doing business with Israel, as described in Chapter 6.

Lawfare. Orde F. Kittrie.

© Oxford University Press 2016. Published 2016 by Oxford University Press.



[284 ]  Lawfare

• Alleged violations of the law of armed conflict by Israel formed the basis for 
civil lawsuits and criminal proceedings in European courts against European 
companies doing business with Israel, as described in Chapter 6.

• Alleged violations of the law of armed conflict by Israel and Hamas during the 
2014 Gaza War were, as of spring 2015, reportedly being preliminarily exam-
ined by the International Criminal Court prosecutor following the PA’s acces-
sion to the ICC, as described in Chapter 5.

Alleged Israeli violations of the law of armed conflict are also frequently deployed 
against Israel in nonlegal forums. For example, they form the basis of frequent 
condemnations of Israel in nonbinding resolutions of U.N. bodies including the 
U.N. General Assembly and the U.N. Human Rights Council. They also serve as 
ammunition in BDS campaigns to persuade academics, artists, and companies to 
boycott and/or divest from Israel.

Having noted the other chapters’ analyses of how alleged Israeli violations of 
the law of armed conflict are deployed against Israel and its officials in particular 
legal forums, this chapter will focus on the kinetic battlefield itself. Section I of 
this chapter describes and analyzes Hamas’s engagement in battlefield lawfare, 
including its violating the law of armed conflict in a manner designed to elicit 
alleged Israeli violations of the law of armed conflict. Section II of this chapter 
describes and analyzes key claims that Israel itself has, usually in response to 
Hamas battlefield lawfare, violated the law of armed conflict.

Section III of this chapter describes several types of responses that the Israeli 
military has thus far undertaken in order to protect itself against Hamas battle-
field lawfare. This includes: (1) changes to Israeli battlefield tactics—including 
combating Hamas using airstrikes rather than Israeli ground troops and trying 
to minimize Palestinian civilian casualties by providing extensive warning prior 
to airstrikes; (2) enhancing Israel’s legal public diplomacy—including efforts to 
build support for its preferred interpretations of international law; (3) expanding 
the role of military lawyers in Israel’s combat decision-making; (4)  enhancing 
Israel’s own investigations into alleged war crimes by its troops; and (5) provid-
ing the press and public with extensive data, including videos, illustrating Israeli 
targeting decision-making.

Section IV of this chapter takes a step back and identifies broad lessons 
learned. It also attempts to forecast the future of Hamas battlefield lawfare and 
Israeli responses.

I. HOW HAMAS WAGES BATTLEFIELD LAWFARE AGAINST ISRAEL

Chapter 1 of this book introduced the concept of compliance-leverage disparity 
lawfare, which the book defines as lawfare designed to gain advantage from the 
greater influence that law and its processes exert over an adversary. Battlefield 
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lawfare is a subset of compliance-leverage disparity lawfare. It is the use of tactics 
on the kinetic battlefield which are designed to gain advantage from the greater 
leverage that international law, and especially the law of armed conflict, and its 
processes exert over an adversary.

As Chapter 1 describes, battlefield lawfare has been deployed by various non-
state actors against more militarily powerful and law-sensitive adversaries. For 
example, Major General Charles Dunlap, Jr., the U.S. Air Force Deputy Judge 
Advocate General who coined the term lawfare, provided as an example of it vari-
ous tactics designed by the Taliban to leverage the United States’ greater sensitiv-
ity to alleged violations of the law of armed conflict.1

Battlefield lawfare tactics are typically designed to achieve two main objec-
tives: (1) causing the more law-sensitive adversary to self-impose restraints that 
render its armed forces less effective and (2)  eroding public and international 
support for the more law-sensitive adversary by causing it to actually or arguably 
violate the law of armed conflict. Hamas has successfully used battlefield lawfare 
to achieve both objectives against Israel.

Hamas engaged in battlefield lawfare during both the 2009 and the 2014 
Gaza conflicts with Israel. According to a study published by the U.S. Army in 
2009, “Hamas . . . prefers to hide and fight among the civilian population, using 
civilians as protection against overwhelming Israeli firepower and intelligence, 
surveillance, and reconnaissance (ISR) assets.”2 “Mosques, schools, hospitals 
and private homes have all been used as weapon storage sites, fighting positions 
and communication centers,” said the report.3 “Indeed, such facilities are often 
used as bait for Israeli kinetic action, and the resulting carnage documented and 
broadcasted for Hamas … [information operations] benefit.”4 In addition, dur-
ing the Gaza War in 2009, the prime minister of Hamas and other senior Hamas 
commanders reportedly operated out of a wing of the Shifa Hospital, Gaza’s larg-
est and most important hospital, on the assumption that “Israel would not target 
the hospital.”5

Hamas used similar tactics during the 2014 Gaza War, both using civilian loca-
tions for military purposes and openly encouraging civilians to stand in front of 
targets to deter Israeli attacks. Hamas’s use of civilian locations for military pur-
poses was exemplified by a Washington Post report that Hamas leaders again used 
the Shifa Hospital in Gaza City as a “de facto headquarters” during the conflict.6 
Also during the 2014 Gaza War, the UN found Hamas rockets hidden in three 
of the schools it runs in Gaza.7 The New York Times reported that Hamas “stored 
weapons in mosques and schools” and launched rockets from “near apartment 
buildings, schools and hotels.”8 The New  York Times also reported that during 
the 2014 Gaza War, virtually all Hamas fighters (who do wear uniforms during 
peacetime parades)9 wore civilian clothes so as to blend in among civilians.10

During the 2014 Gaza conflict, French television aired footage of Hamas 
rocket launchers just outside homes, a U.N. building, and the main Gaza hotel 
in which journalists were staying.11 A reporter from the Toronto Globe and Mail 
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witnessed two rockets being launched from near a school used to house refugees 
and concluded that “Hamas, or some militant group, clearly is hoping the Israelis 
won’t strike at the launchers … because they’re so close to the school and so 
many refugees.”12

Hamas also launched rockets from church property in Gaza. Gaza’s most 
prominent Christian leader, Archbishop Alexios, took a reporter “to the roof 
terrace outside his office to show how Islamists used the church compound to 
launch rockets into Israel.”13

Hamas also specifically encouraged civilians to stand in front of targets to 
deter Israeli attacks. In a July 8, 2014, interview, Hamas spokesman Sami Abu 
Zuhri described a Hamas policy of encouraging civilians to stand on the roof of 
a targeted building “in order to prevent the Zionist occupation’s warplanes from 
targeting it.”14 “The policy of people confronting the Israeli warplanes with their 
bare chests in order to protect their homes has proven effective … . We in Hamas 
call upon our people to adopt this policy,”15 said Zuri. Hamas had advance notice 
that particular buildings were being targeted because the Israeli military, in an 
effort to minimize civilian casualties, provided notice prior to attacking those 
buildings. This Israeli policy is discussed in the section below on airstrikes and 
warnings.16

In addition, Hamas urged residents to ignore Israeli army urgings to depart 
specific areas. For example, Hamas on July 13, 2014, announced: “We call on our 
Palestinian people, particularly the residents of northwest Gaza … to remain 
in their homes and disregard the demands to leave, however serious the threat 
may be.”17

These actions by Hamas clearly violated several provisions of the law of armed 
conflict. For example, both the placement of military assets in or around non-
combatant facilities so as to deter attacks and encouraging civilians to stand in 
front of targets to deter attacks are a violation of articles 51 and 58 of Additional 
Protocol I to the Geneva Conventions. The rule set forth in article 51 is consid-
ered to be a norm of customary international law applicable in both international 
and noninternational armed conflicts.18 Article 51(7) states:

The presence or movements of the civilian population or individual civilians shall 
not be used to render certain points or areas immune from military operations, in 
particular in attempts to shield military objectives from attacks or to shield, favour 
or impede military operations. The Parties to the Conflict shall not direct the move-
ment of the civilian population or individual civilians in order to attempt to shield 
military objectives from attacks or to shield military operations.19

The official commentary on Article 51(7) specifies that its prohibition applies 
both to cases where civilians are given no choice in the matter by their govern-
ment and also where the government encourages civilians to shield military 
objectives from attack.20
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In addition, article 58, which is also considered customary international law,21 
requires the parties to the conflict to:

(a) … endeavour to remove the civilian population, individual civilians and civil-
ian objects under their control from the vicinity of military objectives;

(b) avoid locating military objectives within or near densely populated areas;
(c) take the other necessary precautions to protect the civilian population, individ-

ual civilians and civilian objects under their control against the dangers result-
ing from military operations.22

Hamas’s battlefield lawfare tactics of using civilian locations for military purposes 
and encouraging civilians to stand in front of targets received considerable inter-
national attention during the 2014 Gaza War. President Obama said, “Hamas 
acts extraordinarily irresponsibly when it is deliberately siting rocket launchers in 
population centers, putting populations at risk because of that particular military 
strategy.”23 The EU announced that it “strongly condemns calls on the popula-
tion of Gaza to provide themselves as human shields.”24 U.N. Secretary-General 
Ban Ki-moon said, “We condemn the use of civilian sites—schools, hospitals, 
and other civilian facilities—for military purposes.”25

According to Bassem Eid, executive director of the Palestinian Human Rights 
Monitoring Group, “Hamas needs these deaths … . Death of its own people 
empowers Hamas … .”26 The New York Times noted that Hamas “on some level 
benefit in the diplomatic arena from the rising casualties.”27 According to Nathan 
Thrall, coauthor of an International Crisis Group report on Gaza, “Hamas knows 
that … as the civilian death toll mounts, there is increasing pressure to end the 
war immediately, and what that typically entails, if past is precedent, is making 
some concessions to Hamas.”28

This willingness or perhaps eagerness to incur Palestinian civilian casualties 
helps explain why Hamas “at times encouraged residents not to flee their homes 
when alerted by Israel to a pending strike.”29 It also helps explain why, in the years 
prior to the conflict, Hamas “did not build civilian bomb shelters” while at the 
same time it constructed scores of underground tunnels designed to sneak mili-
tants across the border into Israel.30

Remarkably, the report of the U.N. Human Rights Council’s Independent 
Commission of Inquiry on the 2014 Gaza Conflict (UNHRC Commission) 
largely disregarded Hamas’s use of civilian locations for military purposes and 
of civilian persons as human shields.31 The report addressed these issues nei-
ther in its overview description of the laws of armed conflict applicable to the 
Gaza Conflict nor in its recommendations for corrective and future action by the 
parties.

The UNHRC Commission report was issued on June 22, 2015, after the draft-
ing of this chapter was largely completed. The Commission reported that it “was 
able to gather substantial information pointing to serious violations of interna-
tional humanitarian law and international human rights law by Israel and by 
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Palestinian armed groups.”32 “In some cases,” said the report, “these violations 
may amount to war crimes.”33

Unsurprisingly, commentators’ views on the report were mixed. Amnesty 
International praised the report as “a key step towards justice for victims on both 
sides,”34 the New  York Times reported that it included “efforts at evenhanded-
ness,”35 and Benjamin Wittes and Yishai Schwartz at the Lawfare blog character-
ized it as “better” than previous similar U.N. investigations but still “a bad piece of 
work.”36 Daniel Reisner, a former head of the Israel Defense Forces’ International 
Law Department noted that the report “appears to many to be much more bal-
anced than previous similar UN interventions,” including especially the 2009 
report of the Goldstone Commission, but called into question whether that 
assessment was correct.37 A complete analysis of the report is outside the scope 
of this book. However, it is critical, in this book about lawfare, to note how the 
report largely failed to address, and thus had the effect of encouraging, Hamas’s 
battlefield lawfare.

As Professor Laurie Blank pointed out, the UNHRC Commission report’s 
overview of the legal principle of distinction as it applies to the Gaza conflict 
“omits” the prohibitions on “using protected objects, such as hospitals or religious 
buildings, for military purposes” and on “using civilians as human shields.”38 “In 
the context of Gaza, where Hamas and other armed groups deliberately—as they 
themselves proclaim—comingle with the civilian population and turn the fail-
ure to distinguish into an art form, this omission is remarkable in its shortsight-
edness,” said Blank, a leading expert on the law of armed conflict.39 Professor 
Geoffrey Corn, a retired lieutenant colonel who previously served as the U.S. 
Army’s senior law of war expert adviser, similarly stated that the UNHRC 
Commission report “fails to emphasize, or even identify” the law of armed con-
flict’s “obligation on belligerents to distinguish themselves from civilians and 
civilian property.”40

Blank noted that the report’s overview of applicable legal principles also 
ignored the customary international law responsibilities of defending par-
ties which are reflected in article 58 of Additional Protocol I  to the Geneva 
Conventions, including the requirements to: remove civilians from the vicinity 
of military objectives; avoid locating military objectives within or near densely 
populated areas; and take other precautions to protect civilians from the dan-
gers of military operations.41 According to Blank, “violations of these precautions 
are the mainstay of the Hamas playbook,” yet the UNHRC Commission report 
“does not even mention these fundamental obligations in its statement of the 
principles of precautions.”42

There is a brief section, in the middle of the Commission report, that discussed 
“patterns of behavior of Palestinian armed groups which may have had a nega-
tive impact on the protection of the civilian population and of civilian objects 
in Gaza.”43 In that section, the report delicately stated that “given the number of 
cases in which Palestinian armed groups are alleged to have carried out military 
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operations within or in the immediate vicinity of civilian objects and specifically 
protected objects, it does not appear that this behavior was simply a consequence 
of the normal course of military operations.”44 “Therefore,” said the report, “the 
obligation to avoid to the maximum extent possible locating military objectives 
within densely populated areas was not always complied with.”45 “If it is con-
firmed,” said the report, “that in using the aforementioned locations to conduct 
military operations, armed groups did so with the intent to use the presence of 
civilians or persons hors de combat in locations such as shelters or hospitals to pre-
vent their military assets from being attacked, this would constitute a violation of 
the customary law prohibition to use human shields, reflected in article 51(7) of 
Additional Protocol I [and] would amount to a war crime.”46

This section of the report also briefly addressed various statements by the 
Gaza authorities requesting Gaza residents not to heed the various warnings 
to evacuate which were issued by the Israeli military. The report stated that 
“[w] hile the commission cannot conclude that in making these declarations 
the authorities in Gaza had the specific intent to use the presence of civilians to 
protect Palestinian armed groups from attack, the declarations are a clear indi-
cation that the authorities in Gaza did not take all the necessary precautions to 
protect the civilian population under its control as required by international  
humanitarian law.”47

The final section of the report, titled “Recommendations,” contained a num-
ber of specific calls for corrective and future action by each of the parties.48 In 
its recommendations directed at “the authorities in Gaza and Palestinian armed 
groups,” the section remarkably included, as Blank noted, “no recommendations 
at all with regard to the use of civilians as human shields, comingling with the 
civilian population and using civilian objects and infrastructure for military 
purposes (such as launching rockets from hospitals, mosques or United Nations 
schools), or fighting while disguised as civilians.”49

As a result, said Blank, “the report hands Hamas and other Palestinian armed 
groups a free pass to continue their modus operandi.”50 Blank concluded that “the 
report’s glaring omissions of foundational legal principles emasculate the law, 
weakening the essential tools for the protection of civilians and emboldening 
those who use civilians as pawns for their own strategic gain.”51

In their analysis of the UNHRC Commission report, Benjamin Wittes and 
Yishai Schwartz expressed a related concern: that the Commission “lets [Hamas] 
practices shift the responsibility for civilian death from Hamas’s own behavior to 
Israeli targeting decisions.”52 Wittes and Schwartz said that while Hamas’s tac-
tics should have been “the fundamental lens through which Israeli conduct got 
analyzed,” in fact, “the conduct of Hamas does not in any way shape the report’s 
evaluation of Israeli targeting.”53 “When one side systematically violates the rules 
designed to protect civilians, after all, and a lot of civilians then get killed, those 
systematic violations have to be central to the inquiry into the reasons for those 
civilian deaths,” wrote Wittes and Schwartz.54 “In this report, those systematic 
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violations are an afterthought,” said Wittes and Schwartz, noting that “somewhat 
shockingly—and very tellingly—they are also entirely absent from the report’s 
‘conclusions and recommendations.’”55

In addition to violating the principles of distinction and precaution with regard 
to Palestinian civilians, Hamas also violated the law of armed conflict with its 
targeting of Israeli civilians. Many of the rockets and mortars Hamas fired from 
Palestinian civilian facilities, in violation of the law of armed conflict, targeted 
Israeli civilian persons and objects. Hamas’s targeting of Israeli civilian persons 
and objects violated various provisions of the law of armed conflict. While these 
rocket and mortar attacks are not themselves a manifestation of lawfare, they 
are important to note because their violation of the law of armed conflict cre-
ates for Hamas a vulnerability to international judicial processes, whether or not 
generated by Israeli lawfare. This vulnerability was (as described in Chapter 5 of 
this book) an important factor in PA decision-making as to whether its lawfare-
motivated accession to the International Criminal Court would, on balance, 
advance the Palestinian cause.

In the decade after Israel withdrew from the Gaza Strip in 2005, more than 
11,000 rockets and mortars were reportedly fired from there at Israel.56 As many 
as 9,000 rockets and mortars reportedly hit just one Israeli town, Sderot, which is 
located within Israel’s pre-1967 borders, about one mile from Gaza.57 Mahmoud 
al-Zahar, a senior Hamas official who has served as the organization’s foreign min-
ister, explained the attacks against Sderot as follows: “Rockets against Sderot will 
cause mass migration, greatly disrupt daily lives and government administration 
and can make a much huger impact on the government. We are using the methods 
that convince the Israelis that their occupation is costing them too much.”58

Amnesty International assessed that during the Gaza conflict of July and 
August 2014, “Palestinian armed groups fired thousands of unguided rockets and 
mortars towards Israel, in many cases directing them towards Israeli civilians 
and civilian objects, in violation of international law.”59 Similarly, Human Rights 
Watch concluded of rocket attacks from Gaza during the November 2012 fight-
ing that “[t] he absence of Israeli military forces in the areas where rockets hit, as 
well as statements by leaders of Palestinian armed groups that population centers 
were being targeted, indicate that the armed groups deliberately attacked Israeli 
civilians and civilian objects.”60 Human Rights Watch used nearly identical lan-
guage to describe rocket fire from Gaza during the 2008–2009 Gaza War.61

The law of armed conflict clearly prohibits each of the following:  targeting 
civilian persons and objects, acts the primary purpose of which is to terrorize 
civilians, and indiscriminate attacks. For example, the requirement that a war-
ring party distinguish between military and civilian persons and objects and 
not direct its attacks at civilian persons or objects is a fundamental principle of 
the law of armed conflict. This fundamental principle is customary international 
law applicable in both international and noninternational armed conflicts62 
and is codified in articles 48, 51, and 52 of Additional Protocol I to the Geneva 
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Conventions.63 Article 13 of Additional Protocol II also contains the require-
ment as it pertains to civilian persons.64

Article 48 of Additional Protocol I to the Geneva Conventions sets forth the 
basic rule of distinction:  “In order to ensure respect for and protection of the 
civilian population and civilian objects, the Parties to the conflict shall at all 
times distinguish between the civilian population and combatants and between 
civilian objects and military objectives and accordingly shall direct their opera-
tions only against military objectives.”65 The basic rule of distinction set forth in 
article 48 is considered to be a norm of customary international law applicable in 
both international and noninternational armed conflicts.66

More particularly, article 51(2) of Additional Protocol I  to the Geneva 
Conventions states:  “The civilian population as such, as well as individual 
civilians, shall not be the object of attack. Acts or threats of violence the pri-
mary purpose of which is to spread terror among the civilian population are 
prohibited.”67 The rule set forth in article 51 is also considered to be a norm 
of customary international law applicable in both international and non-
international armed conflicts.68 In addition, article 8 of the Statute of the 
International Criminal Court specifies that “intentionally directing attacks 
against the civilian population as such or against individual civilians not tak-
ing direct part in hostilities” constitutes a war crime in both international and 
noninternational armed conflicts.69

Hamas has claimed, for example in its official response to the Goldstone 
Report, that it “does not deliberately aim at civilian targets” and has instead 
“often called upon the Palestinian armed groups to refrain from harming civil-
ians.”70 “The armed Palestinian groups have indeed,” said Hamas, “affirmed their 
commitment to the directives of the international humanitarian law in their 
media announcements, and they have also announced on several websites that 
they attack only military targets and avoid attacking civilian ones.”71

Hamas asserted that the inaccuracy of Hamas’s weapons is to blame for any 
harm to Israeli civilians, asserting that “during firing, [projectiles] can steer off 
course, resulting in harm to civilian targets, despite the considerable efforts to 
avoid causing casualties among civilians.”72 However, international law does not 
excuse the use of weapons that are incapable of being directed at a specific mili-
tary objective. For example, article 51(4) states:

Indiscriminate attacks are prohibited. Indiscriminate attacks are:

(a) those which are not directed at a specific military objective;
(b) those which employ a method or means of combat which cannot be directed at a 

specific military objective; or
(c) those which employ a method or means of combat the effects of which cannot be lim-

ited as required by this Protocol; and consequently, in each such case, are of a nature 
to strike military objectives and civilians or civilian objects without distinction.73
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The prohibition of indiscriminate attacks set forth in article 51(4) is considered 
to be a norm of customary international law applicable in both international and 
noninternational armed conflicts.74

Article 85 includes among its list of “grave breaches” of the Protocol willfully 
“making the civilian population or individual civilians the object of attack.”75 
Also included in this list of grave breaches is willfully “launching an indiscrimi-
nate attack affecting the civilian population or civilian objects in the knowledge 
that such attack will cause excessive loss of life, injury to civilians or damage to 
civilian objects.”76

Ibrahim Khreisheh, the PA’s representative to the U.N. Human Rights Council, 
in a remarkable July 2014 interview on Palestinian Authority TV, described 
these Hamas violations as follows: “The missiles that are being launched against 
Israel—each and every missile constitutes a crime against humanity whether it 
hits or misses, because it is directed at civilian targets … targeting civilians—be 
it one civilian or a thousand—is considered a crime against humanity.”77

II. ALLEGATIONS ISRAEL VIOLATED THE LAW OF ARMED 
CONFLICT DURING THE 2014 GAZA WAR

The Israeli military continues to grapple with the challenges posed by Hamas 
battlefield lawfare, much as the U.S. military has grappled with similar challenges 
posed by the Taliban, Islamic State, and other adversaries. The Israeli government 
is avowedly committed to abiding by the law of armed conflict, is determined 
to avoid having its commanders or soldiers prosecuted by the ICC or national 
courts, and is aware that Palestinian civilian casualties are a key source of criti-
cism of Israel in the international community. “Obtaining the support of world 
public opinion is a major political objective” whenever “tiny Israel” is involved in 
an armed conflict, asserts Robbie Sabel, former Legal Adviser to Israel’s Foreign 
Ministry, noting that, “if a state action is seen to be illegal, the state involved will 
invariably lose public support in the democratic world.”78

Leading international human rights groups have asserted that the Israeli mili-
tary violated the law of armed conflict during the 2014 Gaza conflict, including 
by committing “attacks directed at civilian objects or at civilians, or dispropor-
tionate and indiscriminate attacks that kill or injure civilians.”79 For example, 
Amnesty International declared in February 2015 that during the fifty days of 
the Gaza conflict during the summer of 2014, “Israeli forces committed war 
crimes, including disproportionate and indiscriminate attacks on Gaza’s densely 
populated civilian areas as well as targeted attacks on schools sheltering civilians 
and other civilian buildings that the Israeli forces claimed were used by Hamas 
as command centres or to store or fire rockets.”80

More specifically, Amnesty International, having studied eight cases in which 
“Israeli aircraft dropped aerial bombs on or launched missiles at homes they 
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knew or should have known had civilians inside,” concluded that “the mass casu-
alties and extensive destruction of civilian objects that could have been foreseen 
were in excess of the military advantage anticipated by these attacks.”81 Amnesty 
International assessed that “the fighters who were the apparent targets could 
have been targeted at a different time or in a different manner that was less likely 
to cause excessive harm to civilians and destruction of civilian objects.”82

In these and many other such cases, the accusations by human rights groups 
that Israeli troops violated the law of armed conflict during the 2014 Gaza War 
are not accusations that Israeli troops violated a bright-line rule. Rather, they 
are accusations that Israeli troops applied a complex balancing test differently 
than the accuser would have, had the accuser been in the same situation. This 
is also the case with much of the report of the U.N. Human Rights Council’s 
Independent Commission of Inquiry on the 2014 Gaza Conflict.

Remarkably, practically all of these alleged war crimes involved Israeli 
attempts to target Hamas fighters, command centers, and weapons that Hamas 
had deployed among civilians in violation of the law of armed conflict. In other 
words, Hamas deliberately violated the law of armed conflict in a manner that 
was designed to, and did, elicit alleged Israeli violations of the law of armed con-
flict. Chapter 5 analyzed Hamas’s decision to concur in PA accession to the ICC, 
despite the fact that Hamas is more vulnerable to ICC prosecution than either 
the PA or Israel. Hamas’s strategy of deliberately violating the law of armed con-
flict in a manner designed to elicit alleged Israeli violations is presumably moti-
vated by some of the same factors.

In contrast to Israeli officials, who would be embarrassed to be subjected to 
an ICC or “universal jurisdiction” prosecution, and upset to be unable to travel 
to a European country that might extradite them in response to an ICC war-
rant, international law enforcement has little to no leverage over Hamas officials 
who are already condemned in, and unable to travel to, Europe.83 As a result, the 
Israeli military is more fearful of taking steps that could possibly be condemned 
as law of armed conflict violations than is Hamas of taking steps that are clear 
violations.

“Israel is sensitive to international criticism that it has used its firepower 
indiscriminately, resulting in a disproportionate number of civilian casu-
alties,” wrote a Washington Post reporter in August 2014.84 As Amnesty 
International implied, and the New  York Times stated, “the ratio of civilians 
to combatants killed” was, with regard to the 2014 Gaza conflict, “widely 
viewed … as a measure of whether the commanders in the field acted propor-
tionately to the threat posed by militants—or, in the eyes of Israel’s critics, 
committed war crimes.”85

However, the ratio of civilians to combatants killed is in fact not a reasonable 
measure of whether the commanders in the field acted proportionately or instead 
committed war crimes. This is particularly true in the Gaza conflict, where the 
Hamas tactics described in Section I  of this chapter—such as hiding among 
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civilians and discouraging them from fleeing the combat arena—appear to be 
designed to knowingly, and in some cases purposefully, sacrifice Palestinian 
civilians. Despite this, it is worth noting that the ratio of Palestinian civilians 
to combatants killed during the 2014 Gaza War86 was far better than the ratio of 
Iraqi civilians to combatants killed by U.S. airstrikes during the Iraq War.87

In addition, the ratio of civilians to combatants killed is not the legally speci-
fied measure of whether the commanders in the field acted proportionately. The 
proportionality restriction applicable under the law of armed conflict involves 
a complicated, vague, and highly disputed balancing test. According to Hays 
Parks, who served as the lead U.S. Army specialist on law of war issues, “[b] y 
American domestic law standards, the concept of proportionality … would be 
constitutionally void for vagueness.”88 Articles 51.5(b) and 57.2(b) of Additional 
Protocol I  of the Geneva Conventions contain the preeminent version of the 
proportionality test.

Article 57.2(b) requires that “an attack shall be cancelled or suspended if it 
becomes apparent that the objective is not a military one or … that the attack 
may be expected to cause incidental loss of civilian life, injury to civilians, dam-
age to civilian objects, or a combination thereof, which would be excessive in 
relation to the concrete and direct military advantage anticipated.”89 According 
to a study by the International Committee of the Red Cross, “state practice estab-
lishes this rule as a norm of customary international law applicable in both inter-
national and non-international armed conflicts.”90

The proportionality requirement turns in large part on the meaning of the 
phrase “excessive in relation to the concrete and direct military advantage antici-
pated,” which was left unclear.91 The official commentary on article 57 states 
that “this rule … is by no means as clear as it might have been, but in the cir-
cumstances it seems a reasonable compromise between conflicting interests.”92 
As one commentator notes, “it is, of course, impossible to measure human lives 
against a military advantage to be gained.”93

The official commentaries on articles 57, 51 (Protection of the Civilian 
Population), and 52 (General Protection of Civilian Objects) provide some guid-
ance particularly relevant to combat such as that which occurred during the Gaza 
War. The commentary on article 51 states: “In combat areas it often happens that 
purely civilian buildings or installations are occupied or used by the armed forces 
and such objectives may be attacked, provided that this does not result in exces-
sive losses among the civilian population.”94

The commentary on article 52 states that “a school or a hotel is a civilian 
object, but if they are used to accommodate troops or headquarters staff, they 
become military objectives.”95 The commentary on article 57 states that “in 
general, the presence of enemy troops in buildings, structures or installations 
will make an attack against them legitimate.”96 Thus, according to the com-
mentary on article 57, “it is clear that a belligerent who accommodates troops 
in purely civilian buildings, for example, in dwellings or schools, or who uses 
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such buildings as a base for combat, exposes them and the civilians present 
there to serious danger: even if attacks are directed only against members of 
the armed forces, it is probable that they will result in significant damage to 
the buildings.” 97

In all cases, the proportionality test does not hinge on the relative number of 
casualties. Proportionality prohibits attacks expected to cause incidental death 
or injury to civilians, or damage to civilian objects, if this harm would, on bal-
ance, be excessive in relation to the overall legitimate military accomplishment 
anticipated. The law of war thus recognizes that mistakes are inevitable and does 
not criminalize soldiers who seek in good faith to avoid them.

Professor Laurie Blank emphasizes that “proportionality is a prospective anal-
ysis,” as indicated by the requirement’s reference to “expected” civilian casualties 
and “anticipated” military advantage gained.98 “Commanders,” says Blank, “must 
assess whether the risk of civilian harm is excessive given the anticipated military 
advantage” based on what is known to the commanders at the time.99 “Hindsight 
has no role here,” states Blank.100 Thus, “an effects-based analysis—that is, using 
the numbers of casualties and extent of destruction to make legal claims—is sim-
ply incorrect.”101 In addition, emphasizes Blank, “a focus on effects incentivizes 
the enemy to simply surround himself with civilians in every conceivable loca-
tion and circumstance, effectively guaranteeing greater civilian casualties.”102

In light of the law of armed conflict principles of proportionality and distinc-
tion, the emergence of the ICC, and other factors, one of the most important 
issues faced by regular armies, such as those of the United States and Israel, while 
fighting adversaries hiding among civilians is “the extent to which armies should 
sacrifice military gains to reduce the risk of harming civilians, and in particu-
lar risk the lives of their soldiers in the process.”103 This question is particularly 
important in light of the increased aversion to their own soldiers’ casualties of 
both the U.S. and the Israeli publics.

Israel appears to have settled on an approach that significantly sacrifices its 
military gains to reduce the risk of harming Palestinian civilians, while posing a 
relatively low risk to Israeli soldiers. The next section of this chapter (Section III) 
will describe and analyze that approach. It will then describe several other major 
steps the Israeli military has thus far undertaken in order to protect itself against 
Hamas battlefield lawfare.

III. ISRAEL’S RESPONSES TO HAMAS BATTLEFIELD LAWFARE

A. Changes to Israeli Battlef ield Tactics—Airstrikes and Warnings

Israel’s policy of relying on airstrikes and the pre-attack warnings they facilitate 
was extensively implemented and received substantial publicity during the 2014 
Gaza War. For example, the U.N. Office for the Coordination of Humanitarian 
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Affairs reported on July 16, 2014, that “the Israeli military delivered text messages 
to virtually all the residents of Ash Shuja’iyya and Az Zaitun neighborhoods in 
eastern Gaza city, approximately 100,000 people, warning them to leave their 
homes by 8 am today (16 July), ahead of attacks to be launched in the area.”104

The Washington Post reported that in attacking the house of a Hamas operative 
on a different occasion, “Israel telephoned the man, dropped two non-lethal warn-
ing rockets on the roof, and then leveled the whole building five minutes later,” with 
“no injuries.”105 The New York Times reported that “the Israelis have used such tele-
phone calls and leaflets … in a stated effort to reduce civilian casualties and avoid 
charges of indiscriminate killings or even of crimes against the rules of war.”106

Ibrahim Khreisheh, the PA’s representative to the U.N. Human Rights 
Council, described this phenomenon in a July 2014 interview on Palestinian 
Authority TV, in which he said, “many of our people in Gaza appeared on TV 
and said that the Israeli army warned them to evacuate their homes before the 
bombardment.”107 “In such a case,” said Khreisheh, “if someone is killed, the law 
considers it a mistake rather than an intentional killing, because [the Israelis] fol-
lowed the legal procedures.”108

Lieutenant Colonel (res.) Tal Keinan, an Israeli pilot, described as follows the 
warnings and their cost to Israeli military objectives:

I have friends in foreign air forces who think that the efforts we take to avoid civil-
ian casualties are outrageous, bordering on irresponsible for a military tasked, first 
and foremost, with defending its own citizens. Let’s be clear: calling and sending text 
messages to civilians warning them to evacuate a structure, and instructing them on 
exactly where to go for safety, demands tremendous resources. How do you get the 
telephone numbers? How do you plot a route to safety for civilians in each individual 
circumstance? How do you communicate it clearly, in Arabic, so that the specific warn-
ing is actionable? Of course, you are also providing the enemy with actionable intel-
ligence. The ‘Knock on the roof ’ policy is not just a warning to civilians. It is also a 
statement to the enemy saying ‘This is what we plan to do in five minutes, and this is 
exactly where we plan to do it.’ This is obviously a questionable military tactic. It allows 
Hamas forces to remove rocket launchers from target structures, prepare ambushes for 
IDF forces, or as has been a deeply cynical modus operandi, send civilians into these 
structures, forcing us to abort important missions, or incur terrible consequences.109

A turning point for Israel in its decision to focus on using air strikes while warn-
ing Palestinian civilians was the Israeli military’s assault on the West Bank city 
of Jenin in early April 2002, during the Second Intifada. A bombing campaign 
by Hamas, the Al-Aqsa Martyrs Brigade, and Palestinian Islamic Jihad had 
resulted in thirteen separate terrorist attacks against Israeli civilians during 
March 2002 alone, including the bombing of a Passover seder at Netanya’s Park 
Hotel, which left 30 dead and 140 wounded, and an attack at a restaurant in Haifa 
that killed 16.110 Of the one hundred terrorists who carried out suicide bombing 



H A M A S  B A T T L E F I E L D  L A W FA R E  A G A I N S T   I S R A E L  [297 ]

attacks against Israel between October 2000 and early April 2002, twenty-three, 
including the Haifa restaurant bomber,111 were reportedly from the West Bank 
city of Jenin (with seven more suicide bombers from Jenin intercepted before 
attacks took place).112 Israel decided to raid terrorist bases in various West Bank 
cities, including Jenin, in order to prevent further attacks.

Israel could have destroyed the main terrorist base in Jenin while minimizing 
casualties among its own troops had it bombed from the air. But that would have 
risked considerable Palestinian civilian casualties. So Israel sent in ground troops. 
Faced with Palestinian militants hiding in booby-trapped civilian homes, Israeli 
troops fought house by house at great risk to both themselves and civilians.113 “In 
the battle of Jenin,” says Professor Asa Kasher, who authored the Israeli Defense 
Forces’ (IDF) Code of Ethics, “the IDF knew that the refugee camp was booby-
trapped [but] they still insisted on not bombing from the air in order to keep from 
harming civilians, and they suffered terrible losses.”114 According to Kasher, the 
decision to send in Israeli ground troops was “a mistake.”115 Rather, Israel “should 
have made an effort to get the civilian population out of the terrorist environ-
ment, and then there would have been no need to send in the infantry.”116

Despite Israel’s efforts to minimize civilian casualties, at the cost of the lives 
of its own troops, Israel was, during and immediately after the fighting, widely 
accused of a massacre in Jenin. Palestinian leaders and media reports claimed 
that hundreds of Palestinian civilians were killed by Israeli soldiers in Jenin.117 
The charge was disproved by a U.N. report, issued several months after the fact, 
which found that the overall number of Palestinians killed was in fact fifty-
two—around half of whom may have been civilians—while Israel lost twenty-
three soldiers.118

By the time of the Gaza War in late 2008 and early 2009, Israel had turned to 
a different method for minimizing Palestinian civilian casualties, one that was 
significantly less costly in Israeli soldiers’ lives.119 The IDF gave extensive warn-
ings to the citizens of Gaza during the 2008–2009 war, including distributing 
leaflets urging civilians to leave the conflict zone; making recorded warning calls 
to 160,000 Gaza phone numbers; and adopting the new “knock on the roof ” tac-
tic of firing nonexplosive but noisy ammunition before launching an explosive 
attack.120

As noted above, the IDF continued during the 2014 Gaza War to use these tac-
tics designed to minimize Palestinian casualties. According to Martin Dempsey, 
a U.S. Army four-star general and the Chairman of the U.S. Joint Chiefs of Staff, 
“Israel went to extraordinary lengths to limit collateral damage and civilian casu-
alties” during the 2014 Gaza conflict.121 Dempsey said the civilian casualties dur-
ing the conflict were “tragic, but I think the IDF did what they could” to avoid 
them.122 Dempsey also said the Pentagon sent a “lessons-learned team” of senior 
officers and noncommissioned officers to work with the Israeli military and learn 
from the Gaza operation, “to include the measures they took to prevent civilian 
casualties.”123
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Richard Kemp, a retired colonel in the U.K.  infantry who served as com-
mander of U.K. Forces in Afghanistan in 2003, also asserted that the Israeli mili-
tary went to exceptional lengths to limit civilian casualties during the 2014 Gaza 
conflict. “No other army that I have served in or alongside or that I have studied 
and researched has yet taken such extensive precautions … to minimize harm 
to civilians in a combat zone,” said Colonel Kemp in a submission to the United 
Nations Independent Commission of Inquiry on the 2014 Gaza Conflict.124 “This 
includes British and US forces,” said Kemp.125

In contrast, U.S. State Department spokesperson Jen Psaki said that it was 
the “position of the Administration” that “Israel could have done more to pre-
vent civilian casualties” during the 2014 Gaza conflict.126 In addition, Amnesty 
International, in its study of eight cases of Israeli air strikes described in this 
chapter’s Section II, concluded that “there was a failure to take necessary precau-
tions to avoid excessive harm to civilians and civilian property, as required by 
international humanitarian law.”127

B. Combating Lawfare by Enhancing Israel’s Legal  
Public Diplomacy

Depending on how the duty of discrimination is interpreted, the IDF’s warnings 
are “seen either as a very real attempt to meet the requirements of discrimination 
and protect enemy civilians from harm or as a poor alternative to risking ground 
troops.”128 In his interesting and extensively researched book titled International 
Legitimacy and the Politics of Security: The Strategic Deployment of Lawyers in the 
Israeli Military, Alan Craig argues that international humanitarian law (IHL) 
(the law of armed conflict) has so many gray areas, especially with regard to the 
key principles of proportionality and distinction, that “the legal advisor should 
accept the troubling notion that in many situations there is not IHL but IHLs and 
advise the military accordingly.”129 In other words, the legal adviser must exercise 
“choice among competing constructions of IHL”130 and work to promote at the 
international level their state’s preferred constructions of IHL on key issues.

Cognizant of this, part of Israel’s response to Hamas’s battlefield lawfare 
involves building support for Israel’s preferred interpretations of international 
law. Much of Israel’s campaign in this regard has been led by Roy Schondorf, who 
became Israel’s deputy attorney general for international affairs after serving as 
head of its office focused on countering lawfare.131 The legal public diplomacy 
work of Schondorf and the Justice Ministry’s counterlawfare office is discussed 
in further detail in Chapter 6 of this book.

The magnitude and significance of the gaps between competing construc-
tions of the law of armed conflict was highlighted by the United Nations Fact 
Finding Mission on the Gaza Conflict, which issued in September 2009 what 
is commonly referred to as the Goldstone Report (after the mission’s chair, 
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Richard Goldstone). The Goldstone Report was established by the President of 
the U.N. Human Rights Council and given the mandate “to investigate all viola-
tions of international human rights law and international humanitarian law that 
might have been committed at any time in the context of the military operations 
that were conducted in Gaza during the period from 27 December 2008 and 18 
January 2009, whether before, during, or after.”132

The Goldstone Report was highly critical of Israeli military actions during the 
war.133 Following the report’s release, Israeli Prime Minister Netanyahu was so 
concerned that he said: “We face three major strategic challenges: The Iranian 
nuclear program, rockets aimed at our civilians and Goldstone.”134

Some of the Report’s strongest charges, including that Israeli forces intention-
ally targeted civilians as a matter of policy, were rescinded by Goldstone himself 
in an op-ed published in April 2011.135 Even more interesting than their differ-
ences regarding the facts, the Goldstone Report and the Israeli report issued in 
response to it contained significantly different interpretations of the interna-
tional law principles of proportionality and distinction.

The Israeli position was much closer to the view of Hays Parks, the U.S. 
Army’s longtime lead specialist in the law of armed conflict, who has stated: “[un]
intentional injury is not a violation of the principle of non-combatant immu-
nity unless, through willful and wanton neglect, a commander’s actions result 
in excessive civilian casualties that are tantamount to an intentional attack.”136 
Several U.S. government officials expressed concern about the Goldstone Report 
and its potentially problematic precedent for U.S. military operations. For exam-
ple, Michael Posner, the U.S. Assistant Secretary of State for Democracy, Human 
Rights and Labor, expressed concern at the Goldstone Report’s “failure to deal 
adequately with the asymmetrical nature of this conflict or assign appropriate 
responsibility to Hamas for its decision to base itself and its military operations 
in heavily civilian-populated urban areas.”137

One reason the Goldstone Report was so antithetical to the Israeli position 
was apparently that Israel refused to cooperate with the Goldstone Mission, 
while the PA provided its cooperation.138 As a result, the Goldstone Mission heard 
largely from Israel’s adversaries. According to the Report, “by refusing to cooper-
ate with the Mission, the Government of Israel prevented it from meeting Israeli 
Government officials, but also from travelling to Israel to meet Israeli victims.”139 
Goldstone himself, in his April 2011 op-ed, regretted that the record before his 
mission “unfortunately did not include any evidence provided by the Israeli gov-
ernment.”140 Referencing particular such evidence, Goldstone stated:  “I regret 
that our fact-finding mission did not have such evidence explaining the circum-
stances in which we said civilians in Gaza were targeted, because it probably 
would have influenced our findings about intentionality and war crimes.”141

The Goldstone Report debacle reportedly contributed to Israel’s decision 
to cooperate with the Palmer Commission, which was established by the U.N. 
Secretary-General in August 2010 to investigate the deaths aboard a flotilla stopped 
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by Israel from running the Gaza blockade in May 2010.142 From the Israeli perspec-
tive, the Palmer Report, issued in September 2011, was considerably more balanced 
than the Goldstone Report had been.143 The Palmer Report concluded that Israel’s 
blockade of Gaza was a “legitimate security measure” that “complied with the 
requirements of international law,”144 while criticizing Israel for what the Report said 
was “excessive and unreasonable” use of force while boarding the ships.145 According 
to Professor Gerald Steinberg, a leading Israeli critic of the Goldstone Report, other 
factors contributing to the Palmer Report’s greater balance included its more even-
handed mandate and participants, as well as the fact that it was conducted under the 
auspices of the U.N. Secretary-General rather than the U.N. Human Rights Council 
(which has a reputation for exceptional bias against Israel).146

The Palmer Report also repeatedly cited, and appears to have been signifi-
cantly influenced by the legal reasoning of, a 300-page report issued by a pub-
lic commission known as the Turkel Commission, which was appointed by 
the Israeli government to examine the flotilla incident. The commission was 
headed by a former justice of Israel’s Supreme Court, Jacob Turkel, and included 
two international observers (Lord David Trimble of the United Kingdom and 
Retired Brigadier General Kenneth Watkin of Canada) and two special consul-
tants (leading law of armed conflict experts Dr. Wolff Heintschel von Heinegg 
of Germany and Professor Michael Schmitt of the United States).147 The Turkel 
Commission issued two influential reports. The first report examined the flo-
tilla incident, and the second report, which is discussed in Chapters 5 and 6 of 
this book, focused on assessing the Israeli government’s system for investigating 
alleged violations by its troops of the law of armed conflict.148

However, despite the successful cooperation with the Palmer Commission, 
the Israeli government decided not to formally cooperate with the commission of 
inquiry established by the U.N. Human Rights Council (UNHRC) in July 2014 
to investigate the 2014 Gaza conflict.149 Israel’s Foreign Ministry announced 
that the decision not to cooperate took into account the UNHRC’s “obsessive 
hostility towards Israel,” the commission of inquiry’s “one sided mandate,” and 
“the publicly expressed anti-Israel positions” of the commission’s chair.150 The 
UNHRC had selected as commission chair William Schabas, a law professor 
who had publicly suggested that Israel’s prime minister, Benjamin Netanyahu, 
should face trial at the ICC.151

While neither the commission of inquiry nor the UNHRC has the ability to 
issue legally binding decisions, Israeli officials and their allies expressed concern 
that Schabas was determined to write the commission report so as to help lay 
the groundwork for ICC prosecution of Israeli troops for their actions during the 
2014 Gaza conflict. One Israeli official told me he was convinced that “Schabas 
aimed for the commission to be a springboard for the ICC, to advance universal 
jurisdiction against Israelis, and to fuel the BDS movement.”152

Schabas resigned from the commission in the face of questions over his 
impartiality.153 Schabas was replaced as chair by Mary McGowan Davis, 
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a former New  York State judge, and the commission’s report was issued on 
June 24, 2015.154 As discussed in Section I  of this chapter, the UNHRC 
Commission report was issued after the drafting of this chapter was largely 
completed.

A complete analysis of the UNHRC Commission report is outside the scope 
of this book. However, it is worth noting that Israeli officials and their allies were 
apparently correct in predicting that the report would help lay the groundwork 
for ICC prosecution of Israeli officials and troops for their actions during the 
2014 Gaza conflict.

One expert outside of the ICC Prosecutor’s Office who is exceptionally 
familiar with that Office’s thinking is Alex Whiting, a Harvard law profes-
sor who served in the Office from 2010 to 2013, first as the Investigations 
Coordinator, overseeing all of the Office’s investigations, and then as 
Prosecutions Coordinator overseeing all of the Office’s prosecutions.155 In a 
commentary on the UNHRC Commission report and its implications for the 
ICC, Whiting wrote, as mentioned in Chapter  5, that the report’s analyses of 
“rockets and mortars fired by Palestinian armed groups” and of “15 air strikes 
on residential buildings in Gaza” by Israel contained evidence that “will push 
the ICC Prosecutor a long way toward opening a formal investigation” of both 
Palestinian and Israeli actors.156 Whiting assessed that “an ICC investigation 
seems inevitable,” explaining that from the prosecutor’s perspective, “given the 
evidence that is now available to her, it is difficult to see how she avoids, at the 
end of the day, opening an investigation.”157

Commenting on Israel’s decision not to cooperate with the UNHRC inquiry 
into the 2014 Gaza conflict, an Israeli official told me that “Israel had a difficult 
decision to make regarding how to proceed.”158 “We have a case and want to pres-
ent it, yet on the other hand,” he said, “this is a biased mandate and if you cooper-
ate, it limits your ability to condemn the report afterwards.”159

“Israel has nevertheless improved its efforts to advance its narrative,” said the 
Israeli official.160 Thus, although the Israeli government did not formally cooper-
ate with the commission of inquiry into the 2014 Gaza conflict, it did not dis-
courage a group of Israelis living near the Gaza border from testifying before the 
commission about their experience of being attacked by Hamas rockets.161 In 
addition, Israel’s publicly reported self-investigations of alleged war crimes by its 
troops during the 2014 Gaza conflict—undertaken more quickly than after the 
previous Gaza conflict—were expected by the Israeli government to help under-
cut and perhaps soften any commission recommendation that the ICC move 
toward prosecuting Israelis for actions during that conflict.162

The debate over whether or not Israel should have cooperated with the 
UNHRC Commission continued after the report’s release. In an interview with 
an Israeli newspaper, the Commission’s chairperson, Mary McGowan Davis, 
said: “I certainly think it would have been different if Israel had cooperated … . 
We could have met with Israeli victims and seen where rockets landed, talked 
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with commanders, watched videos and visited Gaza.”163 “We talked to a lot of 
witnesses,” said McGowan Davis, “but of course an investigation needs to be as 
close to the scene as possible and it would have looked different.”164

C. Expanding the Role of Lawyers in Israel’s Combat 
Decision-making

In addition to altering Israel’s battlefield tactics and enhancing Israel’s legal 
public diplomacy, the Israeli government responded to the battlefield lawfare 
engaged in by Hamas (and also Hezbollah) by expanding the role of military 
lawyers in Israel’s targeting decisions.

The role of the International Law Department of the IDF in operational 
decision-making expanded rapidly over the fifteen years or so prior to 2015.165

During the 2006 Lebanon War against Hezbollah, every Israeli Air Force tar-
get was reportedly vetted by military lawyers, who, if they determined an opera-
tion was not legal, had the authority to call it off no matter how late in the day.166 
After the war, the Winograd Commission was appointed to investigate the IDF’s 
relatively ineffectual operational conduct during the conflict. The Commission 
was critical of the extensive involvement of IDF lawyers in combat operations.167 
While it reported no evidence that lawyers’ involvement had caused adverse 
military outcomes,168 the Commission did recommend that the growth of legal 
involvement be curtailed:

We fear that the increasing leaning on legal advisers during military action can divert 
responsibility from the elected figures or commanders to the advisers, and can dis-
rupt both the essential nature of the decisions and the military activity. It seems to 
us that it is appropriate that fighting forces, certainly at field ranks, concentrate on 
fighting and not consulting with legal advisers.169

Notwithstanding the Winograd Commission, the role in combat decision-
making of the IDF’s International Law Department reportedly increased signifi-
cantly in the decade following the 2006 Lebanon War.170 International law and 
enemy lawfare continued to heavily influence Israeli military decision-making, 
through both the IDF’s International Law Department and the other primary 
institution through which Israeli lawyers influence Israeli military opera-
tions: the Israeli Supreme Court.

Israeli courts enforce customary international law as part of the “law of the 
land,” and, in a long series of decisions, the Israeli Supreme Court has ordered 
the Israeli government, army, and security services to change policies that, in the 
court’s view, were in violation of customary international law.171 For example, in 
one case, the Israeli Supreme Court prohibited Israeli government interrogators 
from employing forcible interrogation against terrorists even in a “ticking bomb” 
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situation. In his decision, Justice Aharon Barak described the challenging secu-
rity situation in which Israel found itself and stated:

We are aware that this judgment of ours does not make confronting that reality any 
easier. That is the fate of democracy, in whose eyes not all means are permitted, and to 
whom not all the methods used by her enemies are open. At times democracy fights 
with one hand tied behind her back. Despite that, democracy has the upper hand, 
since preserving the rule of law and recognition of individual liberties constitute an 
important component of her security stance. At the end of the day, they strengthen 
her and her spirit, and allow her to overcome her difficulties.172

Perhaps uniquely among national court systems, the Israeli Supreme Court has 
even intervened in actual combat situations.173 For example, during one particu-
lar hostage-taking episode, “the Supreme Court effectively ran the negotiations 
over the release of Palestinian fighters.”174 According to leading experts, “the 
Israeli Supreme Court is engaged in an almost daily application of international 
law to IDF military operations,”175 and the Israeli military has a strong record of 
complying with such court orders.176

D. Enhancing Israel’s Investigations into Alleged War Crimes 
by Its Troops

As discussed in detail in Chapter 5, enhanced Israeli investigations of alleged war 
crimes by its own troops are another means by which Israel has been working to 
address the risk posed by Hamas battlefield lawfare. Consistent with the Turkel 
Commission’s recommendations, such investigations involve senior officers, are 
allocated significant resources that might otherwise be deployed in combat, and 
begin while conflict is still occurring.177 For instance, the Turkel Commission 
recommended that in cases where a war crime may have been committed, tradi-
tional operational debriefings (in which troops who are not lawyers discuss what 
went right or wrong militarily during a mission) be quickly supplemented with 
separate “fact-finding assessments”—to include experts in military operations, 
investigations, and international law.178

The fact-finding assessments were reportedly recommended “as a way to inject 
lawyers into the earliest stages of reviewing an incident in which IDF personnel 
may have committed a war crime.”179 They were motivated in part by concern 
that traditional operational debriefings could “skew later criminal investigations, 
by allowing IDF personnel to coordinate their stories in a way which promotes 
cover-ups of war crimes.”180 Critics of the proposed changes expressed concern 
that “pushing aside or even setting up a parallel process to operational debrief-
ings will over-legalize the IDF’s culture, to a point where soldiers will hesitate in 
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battle and no longer own up honestly to mistakes for fear of legal prosecution.”181 
Despite these concerns that changes to the debriefing process would reduce 
military effectiveness, the Israel military adopted the fact-finding assessment 
recommendations.182

E. Media Campaign Explaining Targeting Decision-making

While some lawfare combat occurs through international and domestic courts 
and the contents of U.N. fact-finding reports, much of it takes place in the court of 
public opinion. The combination of Israel’s decision to rely heavily on air strikes 
and the worldwide dissemination of advanced information and communications 
technology has made it both easier to maximize compliance with international 
law and easier to publicly demonstrate such compliance.

The use of air strikes rather than ground forces makes it much easier for the 
attacking force to halt an attack if, at the last minute, it appears that civilians will 
be unnecessarily endangered. Israel’s former Air Force chief, Eliezer Shkedy, 
stated in an interview that “[t] here are at least 10 operations we don’t carry out 
for every one that we do… . If we know that [the terrorist] is holding his son’s 
hand, we do not fire. Even if the terrorist is in the midst of firing a Kassam … .”183

The use of air strikes also makes it easier to photograph or videotape the attack. 
During both the 2008–2009 and the 2014 Gaza conflicts, Israel used targeting vid-
eos and other recordings as part of extensive media campaigns designed to explain its 
targeting decision-making and push back against accusations that its uses of force vio-
lated the laws of war. For example, as the 2014 Gaza conflict launched, Israeli defense 
minister Moshe Yaalon reportedly issued a special written directive that units take 
photos and document all events in real time.184 Each unit of the Israel Defense Forces 
had a dedicated photographer assigned to the task, and each aircraft—including 
F-16 fighters, helicopter gunships, and unmanned aerial vehicles—was set up to 
“take high-resolution photos of everything that moves on the ground.”185

A specific example of this tactic was the Israeli military’s decision during the 
2014 Gaza War to post online a multimedia presentation illustrating its decision 
to attack Gaza’s Wafa Hospital building, which Israel asserted had been turned 
into a “command center, rocket-launching site, observation point, sniper’s post, 
weapons storage facility, [and] cover for tunnel infrastructure.”186 The presenta-
tion included a video recording of shooting from the hospital and a tunnel access 
point, audio recordings of phone calls by the Israeli military to the hospital to 
ascertain it had been evacuated of civilians, and a video recording of the air 
strike and several subsequent secondary explosions which visibly confirmed that 
ammunition was present at the hospital site.187

The Israeli military also posted online a forty-page multimedia document 
titled “Hamas War Tactics:  Attacks from Civilian Centers,” which contains a 
compilation of “evidence of Hamas’ violations of international law through use 
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of civilian facilities and densely populated areas for terror.”188 One American 
commentator said the document “resembles an unsealed indictment against 
Hamas.”189 The document contains sections with titles such as “Launches from 
Educational Facilities,” “Launches from UN and Red Cross Facilities,” “Launches 
from Mosques,” “Launches from Power Plants,” “Launches from Hospitals,” and 
“Launches from Media Hotels.” Each section contains still and video images 
illustrating particular Hamas launches from the specified types of facilities. 
The presentation concludes that “Hamas’ tactics flagrantly violate international 
law … given these tactics, the ultimate responsibility for the damage done to 
civilians as well as the civilian infrastructure of Gaza lies with Hamas.”190

Since this collection of evidence of Hamas firing from civilian facilities was 
aimed in part at defending Israeli damage to such facilities, it has been described 
as a “defense dossier.”191 Israel reportedly also considered, but rejected, publi-
cizing an “offense dossier,” which would be designed primarily to demonstrate 
Hamas targeting of Israeli civilians.192 According to a senior Israeli defense estab-
lishment official, such an “offense dossier” would have “featured every rocket 
launch from Gaza at Israel,” showing “the type of rocket, where exactly it was 
going to hit and how many casualties it would have inflicted had it not been inter-
cepted by the Iron Dome missile defense system.”193 The official also asserted 
that international law should judge such rocket launches based on the damage 
they would have caused had they not been intercepted.194

IV. LESSONS LEARNED AND THE FUTURE OF HAMAS 
BATTLEFIELD LAWFARE AND ISRAELI RESPONSES

A. Lessons Learned and the Future of Hamas Battlef ield Lawfare 
Against Israel

For Hamas, battlefield lawfare against Israel has proven to be one of the most 
valuable tools in its arsenal, one that holds the promise of even greater utility 
in the future. As a result, Hamas seems likely to continue and, where possible, 
expand its use of battlefield lawfare.

Hamas would seem to be an extraordinarily unsympathetic combatant. It 
is an avowedly genocidal movement that remains dedicated to Israel’s destruc-
tion.195 The respected Freedom House rankings deem Hamas to have one of the 
world’s worst records for respecting political and civil rights and the rule of law.196

Hamas or its military wing is designated a terrorist organization by the United 
States,197 the United Kingdom,198 Canada,199 the European Union,200 Australia,201 
and Japan.202 When Hamas, in a relatively rare deployment of PA-style instru-
mental lawfare,203 succeeded in persuading an EU court to annul the EU list-
ing of Hamas as a terrorist organization on procedural grounds, the EU Council 
appealed the judgment and moved quickly to reimpose the listing.204
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Hamas is also banned in Egypt.205 In the 2014 Gaza War between Hamas and 
Israel, it was Israel that reportedly received the backing of Egypt, Saudi Arabia, 
and the United Arab Emirates.206

Since 2007, when Hamas took control of the Gaza Strip,207 more than 10,000 
rockets have been fired from Gaza into Israel,208 which had evacuated all of its set-
tlers and troops from Gaza in 2005.209 Hamas’s strategy of intentionally launch-
ing rockets at Israeli civilians is in clear violation of the law of armed conflict, as 
described in detail earlier in this chapter.210

Yet when Hamas fought Israel in 2008–2009 and again in 2014, Hamas’s use 
of battlefield lawfare resulted in Israel, more prominently than Hamas, being vili-
fied by much of the international community. Hamas’s choice to hide and fight 
among Gaza’s civilian population—including by wearing civilian clothing, stor-
ing weapons in mosques and schools, using the Shifa Hospital as its headquarters, 
and encouraging civilians to stand in front of targets—achieved the following:

• Protected Hamas’s headquarters against all Israeli attacks and its fighters and 
weapons elsewhere against some Israeli attacks.

• Required Israel to expend resources on calling, and sending text messages to, 
civilians warning them to evacuate, and on nonexploding “knock on the roof ” 
munitions.

• Required Israel to, in providing such advance notice, sacrifice the benefit of 
surprise, thereby enabling Hamas forces to remove fighters, weapons, and 
other assets from targeted locations and to deploy civilians in or around those 
locations.

• Heightened international condemnation of Israel, and pressure on Israel to 
make concessions to Hamas, by increasing Palestinian civilian casualties 
when Israel did attack.

• Contributed to Israel being subjected to one-sided, reputation-harming, 
and time-consuming investigations established by the U.N. Human Rights 
Council.

• Required Israel to expend considerable resources on media campaigns that 
illustrate and explain targeting decision-making by declassifying imagery and 
revealing intelligence sources and methods.

B. Lessons Learned and the Future of Israeli Responses to Hamas 
Battlef ield Lawfare

The harm caused to Israel by Hamas battlefield lawfare has been somewhat miti-
gated by various Israeli measures, including trying to minimize Palestinian civil-
ian casualties by providing warning prior to attacks, expanding the role of military 
lawyers in targeting decisions, enhancing Israel’s investigations of alleged war 
crimes, and providing the press and public with multimedia presentations 
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illustrating and explaining Israeli targeting. Israel will undoubtedly continue to 
take such measures.

While extensive warnings and expanding the role of military attorneys may 
be sufficient to maximize Israel’s compliance with the law of armed conflict, they 
are clearly insufficient to quiet the intense international diplomatic and public 
relations harm caused to Israel by Hamas battlefield lawfare. In order to quiet the 
furor that erupts every time Israel engages in battle against Hamas, Israel may 
have two options. Ideally, Israel would, if it were able to (and this seems unlikely 
to be possible), devise new tactics and/or weapons that reduce Palestinian civil-
ian casualties to much closer to zero while still achieving the Israeli military 
objectives of protecting its citizens against Hamas rockets and tunnels.

In addition, or alternatively, Israel must find a way of much more effectively 
waging legal public diplomacy. In short, Israel must do a much better job of pro-
moting at the international level its preferred constructions of the law of armed 
conflict, especially with regard to combatants hiding themselves and their weap-
ons among civilians.

Israel’s key asset in this regard is likely to be the fact that influential Western 
governments, other world powers such as China and Russia, and especially their 
militaries have similar constructions of the law of armed conflict and are, to 
varying degrees, concerned that the interpretations and processes being applied 
to Israel may someday be applied to them. Tony Blair, the former British Prime 
Minister, commented on this issue in a 2010 speech:

A constant conversation I  have with some, by no means all, of my European col-
leagues is to argue to them: don’t apply rules to the Government of Israel that you 
would never dream of applying to your own country. In any of our nations, if there 
were people firing rockets, committing acts of terrorism and living next door to us, 
our public opinion would go crazy. And any political leader who took the line that we 
shouldn’t get too excited about it, wouldn’t last long as a political leader… . I remem-
ber the bomb attacks from Republican terrorism in the 1970s. There weren’t many 
arguing for a policy of phlegmatic calm.211

During the 2014 Gaza war, Israeli leaders made some efforts to explain the risk 
to other Western democracies of a failure to stand with Israel against Hamas bat-
tlefield lawfare. For example, Prime Minister Netanyahu asserted that allowing 
Hamas to “attack with impunity” from schools or mosques or hospitals “would 
validate and legitimize Hamas’s use of human shields, and it would hand an enor-
mous victory to terrorists everywhere and a devastating effect to the free societ-
ies that are fighting terrorism.”212 Netanyahu continued:

If this were to happen, more and more civilians will die around the world, because 
this is a testing period now. Can a terrorist organization fire thousands of rockets at 
cities of a democracy? Can a terrorist organization embed itself in civilian areas? Can 
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it dig terror tunnels from civilian areas? Can it do so with impunity because it counts 
on the victimized country to respond as it must, as any country would, and then be 
blamed for it? Can we accept a situation in which the terrorists would be exonerated 
and the victims accused?

This is the issue that stands not only before the international community today 
regarding Israel; it stands before the international community with a wave of radical 
terrorists that are now seizing vast cities, civilian populations and doing exactly the 
same tactic that Hamas is doing. That’s exactly what ISIL is doing, what Hezbollah is 
doing, what Boko Haram is doing. . . . And the test now is not merely the test for the 
international community’s attitude towards Israel—an embattled democracy using 
legitimate means against these double war crimes of targeting civilians and hiding 
behind civilians. The test is for the civilized world itself, how it is able to defend itself.213

As illustrated in Chapter 1, Hamas efforts to hide among civilians are indeed very 
similar to tactics engaged in by other militants against other Western militaries, 
including by the Taliban against U.S. and NATO forces in Afghanistan.

In a similar vein, Natan Sharansky, chairman of the Jewish Agency for Israel 
and a former deputy prime minister of Israel, called for leading military experts 
from Israel, the United States, the U.K., and other countries, along with interna-
tional lawyers, to “develop and uphold” new common standards for how “the free 
world can defend itself . . . against armies of terror … in view of the developing 
global war between the free world and terror.”214

Israel seems likely to continue to attempt to mobilize other governments and 
militaries that share similar constructions of the law of armed conflict and may 
be concerned that the interpretations and processes being applied to Israel could 
someday be applied to them. It is likely to do so not only through the media but 
also through diplomatic, military, and legal channels. Specific objectives it might 
attempt to accomplish in this regard include:

• Persuading European governments to reduce funding of NGOs that promote 
constructions of the law of armed conflict that are more congenial to terror-
ists hiding amongst civilians. European governments might be more open to 
taking such a step if they are persuaded that their own interests are at risk.

• Persuading key Western governments and other world powers such as China 
and Russia, which currently do or may face combat against terrorists hiding 
among civilians, that they should use their international influence to bolster 
shared constructions of the law of armed conflict and derail or mitigate the 
new trend of subjecting Israel, after every conflict, to one-sided investigations 
established by the U.N. Human Rights Council.

• Persuading international bodies to much more assertively “hold non-state 
actors and others accountable for the failure to distinguish themselves from 
innocent civilians.”215
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According to Laurie Blank, far more international jurisprudence has focused 
on the obligations not to deliberately or indiscriminately target civilians than 
on the obligations not to hide fighters and weapons amongst civilians.216 Blank 
noted that various international bodies—including a U.N. Panel of Experts 
on Accountability in Sri Lanka and the Goldstone Report—have, for example, 
ignored the illegality of “the practice of militants attacking while disguised as 
civilians,” thereby in practice encouraging “militants to embed themselves 
within the civilian population.”217 Blank said that there has been a similar fail-
ure by international bodies, including the UNHRC Commission on the 2014 
Gaza conflict, to hold militants accountable for violating the law of armed con-
flict by hiding and firing rockets, missiles, and other weapons in or near schools, 
mosques, homes, and other civilian buildings.218

When the law of armed conflict has as much leverage over genocidal terrorist 
groups as it does over the democracies they target, the terrorist groups will stop 
violating the law of armed conflict in a manner designed to elicit alleged viola-
tions of the law of armed conflict by the targeted democracies. As a result, casual-
ties on both sides will drop dramatically.





CHAP TER  8

Israeli Offensive Lawfare

“Countries are bound by treaties, national agreements and special relationships. Private  
citizens do not have these limitations.”

— Nitsana Darshan-Leitner

T he government of Israel has rarely, if ever, played a front and center role in 
the conduct of offensive lawfare, partly in order to avoid setting precedents 

that could be used against it by its adversaries. However, Israeli government offi-
cials have, on several occasions, quietly (but on the public record) provided piv-
otal information to private sector litigators and to U.S. prosecutors engaged in 
offensive lawfare activities against Israel’s adversaries.

This chapter will focus on three case studies involving such low-key shar-
ing of information. The first two involve a private sector litigator, Nitsana 
Darshan-Leitner, who leads the Israel-based Shurat HaDin Law Center.1 As 
the two case studies will describe, Darshan-Leitner and the Israeli govern-
ment have a volatile relationship. Israeli officials have occasionally provided 
Darshan-Leitner with pivotal information. However, Darshan-Leitner’s Shurat 
HaDin Law Center, an Israeli NGO, has also sometimes engaged in innovative 
lawfare against Israel’s adversaries without cooperation from the Israeli govern-
ment. Shurat HaDin has also at times taken aggressive legal action against the 
Israeli government itself.

Shurat HaDin provides, in some ways, an interesting point of comparison 
with the Palestinian Centre for Human Rights and other Palestinian NGOs 
described in the chapters on Palestinian lawfare against Israel. While the 
Palestinian NGOs seek to use lawfare to advance what they consider to be 
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Palestinian interests, sometimes at the behest of the Palestinian governments 
and sometimes not, Shurat HaDin seeks to use lawfare to advance what it con-
siders to be Israeli interests, sometimes at the behest of the Israeli government 
and sometimes not.

As the case studies will make clear, the first case of offensive lawfare coopera-
tion with Shurat HaDin (which is described in Section I) was, from the Israeli 
government perspective, a tremendous success. The second case (described in 
Section II) was, from the Israeli government perspective, a disaster. Together, 
they illustrate the potential and pitfalls of public-private sector collaboration on 
lawfare.

The third case study (described in Section III) focuses less on the nature 
of public-private sector collaboration on lawfare. Instead, it describes the sur-
prising source of some of the financial evidence that has fueled a number of the 
cases against Israel’s adversaries which are described in this book. As discussed 
in Chapter 1, lawfare is defined as “the strategy of using—or misusing—law as 
a substitute for traditional military means to achieve a warfighting objective.”2 
The third case study provides an example of the lawfare paradigm turned on its 
head—Israel’s use of kinetic warfare (traditional military means) to seize docu-
ments which are then turned over to public and private attorneys for deployment 
in criminal and civil lawfare litigation in the United States.

This chapter’s conclusion (Section IV) derives lessons learned from Israel’s 
offensive lawfare experiences thus far. It then discusses the future of Israeli offen-
sive lawfare.

I. USING OFFENSIVE LAWFARE TO PREVENT A GAZA-BOUND 
FLOTILLA FROM LEAVING GREECE

The Shurat HaDin Law Center has undertaken numerous offensive lawfare activ-
ities, several of them remarkably impactful. “Shurat HaDin” is a Hebrew term 
roughly translatable to “path of justice.” The Shurat HaDin website describes 
its methods as follows: “By using legal action and civil lawsuits, Shurat HaDin 
assists in bankrupting terror groups and grinding their activity to a halt.”3 “We 
have modeled ourselves on the Southern Poverty Law Center, a non-profit orga-
nization that for decades has effectively confronted and shut down racist groups 
across the United States,”4 says the website.

Shurat HaDin, which has a staff of ten attorneys5 and an annual budget of 
$2.5 million,6 has reportedly won more than one billion dollars in judgments.7 
It has also reportedly frozen more than $600 million in terrorist assets8 and col-
lected $150 million on behalf of its clients.9

Some of Shurat HaDin’s activities have reportedly been undertaken with piv-
otal information provided by Israeli government officials.10 In such cases, the 
information has reportedly sometimes been provided pursuant to high-level 
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policy decisions of the Israeli government11 and on other occasions by Israeli offi-
cials acting on their own initiative. According to Darshan-Leitner, private citi-
zens like herself have more flexibility in pursuing lawfare than do governments. 
“Countries are bound by treaties, national agreements and special relationships,” 
said Darshan-Leitner.12 “Private citizens do not have these limitations.”13

Other Shurat HaDin litigation activities have been undertaken in opposition 
to the Israeli government. These include a lawsuit to prevent the Israeli govern-
ment from proceeding with the release of Palestinian prisoners14 and a lawsuit 
to compel the Israeli government to rescue Palestinians facing execution in the 
Gaza Strip for alleged collaboration with Israel.15 Shurat HaDin has also threat-
ened to sue the Israeli government to compel it to stop concurring in Egypt’s 
increasing of troop levels in the Sinai Desert beyond the levels Darshan-Leitner 
believes are authorized by the Egypt-Israel Peace Treaty.16 As described in detail 
in Section II of this chapter, Shurat HaDin has also battled with the Israeli gov-
ernment regarding the Bank of China litigation.

Some of Shurat HaDin’s litigation has also put it directly at odds with the 
U.S.  government.17 Both Shurat HaDin’s periodic cooperation with the Israeli 
government and its periodic insistence on undertaking litigation in opposition 
to the Israeli government have made it very controversial in Israel and elsewhere. 
Whether or not one endorses any of Shurat HaDin’s lawfare activities, several of 
them provide fascinating case studies in the use of lawfare.

Shurat HaDin’s most interesting and impactful success was its use of law-
fare, in cooperation with Israeli government officials, to prevent a Gaza-bound 
flotilla from leaving Greece. The decision to block the 2011 flotilla’s departure 
from Greece was taken in the context of the widely publicized controversy that 
erupted after armed Israeli forces in May 2010 stormed a similar flotilla that 
sailed from Turkey with the goal of violating Israel’s coastal blockade of the 
Hamas-controlled Gaza Strip.18 The mid-sea confrontation in May 2010 resulted 
in the deaths of nine armed militants aboard the MV Mavi Marmara and injury 
to several Israeli soldiers.19

Israel was widely criticized for its handling of the 2010 flotilla. For example, 
the U.N. Human Rights Council (UNHRC) appointed a fact-finding mission 
which issued a scathing report,20 which the UNHRC then endorsed.21

A separate commission of inquiry into the 2010 flotilla incident, appointed 
by U.N. Secretary-General Ban Ki-moon, was led by former New Zealand Prime 
Minister Geoffrey Palmer. The Palmer Commission determined that Israel’s 
blockade of the Gaza Strip was legal but stated that the “decision to board the 
vessels with such substantial force at a great distance from the blockade zone 
and with no final warning immediately prior to the boarding was excessive and 
unreasonable.”22 The Palmer Commission recognized that the Israel Defense 
Forces (IDF) were met with “organized and violent resistance from a group of 
passengers” upon boarding the vessel and therefore force was necessary for pur-
poses of self-defense, but concluded that “the loss of life and injuries resulting 
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from the use of force by Israeli forces during the take-over of the Mavi Marmara 
was unacceptable.”23

As a result, when the 2010 flotilla organizers announced a plan to try again in 
June 2011 to breach the Gaza blockade, with a flotilla leaving from Greece, Israel 
was determined to find a way of stopping it before it got underway. Shurat HaDin 
suggested that offensive lawfare might be a more effective alternative than force. 
“There is no need for Israeli soldiers to rappel down ropes in order to stop the next 
flotilla—all that’s needed is some courage and original thinking,” said Nitsana 
Darshan-Leitner, the Shurat HaDin director, in an interview at the time with the 
Jerusalem Post.24 “The flotilla should not be left for the Special Forces to fight 
alone,” said Darshan-Leitner, explaining that “there are various ways to prevent, 
postpone, limit and avert the danger—and force isn’t always the best way.”25

With assistance from Israeli government officials,26 Shurat HaDin took the 
following key steps to stop the flotilla:

A. Warnings to Maritime Insurance Companies

Shurat HaDin learned that ships are generally prohibited from departing Greek 
harbors without having maritime insurance.27 Darshan-Leitner said that Shurat 
HaDin did not at first know the identities of the flotilla ships’ insurers.28 However, 
it determined that almost all maritime insurance in the relevant region is pro-
vided by a known set of several dozen companies, including Lloyd’s of London.29

Shurat HaDin sent letters to each of the several dozen relevant maritime insur-
ance companies.30 The letters placed the companies “on notice”31 concerning the 
Gaza flotilla. Specifically, the letters warned that if the companies knowingly 
insured boats being used to breach the Gaza blockade and conduct smuggling 
into Gaza, the companies would find themselves open to charges of materially 
supporting terrorism and legally liable for any future terrorist or rocket attacks 
perpetrated by Hamas, on the grounds that the boats provided material support 
to Hamas.32

Darshan-Leitner said that in her letters, she referenced or included copies of 
the U.S. Supreme Court decision in Holder v. Humanitarian Law Project33 in sup-
port of her assertion that the flotilla’s breach of Israel’s blockade and its trans-
portation of goods to Gaza was tantamount to providing material support or 
resources to Hamas and thus inconsistent with U.S. law. The Humanitarian Law 
Project case centered on 18 U.S.C. § 2339B, which makes it a federal crime to 
“knowingly provid[e]  material support or resources to a foreign terrorist orga-
nization.”34 “Material support or resources” is defined to include “any property, 
tangible or intangible, or service.”35

The Humanitarian Law Project case had been brought by plaintiffs who wished 
to support the “lawful, nonviolent activities” of two organizations which, like 
Hamas, had been designated by the U.S. State Department as “foreign terrorist 
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organizations.”36 The Court held that the material support prohibition is con-
stitutional as applied to the particular forms of nonviolent support that plain-
tiffs sought to provide to the two foreign terrorist organizations—the Partiya 
Karkeran Kurdistan (PKK) and the Liberation Tigers of Tamil Eelam (LTTE).37 
In doing so, the Court specifically rejected plaintiffs’ argument that the material 
support statute should be interpreted to require proof that a defendant intended 
to further the terrorist organization’s illegal activities.38 In coming to this con-
clusion, the Court relied in part on “the considered judgment of Congress and 
the Executive that providing material support to a designated foreign terrorist 
organization—even seemingly benign support—bolsters the terrorist activities 
of that organization.”39

Several of the maritime insurance firms, including Lloyd’s of London, wrote 
back to Shurat HaDin saying they would not insure the flotilla boats in light of 
the information provided in the Shurat HaDin letters.40 For example, Lloyd’s 
wrote as follows in a letter to Shurat HaDin:

As you correctly point out in your letter, Hamas is subject to UK and EU terrorist-
financing sanctions. As such, any vessel identified as being owned or controlled by 
that organization would not be permitted to be insured by underwriters at Lloyd’s, 
or any other EU insurer. The Lloyd’s Market has robust systems in place to ensure 
international sanctions are followed, and therefore any underwriter identifying an 
insured or prospective insured acting on behalf of, or for the benefit of Hamas, would 
not insure such a risk.41

Meanwhile, the Times of London reported as follows:

Lloyd’s said that it would refuse to underwrite a vessel backed by terrorist or related 
organizations on any trip that would be in breach of sanctions … . Any ship owner 
planning to send vessels into Gaza would have to notify the Lloyd’s of London mar-
ket in advance, providing details of the cargo . . . . Lloyd’s indicated that if its mem-
bers had been deceived about the true purpose of a trip the insurance cover would 
instantly be invalid.42

B. Warnings to the Inmarsat Global Satellite Company

Shurat HaDin determined that under Greek law, no ship the size of those in the 
flotilla could depart from that country’s harbors without having a functioning 
satellite communications system. It discovered that Inmarsat, which is based in 
the United States and the U.K., was the sole commercial provider of maritime 
communications services in the region and was providing satellite communica-
tions services to the Mavi Marmara vessel, which had been part of the 2010 flo-
tilla and was poised to participate in the new flotilla.43
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Shurat HaDin sent warning letters to both Inmarsat and its senior corporate 
officers in the United States and the U.K., stating that under U.S. law, Inmarsat 
and its officers would be open to both criminal charges and civil liability if it were 
to provide satellite communication services to the Gaza flotilla ships.44 The let-
ters said that Inmarsat’s failure to terminate satellite services to the ships would 
be a violation of U.S. criminal statutes prohibiting the provision of material sup-
port to terrorism (18 U.S.C. §§ 2339A and 2339B) and noted that “as officers 
and senior employees of Inmarsat, you might also be criminally liable for such 
conduct.”45

The letters also claimed that if Inmarsat continued to provide the flotilla with 
such services, Inmarsat would be civilly liable, pursuant to 18 U.S.C. § 2333, 
“for all physical or economic harm caused by the flotilla to any U.S. citizens.”46 
In addition, the letters stated that “if the flotilla succeeds in conveying its cargo 
to Gaza, Inmarsat will also be liable for all attacks carried out in the future by 
Hamas,” and that “as officers and senior employees of Inmarsat, you would share 
Inmarsat’s civil liability.”47

In asserting the potential liability of Inmarsat and its officers and senior 
employees for future Hamas attacks, Shurat HaDin cited to the case of Boim 
v.  Holy Land Foundation, 549 F.3d 685 (2008), in which the Seventh Circuit 
Court of Appeals affirmed a $156 million award by the district court, under 18 
U.S.C. § 2333, to the family of David Boim, a U.S. citizen killed in a Hamas ter-
rorist attack in the West Bank.48 As described in detail in Chapter 2 of this book, 
the Boim verdict was against several U.S.-based individuals and organizations 
found to have provided material support to Hamas, including by raising funds 
for it.49 In an en banc opinion authored by Judge Richard Posner, the Seventh 
Circuit decided that “if you give money to an organization that you know to be 
engaged in terrorism, the fact that you earmark it for the organization’s nonter-
rorist activities does not get you off the liability hook … . Anyone who know-
ingly contributes to the nonviolent wing of an organization that he knows to 
engage in terrorism is knowingly contributing to the organization’s terrorist 
activities.”50

When Inmarsat did not respond, Shurat HaDin filed a civil suit in Florida 
state court against Inmarsat (which had an office in Brickell, Florida) and its 
CEO (who was a resident of and owned property in Florida).51 The suit was filed 
on behalf of Michelle Fendel, a U.S. citizen living in Sderot, Israel.52 The com-
plaint stated that “Hamas’ rocket and missile attacks against civilian targets in 
Sderot continue until today, and constitute a present and on-going danger to 
the life, person and property of Plaintiff Michelle Fendel and other residents of 
Sderot.”53

The suit alleged that “the provision of satellite communications services by 
Inmarsat to the Flotilla Ships constitutes a violation of ” 18 U.S.C. §§ 2339A 
and 2339B, which prohibit material support for terrorism.54 In support of that 
assertion, the complaint referenced the case of Javed Iqbal,55 who was indicted 
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and pleaded guilty to having provided material support to Hizballah, a foreign 
terrorist organization, by providing satellite transmission services to Al Manar, 
Hizballah’s television station.56

The complaint also alleged that “Inmarsat’s provision of satellite communi-
cation services to the Flotilla Ships directly enables and facilitates the Flotilla 
Ships’ effort to provide material support to Hamas, which enhances Hamas’ abil-
ity to carry out attacks against Sderot.”57 “Inmarsat’s conduct,” alleged the com-
plaint, “therefore constitutes a present and on-going danger to the life, person, 
and property of Plaintiff Michelle Fendel and other residents of Sderot.”58

On the basis that “Inmarsat’s provision of satellite communication services to 
the Flotilla Ships is illegal and endangers the life, person and property of Plaintiff, 
Michelle Fendel,” the suit requested remedies including a permanent injunction 
directing the defendants to “immediately and permanently cease the provision 
of any services, including without limitation communication services, to any of 
the Flotilla Ships.”59

The requested injunction was not issued. According to Darshan-Leitner, 
Inmarsat nevertheless ceased providing service to the flotilla.60 After the flotilla 
disbanded, the plaintiff voluntarily dismissed the action.61

C. Lawsuit to Seize the Boats

Shurat HaDin also filed a lawsuit in federal court to seize the ships in the flo-
tilla on behalf of Dr. Alan Bauer, an American who had been seriously injured 
in a March 2002 suicide bombing by Palestinian terrorists.62 The suit sought to 
confiscate the ships on the grounds that they were outfitted with funds unlaw-
fully raised in the United States by anti-Israel groups including the Free Gaza 
Movement.63

The lawsuit contended that furnishing and outfitting ships that are to be used 
for hostilities against a country with which the United States is at peace triggers a 
rarely invoked statute, the Neutrality Act (18 U.S.C. § 962), which allows a plain-
tiff (“informer”) to seize such property and retain one half of the proceeds.64 The 
lawsuit was dismissed in April 2013 on the grounds that § 962 of the Neutrality 
Act “lacks an express private cause of action,” and the executive branch had not 
instituted forfeiture proceedings.65 The dismissal was subsequently affirmed by 
the Court of Appeals for the District of Columbia Circuit on the grounds that 
Dr. Bauer lacked standing to pursue the claim.66

D. Prodding the Greek Government

Following its warning letters to insurance companies and Inmarsat, Shurat 
HaDin formally notified the Ministry of Civil Protection in Greece that boats 
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in the flotilla may have lacked insurance or been improperly registered.67 Greek 
authorities were reportedly obligated to inspect the ships after receiving such a 
complaint.68 Shurat HaDin also demanded that the Greek Coast Guard under-
take thorough regulatory inspections of all boats involved in the flotilla.69

Several of the ships were reportedly unable to sail because of insurance 
problems.70 Then Greek officials, who were said to be relatively sympathetic to 
Israel’s concerns about the flotilla,71 proceeded to prohibit ships destined for 
Gaza from leaving Greek ports.72 The Greek government enforced the ban by 
intercepting several of the flotilla’s ships as they tried to leave port.73 At least one 
ship’s captain was arrested and detained on charges of setting sail without per-
mission and endangering passengers.74 The flotilla’s organizers said the Greeks 
had blocked the boats’ departure as a result of actions taken by Shurat HaDin.75

In the end, some fourteen flotilla ships were prevented from leaving Greece. 
Their passengers eventually gave up and went home. The New  York Times 
reported that the flotilla was halted “largely because of the efforts of an Israeli 
advocacy group”—Shurat HaDin.76 One small boat managed to set sail for 
Gaza after falsely informing the Greek Coast Guard that its destination was 
Alexandria, Egypt.77 However, the Israeli Navy managed to peacefully intercept 
the lone small boat.78

Through Shurat HaDin, the Israeli military objective of stopping the flotilla 
from breaching the Gaza blockade was accomplished without bloodshed, at rela-
tively little cost, and largely without putting the government of Israel’s own assets 
and reputation at risk.

II. SUING BANK OF CHINA FOR FINANCIAL TRANSFERS 
TO TERRORISTS

A second major collaboration between Shurat HaDin and the Israeli govern-
ment illustrates the perils for both sides of public-private sector collaboration on 
lawfare. This collaboration involved a set of interrelated lawsuits brought against 
Bank of China in U.S. federal court by families of victims of Islamic Jihad and 
Hamas terrorist attacks that occurred in 2006, 2007, and 2008. Shurat HaDin 
represented the families of most of the victims, while the family of one victim, 
Daniel Wultz, was represented by other attorneys, including David Boies and Lee 
Wolosky.79

The suits allege that Bank of China facilitated the attacks by knowingly 
allowing and facilitating transfers of funds to the two terrorist groups through 
accounts held by a Palestinian named Said al-Shurafa, and also that the Bank 
was “negligent in failing to employ proper safeguards to prevent its wire transfer 
services from being used for such illicit means.”80 Bank of China, which is China’s 
fourth-largest bank,81 is owned by the Chinese government.82
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A. “They Asked Us to Do the Lawsuit”

The Israeli government reportedly requested that the plaintiffs undertake the 
litigation. “They asked us to do the lawsuit, and they said they’ll fully cooper-
ate with us and give us anything we need to win,” said Tully Wultz, the father 
of Daniel Wultz (a U.S. citizen who was killed by a suicide bomber near the Tel 
Aviv bus station in 2006).83 In a court filing, Wultz’s attorneys stated that the 
Israeli government “asked Daniel’s family and its representatives to bring to jus-
tice those responsible for financing the attack that caused his death: Iran, Syria, 
and BOC.”84 “Israel promised,” said the filing, “that if the Wultzes would agree to 
bring a lawsuit in a U.S. court, Israel would provide the evidence they would need 
to prove their claims.”85 According to Lee Wolosky, one of the Wultz family’s law-
yers, those commitments were pivotal in persuading the family to proceed with 
the case.86

According to a report by Alison Frankel of Reuters, filings in the litigation 
“detail Israel’s novel tactic of using litigation to advance its national security 
objectives: After Israeli diplomacy couldn’t convince the Chinese to shut down 
suspicious accounts, Israeli operatives, according to the plaintiffs’ briefs, fed 
hard-won intelligence about alleged Bank of China terrorist accounts to private 
lawyers, with the express intention of prompting American victims to sue the 
bank.”87 In addition, “high-ranking Israeli officials personally assured some of 
the victims’ families that private U.S. litigation was in Israel’s national security 
interest.”88

The suits appeared to hinge on whether Bank of China knew, at the time of the 
terrorist attacks, that it was involved in terrorist financing. Uzi Shaya, a former 
Israeli intelligence official, was expected to testify in 2013 before the U.S. federal 
court hearing the case that Bank of China had known it was involved in terror 
financing at the time of the 2006 and subsequent attacks.89 Shaya was report-
edly prepared to testify that he knew this because as an Israeli official, he had 
met with Bank of China officials in 2005 and provided them with evidence, 
after which bank accounts referenced during the meeting, including those of 
al-Shurafa, remained open.90 “Shaya’s testimony will bury the Chinese,” said 
Darshan-Leitner, “but without it, success in the case is far from certain.”91

B. Priorities Shift

According to Tully Wultz, the Israeli government offered Shaya as a witness.92 
Then, in early 2013, reports surfaced that the Israeli government would not only 
not facilitate Shaya’s testimony but would instead prevent him from testifying. 
In November 2013, the Israeli government indeed filed a motion in U.S. federal 
court to block Shaya from testifying.93
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Darshan-Leitner asserted that the Israeli government turned its back on the 
plaintiffs out of concern that Shaya’s testimony would hurt relations with the 
Chinese government.94 Trade with China is worth more than $8 billion a year to 
the Israeli economy.95 In addition, Israel needs China to help pressure Iran over 
its nuclear program. Israeli press reports stated that Beijing had threatened to 
cancel Netanyahu’s visit to China in May 2013 if he did not prevent Shaya from 
testifying.96 One article quoted a letter from Chinese officials to Netanyahu as 
stating: “You have committed that no current or former employee shall testify. 
This commitment made it possible for you to visit China. The Chinese expect you 
to honor your commitment.”97

In contrast, former Israeli National Security Council head Yaakov Amidror 
suggested that since the suit had already changed the bank’s behavior, it had 
already achieved its principal goal.98 Prime Minister Netanyahu’s office has said 
it blocked Shaya from testifying in the interests of protecting classified informa-
tion and international cooperation in fighting terrorist financing.99

C. An “Embarrassing Situation”

In response to the Israeli government’s steps to block Shaya’s testimony, David 
Boies, an attorney for the Wultzes, filed a brief stating that “the State of Israel 
should not be allowed to sabotage a case, which it set in motion in the courts of 
the United States to advance its own national agenda, by using the expansive pre-
text of national security—an interest that it has never previously raised during 
the five-year pendency of this lawsuit.”100 In addition, lawyers for Wultz filed a 
brief in federal court detailing alleged Israeli government encouragement of, and 
assistance to, the lawsuit in its earlier stages.101

The Wultz lawyers’ briefs included detailed assertions that the Israeli govern-
ment’s instigation of the Wultz litigation reflected a national policy of waging 
offensive lawfare against terrorists and their financiers through encouraging and 
assisting private civil litigation in foreign courts. One filing by lawyers for the 
victims’ families stated, for example, that “from 2002 to 2010, the Mossad and 
the Office of the Prime Minister implemented a national policy of combating ter-
rorist financing by providing information to victims of terrorist attacks or their 
representatives to enable them to bring civil litigations against entities that sup-
ported terrorism.”102

Another filing by lawyers for the victims’ families stated that “the Israeli Prime 
Minister’s office established a special unit charged with tracking and obstruct-
ing the terrorists’ financial operations… . [T] his unit was called in Hebrew 
Tziltzal (Hebrew for “Harpoon”). . . . [T]he agents of the Harpoon unit recog-
nized that civil lawsuits litigated in foreign court systems against banking and 
financial institutions could serve as a powerful means of deterring and obstruct-
ing terrorist financing and deterring banks from involvement with the terrorist 
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organizations.”103 Similar assertions have also been made in the Israeli press104 
and in a book by Ronen Bergman, a leading Israeli investigative journalist, as 
described in more detail in Section III of this chapter.105

Also in the wake of the Israeli government’s decision to block Shaya’s testi-
mony, Shurat HaDin went to Israel’s Supreme Court to demand that the Israeli 
government provide the U.S.  court with particular documents relating to the 
case.106 Shurat HaDin said the documents would play “a critical role in the case, 
following the government of Israel’s maneuvering to prevent key Israeli intel-
ligence officials from testifying in the case.”107 At the Israeli Supreme Court 
hearing, Justice Elyakim Rubinstein said the government “has fallen into one or 
another kind of embarrassing situation,” having made promises to the terror vic-
tim’s families but then “deciding to shift its stance toward the direction” favored 
by China.108

Separately, Israel’s decision to block Shaya from testifying reportedly 
angered U.S. Congresswoman Ileana Ros-Lehtinen (R-Fla.), who wrote to 
Netanyahu to urge him to allow the testimony to proceed and “reaffirm Israel’s 
solemn commitment to the victims of terror to ensure that justice be done.”109 
The Wall Street Journal reported that “if Israel prevents the deposition, Mr. 
Netanyahu would risk being accused of betraying the commitment to battling 
terrorism on which he built his political career” and “would also risk alienating 
two of Israel’s most powerful congressional allies, Ms. Ros-Lehtinen and House 
majority leader Eric Cantor.”110 Eric Cantor happened to be the first cousin of 
Sheryl Cantor Wultz, the mother of Daniel Wultz, the terror victim at the heart 
of the litigation.111

Shurat HaDin and the Wultz family lawyers reportedly never expected the 
litigation to get this far. They reportedly “initially believed that the Chinese Bank 
would seek … a face-saving settlement” out of court.112 Instead, Bank of China 
aggressively sought to defeat or otherwise halt the cases against it.

In addition to deploying Chinese government pressure on Netanyahu, Bank 
of China reportedly threatened Darshan-Leitner with “defamation lawsuits 
seeking millions.”113 While employing these lawfare hardball tactics, Bank of 
China also demonstrated its lawfare finesse, or that of the lawyers it hired, by 
successfully (and embarrassingly) forcing Israel’s Bank Hapoalim, not a party 
to the Wultz and related suits, to disclose records showing sixteen wire trans-
fers to al-Shurafa’s Bank of China account that originated from Bank Hapoalim 
between 2004 and 2007.114

Bank of China successfully justified its demand for such Bank Hapoalim 
records (and for related testimony by Bank Hapoalim officials) by noting that 
“the fact that Shurafa was the beneficiary was clearly indicated on the wire trans-
fer orders that Hapoalim originated.”115 “The Israeli government had the jurisdic-
tion, the authority, and the ability to halt any of those Shurafa transfers originated 
by Hapoalim,” said Bank of China.116 It said it sought “Hapoalim’s testimony to 
determine whether the Israeli government made such efforts,” because “testimony 
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confirming the absence of Israeli government efforts, at home in Israel, to block 
Hapoalim’s origination of transfers to Shurafa would make it unreasonable to 
infer that the Israeli government at the same time traveled thousands of miles 
to China in an effort to block Shurafa’s receipt of such transfers.”117 U.S. District 
Court judge Shira Scheindlin found this argument persuasive and granted Bank 
of China’s motions forcing Bank Hapoalim’s disclosures and testimony.118

In July 2014, a federal court judge in New York “delivered a major blow to the 
case,” by granting Israel’s request to block Shaya from testifying on behalf of the 
families.”119 Bank of China “has continued to provide banking services to Hamas 
and aid in financing Hamas, possibly to this day, and certainly until 2012,” said 
Darshan-Leitner in July 2014.120

Whether or not Bank of China is still providing services to Hamas, the public-
private lawfare partnership between the Israeli government and Shurat HaDin 
on this case led to serious problems for both the public and the private side of the 
partnership. For the Israeli government, the case led to tensions between Israel 
and China, frustration among some of Israel’s biggest supporters in Congress, 
harm to Prime Minister Netanyahu’s reputation for being tough on terrorism, 
and the undermining of one of Israel’s key lawfare stratagems.

On the private side of the partnership, the case led to a feeling of betrayal on 
the part of the Wultz family and other victims of terrorism, embarrassment and 
costly legal fees for one of Israel’s largest private banks (despite the fact it was 
not a party to the suits), and, for Shurat HaDin, worrisome litigation threats 
from Bank of China and a potentially vast loss of time and resources invested in 
the case.

III. DEPLOYING KINETIC WARFARE IN SUPPORT OF LAWFARE

In March 2001, Prime Minister Ariel Sharon “set up a new counterterror body 
within the Prime Minister’s office, reporting directly to him, to concentrate on 
gathering information on the finances of terror,” wrote renowned Israeli investi-
gative journalist Ronen Bergman in his book The Secret War with Iran.121 
“The new department,” says Bergman, was code-named ‘Harpoon.’”122 This is the 
same “Harpoon” unit that was described in plaintiffs’ filings in the Bank of China 
case analyzed in Section II of this chapter.

Following the unit’s creation, the Israeli military seized paper records of ter-
ror finance transactions in a series of “raids on charities, businesses and other 
locations in the West Bank and Gaza” in 2002.123 The seized documents indi-
cated that “Arab Bank provided financial services for Hamas and at least 41 orga-
nizations and individuals allegedly related to it or to Islamic Jihad.”124 “To get 
more evidence on terror funding,” the Israeli military “conducted a series of raids 
beginning in mid-2003 targeting alleged terrorist charities and offices of Arab 
Bank.”125 The next step was to deploy the documents.
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On February 25, 2004, Israeli “special forces raided the premises of the Arab 
Bank and the Cairo-Amman Bank in the West Bank city of Ramallah, and ordered 
the astonished staff to help them locate certain accounts and to determine the 
balance in each account,” wrote Bergman.126 “Armed with the figures, the Israelis 
then ordered the clerks to open the vaults, and took out cash equaling the total 
amount of the accounts,” said Bergman.127 An Arab Bank vice president told the 
Christian Science Monitor that Israeli soldiers “forced us to print out the balances 
for the accounts” and then “forced us to open the safe.”128 “Our teller went in and 
counted the money and gave it to the soldiers,” said the Bank vice president.129 
“The soldiers gave us a receipt and took the money out of the bank.”130 According 
to Bergman, “this entirely novel method of confiscating” terrorist funds yielded 
“some $9  million in various currencies” from several hundred accounts that 
“belonged to various societies connected to Hamas and the Islamic Jihad.”131

This kinetic warfare operation to seize terrorist funds turned out to be a public 
relations disaster. As an operative who helped plan the operation told Bergman, 
“it was seen in the world as a bank robbery in broad daylight carried out by the 
State of Israel.”132 From a counterterrorism perspective, the operation also was 
flawed because the seizures depended on which terrorist accounts happened to 
have money in them that day. “How do you confiscate an overdraft?,” questioned 
the operative. “After all, some of the accounts were in the red.”133 “In the wake of 
devastating criticism,” said Bergman, “Israel decided against any repeat opera-
tions” seizing terrorist cash from banks.134

Israel’s efforts to stop terror finance shifted back from using seized docu-
ments to confiscate actual dollars from terror financiers to turning seized docu-
ments over to public and private attorneys for deployment in criminal and civil 
lawfare litigation in the United States. For example, documents seized by Israel 
were explicitly used as evidence in the United States’ criminal prosecution of the 
Holy Land Foundation and five individuals for providing material support to 
Hamas.135 The prosecutions resulted in lengthy jail terms for Foundation lead-
ers, contributed to the Foundation’s closure, and helped to considerably reduce 
Hamas fundraising in the United States.136

The Fifth Circuit noted in United States v. El-Mezain, a principal case against 
Hamas’s material supporters, that the U.S. “[g] overnment’s evidence … 
included evidence seized by the Israeli military from the zakat committees and 
the PA’s headquarters in Ramallah”137 and that “the Israeli military operation … 
was the source of much of the evidence introduced at trial.”138 In denying a 
defense challenge to the introduction of some of the seized documents, the Fifth 
Circuit said, “we agree with the Government that evidence seized from HLF and 
the zakat committees, including images of violence and videos glorifying Hamas 
and depicting Hamas leaders, was probative of the motive or intent of the com-
mittees and HLF to support Hamas.”139 The court proceeded to cite in support 
of the prosecution several “documents seized from the zakat committees by the 
Israelis.”140
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In addition, as described in Chapter 2 of this book, bank and other docu-
ments seized in Israeli raids played a pivotal role in informing a precedent-
setting civil lawsuit against Arab Bank. On September 22, 2014, a federal jury 
in that case, Linde v. Arab Bank, found Arab Bank PLC liable for damages suf-
fered by victims and family members of victims killed or injured in twenty-four 
terrorist attacks by Hamas and similar terrorist organizations (Hamas).141 The 
Linde jury found Arab Bank liable principally on the grounds that the Bank 
had knowingly provided Hamas with material support in the form of financial 
services.142

One illustration of Arab Bank’s role in providing material support for terrorist 
groups was “in a table the Israelis say they seized from the Elehssan Charitable 
Society of Tulkarm.”143 The table “lists 13 families, their Arab Bank account num-
bers, and the payments they allegedly received in connection with their partici-
pation in the fight against Israel.”144 For example, “the table states that the father 
of Rami Ghanem received $21,000 in his Arab Bank account after the young man 
blew himself up outside the London Cafe in Netanya—$14,000 in compensation 
for the loss of his house and $7,000 for the loss of his son.”145 In contrast with the 
$9 million in cash that Israeli troops confiscated in their February 25, 2004, raids 
on Arab Bank and Cairo-Amman Bank branches in Ramallah, the settlement 
against Arab Bank in the Linde case was anticipated to be about $1 billion.146

Bank and other documents seized in Israeli raids also played a key role in an 
investigation of Arab Bank by the U.S. Office of the Comptroller of the Currency 
and by the U.S. Treasury Department’s Financial Crimes Enforcement Network. 
As described in Chapter  2 of this book, that investigation led in 2005 to the 
United States assessing a $24 million penalty against the Arab Bank for failure 
to implement an adequate anti-money-laundering program and for violating 
U.S. legal requirements to report suspicious activities.147

Israel disseminated many of the terror finance documents it had seized by 
simply posting images and translations of them on the Internet.148 In a July 26, 
2005, hearing of the U.S. Senate Banking Committee, Senator Richard Shelby, 
the committee chair, expressed concern about the investigative capacities of 
U.S. banking regulators.149 Shelby said that “in the case of the New York branch 
of the Arab Bank … we have an institution that had repeatedly received the 
highest grades, only to precipitously become the recipient of a consent order that 
effectively shut it down.”150 “Equally troubling,” noted Shelby, “is the fact that 
most of what became known about Arab Bank’s New York branch was due to civil 
suits against the bank and the publication on the Internet of documents seized 
by the Israeli Army when it raided West Bank branches of the bank, not by the 
supervisor’s regulators.”151

Despite these successes, the special Israeli intelligence unit called “Harpoon,” 
which used “lawsuits and the threat of lawsuits” to fight terror financing, was 
reportedly “mothballed.”152 The unit’s closure apparently occurred in the wake of 
the Bank of China debacle described in Section II of this chapter.153
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IV. LESSONS LEARNED AND THE FUTURE OF ISRAELI  
OFFENSIVE LAWFARE

This chapter has thus far focused on three sets of prominent and illustrative 
examples of the offensive lawfare in which Israel has so far engaged. As is typical 
of Israel’s offensive lawfare to date, all three sets of examples have involved part-
nerships in which either private attorneys or foreign (i.e., U.S.) prosecutors have 
taken the lead in the courtroom.

This concluding section will first derive lessons learned from these public-
private lawfare partnerships and discuss the future of such partnerships. This 
section will then assess Israel’s offensive lawfare options should the Palestinian 
government continue to join international organizations and treaties and seek to 
use them against Israel (as described in Chapter 5).

A. Public/Private Partnerships

The first two case studies (stopping the flotilla and suing Bank of China) illus-
trate both the potential and pitfalls of public-private sector collaboration on 
offensive lawfare. In light of the resounding success, from Israel’s perspective, 
of the lawfare campaign to halt the flotilla, Israel seems likely to look for similar 
opportunities in the future, while seeking to avoid the problems that marked the 
disastrous Bank of China case.

The rancor between the government of Israel and Shurat HaDin in the Bank 
of China case (and other cases in which Shurat HaDin has acted contrary to the 
Israeli government’s wishes) may mean that there will be few if any future lawfare 
partnerships between the two. However, as lawfare increases in potency, it seems 
highly likely that both Israel and other Western governments will partner with 
other non-governmental attorneys in waging lawfare against the governments’ 
international adversaries. Such partnerships are likely to occur both with regard 
to achieving real-time operational objectives, akin to halting the flotilla, and with 
regard to longer-term litigation designed to seize assets, halt financial flows, or 
otherwise hinder and deter adversaries.

It is worth noting that while the flotilla and Bank of China cases involved 
interactive partnerships, in which back-and-forth collaboration occurred (or was 
to occur), the third case study involves a different model. According to sources 
including the Wall Street Journal and U.S. Senate Banking Committee Chair 
Richard Shelby, the terror finance documents that were seized by Israel in its 
kinetic warfare raids and which then fueled the Linde lawsuit and U.S. Treasury 
investigations were largely or entirely disseminated by Israel simply posting 
images and translations on the Internet.154 By posting the documents on the 
Internet, Israel provided advance notice to its adversaries as to what to expect in 
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the courtroom. On the other hand, Israel freed itself of the risk of being subject 
to the sort of pressure the PRC exerted on Prime Minister Netanyahu to prevent 
Uzi Shaya’s testimony in the Bank of China case.

Based on Israel’s experience with these three sets of cases, Israel—or indeed 
any Western government waging lawfare—may consider the following when 
weighing future engagement in offensive lawfare:

• Public-private partnerships on lawfare have the potential to be exception-
ally powerful, as the flotilla example demonstrates, in peacefully and inex-
pensively achieving real-time military objectives traditionally achieved by 
force of arms.

• The U.S.  statutes banning, and imposing liability in response to providing, 
material support to terrorists can be a very effective lawfare tool not only in 
protracted litigation but also in real-time action lawfare against service pro-
viders to terrorist groups.

• Public-private lawfare partnerships can be powerful in part because, as 
Darshan-Leitner has noted, private citizens have more flexibility in pursuing 
lawfare than do governments, because while countries are bound by trea-
ties, national agreements, special relationships, and fear of setting adverse 
precedents, private citizens are less affected, if at all, by such limitations.

• Public-private lawfare partnerships may be at their most effective, from the 
perspective of the government, when the instigating government’s hand is rel-
atively hidden (as in the flotilla example) or when the instigating government 
clearly no longer controls the key evidence (as in the seized documents posted 
on the Internet) rather than as in the Bank of China case (where it became 
clear that the case might hinge on whether the Israeli government permitted 
the testimony of a witness it continued to control).

• Because a government’s hidden instigating role (and the details of it) can in 
some circumstances contain the potential for embarrassment—if revealed or 
perhaps especially if the government publicly changes its mind about facilitat-
ing the lawfare—the government might consider carefully vetting, and reach-
ing a kind of prenuptial agreement with, the private partner to ensure that the 
partner does not turn against the government.

• Parties might wish to avoid instigating lawfare against adversaries that 
can, as did Bank of China, mobilize allies as powerful as the PRC govern-
ment. When push came to shove, the PRC government seemed either to 
have more leverage over Israel than Israel had over it or to care more about 
the litigation, or some combination thereof. As a result, it forced Israel to 
sabotage the litigation that Israel had itself initiated. Since the PRC gov-
ernment’s ownership of Bank of China was no secret, the ultimately costly 
decision to deploy lawfare against them in this circumstance appears to 
have been a self-inflicted wound.
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• The PRC government and the enterprises it owns may be particularly poor 
targets for offensive lawfare. Rather than settle, they are evidently willing and 
able to fight back, with a combination of hardball tactics and skillful litigation 
(waged by them and by the top-flight attorneys they are willing and able to 
invest in hiring).

• Targets of public-private lawfare partnerships may seek to identify and exploit 
any differences of interest between the public and private partners. The public 
and private partners may themselves wish to identify any such differences at 
the outset, consider how they might be exploited by the targets, and take pro-
phylactic measures.

Based on these illustrative cases (and particularly the Bank of China case), pri-
vate attorneys considering entering into a lawfare partnership with a government 
may take into account the following:

• The government partner might, at any point, withdraw from a public-private 
lawfare partnership. Governments have a variety of interests, which both dif-
fer from those of their private partner and can change over time.

• In weighing whether to enter into a lawfare partnership with a government, 
the private attorney will likely weigh:
–  the extent to which government withdrawal at various stages would reduce 

the chances of victory;
–  whether the government can be prevailed upon to make as many as possi-

ble of its pivotal contributions (e.g., provide witnesses or documents) either 
at the beginning or relatively early in the case (i.e., before the target is able 
to gear up); and

–  what the private attorney’s exposure might be (e.g., a defamation lawsuit by 
the other side) if the partner government withdraws.

B. Offensive Lawfare by Israel Directly Against Palestinian 
Governments

As discussed in Chapter 5, the PA is increasingly joining international organiza-
tions and treaties and seeking to use them against Israel. International organiza-
tions and treaties typically only provide standing to national governments, and 
usually only to national governments that are a party to that particular organiza-
tion or treaty. This is unlike, for example, a U.S. federal court, where an individual 
can have standing to bring legal action.

Israel is a party to most of the international organizations and treaties that 
the PA has either already joined or is reported to be planning to join. If Israel 
is going to bring legal action against the PA in these organizations and treaties, 



[328 ]  Lawfare

it typically will not be able to rely on private attorneys or organizations to take 
the lead, as occurred in this chapter’s three sets of case studies. In international 
forums, Israel is either going to have to bring lawfare action itself or persuade an 
allied government to do so.

Israel’s strong supporters in international forums usually number in the sin-
gle digits. For example, the U.N. General Assembly resolution—vociferously 
opposed by Israel—which in November 2012 accorded Palestine “non-
member State status in the United Nations,” passed by a margin of 138 coun-
tries in favor, 9 opposed, and 41 abstaining.155 Thus, unless Israel is able to 
persuade the United States (or perhaps a friendly country such as Canada) to 
wage offensive lawfare on its behalf in such an international forum, it will have 
to do so itself. Either way, Israel will likely be on the losing end of almost any 
vote. Even in the U.N. Security Council, where the United States is at its most 
powerful, the United States is able to veto any adverse resolution but can have 
considerable difficulty advancing its own proactive resolutions (in light of the 
Chinese and Russian vetoes).

As described in detail in Chapter 5, the PA is clearly susceptible to both incen-
tives and pressure to refrain from lawfare in international forums. In light of the 
voting margins against Israel in international forums, it seems unlikely that Israel 
will, except in rare cases, succeed in deterring PA lawfare with threats of Israeli 
offensive lawfare against the PA within those same international forums. If Israel 
is going to prevent PA lawfare in international forums, it will typically have to do 
so with outside incentives and pressures. These may include U.S.  incentives or 
pressures targeting the PA or international forum, or Israeli incentives or pres-
sures targeting the PA.

High on the list of potential Israeli tools for pressuring the PA is likely to be 
lawfare waged against the PA in those forums (i.e., U.S.  courts) that are more 
favorable to Israel. However, as reflected in the three sets of case studies in this 
chapter, as well as in the Sokolow v. PLO case study in Chapter 2 of this book, 
Israel’s use of private sector proxies to wage lawfare means that control over this 
powerful weapon—so potentially valuable to the State of Israel—resides in the 
hands of individuals (typically victims’ families) and their attorneys. It will be 
interesting to see how the cross-cutting interests and resultant complications 
shape the future strategies and tactics of Israeli offensive lawfare. Other Western 
governments that are using, or are considering using, lawfare proxies will want to 
pay careful attention to this and other future developments in the lawfare labora-
tory that is the Israeli-Palestinian conflict.



Conclusion

The number, variety, and impact of lawfare deployments—by actors of all 
types—are virtually certain to increase in the coming years. This book has 

sought to provide both a systematic overview of lawfare and a call to action.
The call to action is directed to legal and national security practitioners and 

also to scholars. As a former attorney and policy official in the U.S. government, 
the author has sought with this book to draw the attention of the U.S. legal and 
national security community to the missed opportunities and increasing vulner-
abilities created by the U.S. government’s failure to engage with lawfare in a sys-
tematic and coordinated manner. As a scholar, the author has sought with this 
book to encourage further lawfare scholarship by illustrating the practical and 
theoretical significance of lawfare, providing a more detailed conceptual analysis 
of lawfare, and identifying some of the most important remaining gaps in the 
literature regarding this relatively new concept.

With an eye to both practitioners and scholars, the author has undertaken in 
this book to describe and analyze key lawfare case studies, to identify significant 
commonalities and themes, and to suggest preliminary answers to a number of 
important questions raised by lawfare. Over the course of the book, the author 
has suggested preliminary answers to key questions including:

• Why is law becoming an increasingly powerful weapon of war?
• How can lawfare be most usefully defined and divided into categories?

Lawfare. Orde F. Kittrie.
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• What is the state of the literature on lawfare?
• What is the relationship between economic lawfare and economic 

sanctions?
• What is the relationship between lawfare and compliance with international 

law, including especially the law of armed conflict?
• How has lawfare thus far been deployed? For example, by what types of actors, 

against what types of actors, using what types of laws, and in which types of 
forums?

• What types of relationships have existed between governmental deployers of 
lawfare and non-governmental allies or proxies? What have been the advan-
tages and disadvantages of such cooperation for either side, and what types of 
complications have ensued?

• What are the advantages and disadvantages, for different types of actors, of 
waging lawfare?

• What has motivated key actors to engage in lawfare?
• How have key actors responded to the emergence of lawfare? For example, 

how have key actors organized themselves to address lawfare?
• What have been the specific types and magnitudes of the impacts that lawfare 

has had on targets (e.g., U.S. lawfare imposing financial penalties on Iran or 
Hamas lawfare forcing Israel to change its battlefield tactics)?

• How and why can the same lawfare tactic have widely disparate impacts on 
differing targets?

• In what ways does lawfare build on itself? For example, in what way can law-
fare deployments using one type of law or forum lay the groundwork for law-
fare using other types of law or forums?

• What measures have thus far been undertaken to defend against lawfare, and 
what has been their efficacy?

• What are the potential benefits and costs of the U.S. government enhancing 
and expanding its efforts to wage and defend against lawfare?

• How could the U.S.  government more effectively wage and defend against 
lawfare?

It is inevitable in scholarly publications, and particularly initial books on com-
plex topics, to have to leave some questions and more definitive answers to future 
scholarly work by the author or others. Although this author has attempted to 
place lawfare in historical and theoretical context while also conducting this ini-
tial mapping of the field of lawfare, there is more work that could be done, par-
ticularly in the theoretical arena.

For example, there is a broad range of legal and international relations scholar-
ship that could inform, and be informed by, the study of lawfare. Though detailed 
work in this arena will be left to future scholarship by this or other authors, it 
seems worth highlighting here, in the concluding pages of this introductory vol-
ume, some key opportunities for next steps in the study of lawfare. The following 
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are some interesting, somewhat overlapping questions about lawfare that could 
inform legal and international relations scholarship and vice versa.

I. WHAT CAN LAWFARE LEARN FROM SCHOLARSHIP ON THE 
EFFICACY OF ECONOMIC SANCTIONS, AND VICE VERSA?

As discussed in Chapters 1 and 3, both this book and the seminal lawfare schol-
arship of Charles Dunlap define lawfare to include several types of law-intensive 
economic sanctions. At the same time, many other manifestations of lawfare 
(e.g., PA efforts to leverage the ICC or Hamas efforts to employ battlefield law-
fare) do not obviously overlap with economic sanctions. In addition, as discussed 
in Chapter 3, economic lawfare differs in some respects from the traditional eco-
nomic embargoes that have supplied many of the case studies used in the eco-
nomic sanctions literature. As Gary Hufbauer, one of the leading analysts of 
traditional economic sanctions, has commented, U.S.  financial lawfare is very 
different and “really quite novel” in comparison and has created “a huge inconve-
nience and risk for the authorities in Tehran.”1

Despite the differences, many of the analytical concepts in the relatively 
developed economic sanctions efficacy literature are clearly applicable to both 
economic lawfare and some types of non-economic lawfare. Thus, Chapter 3 of 
this book analyzes U.S.  financial lawfare against Iran using coercion and con-
straint language borrowed from economic sanctions specialists including David 
Cortright, Kimberly Elliott, Gary Hufbauer, and George Lopez.

The economic sanctions literature will also be useful as a starting point for 
identifying how to rigorously and systematically measure how effective a lawfare 
deployment has been or is likely to be “with respect to which goals and targets, at 
what cost, and in comparison with what other policy instruments.”2 It should be a 
particular priority, for both scholarly and policy purposes, to develop maximally 
accurate methods of making such comparisons. It is important for policy analysts 
in particular to be able to reliably compare relative rates of efficacy both within 
tool types and across tool types. For example, policymakers would benefit from 
being able to reliably compare the efficacy of different types of lawfare with each 
other and with traditional economic sanctions.3

The economic sanctions literature will also likely help with understanding 
lawfare efficacy issues including:

–  the link between first order lawfare impact on the target (e.g., economic depri-
vation or criminal indictment) and ultimate policy objective (e.g., policy 
changes by the target);

–  how lawfare can most effectively be used to contribute to desired outcomes 
by supplementing other types of measures including incentives, covert action, 
quasi-military measures, or regular military operations;4
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–  anticipating and minimizing the potential unintended costs and consequences 
of particular types of lawfare;

–  how to tailor lawfare to the desired objective; and
–  how to unwind or adjust lawfare deployments as objectives are met or other 

circumstances change.

II. WHAT KINDS OF DATA SETS CAN AND SHOULD  
BE COLLECTED TO INFORM THE STUDY OF LAWFARE?

Achieving an accurate understanding of all aspects of lawfare, including with 
regard to efficacy, depends to a considerable degree, of course, on the availabil-
ity and careful selection and collection of data. Fortuitously for scholars, lawfare 
often involves tangible and measurable results (e.g., courtroom victories, laws 
enacted, or battlefield targets left untouched). The relative transparency that 
surrounds much of lawfare and its processes is also useful to scholars. Litigation 
and legislation both tend to generate long and detailed paper trails. In addition, 
the intersection between lawfare and kinetic warfare against non-state actors 
by the United States and its democratic allies tends to be heavily documented 
by NGOs, the media, and, in Israel’s case, by the Israeli government itself. For 
example, as detailed in Chapter 7, it is relatively easy to trace a detailed lawfare 
dialogue between the numerous media reports of Hamas firing from among 
civilians, Israel’s extensive multimedia presentations explaining and illustrating 
its decisions to target Hamas gunmen hidden among civilians, and the lengthy 
U.N. Human Rights Council reports accusing Hamas and Israel of noncompli-
ance with international law.

In light of the analytical similarities between economic sanctions and, at a 
minimum, economic lawfare, the economic sanctions literature will be a valu-
able starting point for identifying what specific types of quantitative and qualita-
tive data should be collected about lawfare, and the potential weaknesses in their 
explanatory power. Given that lawfare is a relatively nascent field of study, it is 
important to be deliberate and explicit in choosing what types of data should be 
collected and explaining why that data is best suited for making valid inferences 
about this novel subject matter.

As tempting as it may be to immediately jump to quantitative methods to make 
broad inferences about lawfare, for instance on the global level, it may make more 
sense for scholars to first develop additional in-depth case studies such as those in 
this book. Acquiring a richer conceptual, empirical, and grounded understanding 
of what lawfare is and how it functions in different contexts, before embarking on 
large-N studies, will help ensure that researchers focus on the optimal data and 
variables, selecting and weighting them in analytically equivalent and context-
appropriate ways, rather than risk unknowingly comparing apples to oranges and 
therefore reaching misleading conclusions about the subject matter.5
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One example of the challenge and how it can be clarified by in-depth case 
studies is provided by this book’s analysis in Chapter 5 of the different costs that 
Israeli and Hamas officials ascribe to prosecution by the International Criminal 
Court (ICC). An analyst with no understanding of Hamas’s particular ideology 
might predict that Hamas officials would not be willing to engage in a clear vio-
lation of the law of armed conflict in order to elicit a less definite Israeli viola-
tion, since the Hamas violation would be more likely to result in an International 
Criminal Court prosecution.

However, this book’s in-depth case study reveals that it would be mislead-
ing to make such a prediction based on the clarity or severity of the violations 
and commensurate risks of prosecution, because Hamas officials typically find 
the prospect of ICC prosecution to be far less daunting than do Israeli officials. 
For example, one analyst noted that while Israeli officials would be ashamed 
to be dragged before the ICC, “Hamas officials would see being taken to the 
ICC as a heroic act, saying look they are prosecuting us for fighting for our 
freedom.”6

A second example is provided by this book’s analysis of the considerable repu-
tational, attorney fee, and other costs imposed on Israel-affiliated lawfare targets 
by judicial proceedings even when the targets ultimately were victorious in the 
courtroom. The first example cautions against placing undue emphasis, in mea-
suring lawfare efficacy, on the percentage risk of being prosecuted, because the 
perceived cost of such a scenario may differ across different types of actors. The 
second example cautions against placing undue emphasis, in measuring lawfare 
efficacy, on the target having been acquitted (in a criminal prosecution) or found 
not liable (in a lawsuit).

III. WHAT ARE THE KEY SOURCES OF LAWFARE POWER?  
HOW CAN THE LAWFARE POWER OF DIFFERENT ACTORS  
BE COMPARED?

Another arena in which lawfare scholarship may be able to learn from interna-
tional relations scholarship, and vice versa, has to do with identifying and com-
paring sources of lawfare power. As David Baldwin has noted, “power has been 
prominent in discussions of international interaction from Thucydides to the 
present day.”7

Robert Dahl suggested that power can be understood fundamentally as 
follows: “A has power over B to the extent that he can get B to do something 
that B would not otherwise do.”8 Joseph Nye defined power as “the ability to 
inf luence the behavior of others to get the outcomes one wants.”9 Both the 
economic sanctions literature and Nye’s book, Soft Power, ref lect the con-
tinued search by scholars and policymakers for new types and sources of 
nonkinetic power.
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Questions I and II above have to do with how to measure and maximize the 
power of particular deployments and types of lawfare. In contrast, this question 
focuses on how to measure and maximize a particular actor’s capacity to wage 
impactful lawfare. As this book has illustrated, actors can draw lawfare power 
from a variety of sources. For example, the U.S. government draws its lawfare 
power in part from the primacy of the dollar, the PRC has a lawfare advantage 
because it has developed and implemented a more deliberate and systematic 
lawfare strategy than has the United States, Israel draws its lawfare power in 
part from its alliance with an economic superpower (the United States), and 
the Palestinian Authority draws its lawfare power in part from the number 
of votes it can attract in international organizations from Arab and Muslim 
governments.

Among sub-state actors, U.S. state and local governments have lawfare power 
in part because their pension funds collectively control more than $3.3 trillion 
in investments. Among non-governmental organizations, several possess law-
fare power because of their expertise in legislative advocacy, media relations, or 
extracting and deploying information from commercial satellite imagery, ship-
tracking websites, corporate annual reports, trade press articles, foreign press 
articles, international agreements, local laws, and national laws from around the 
world. Among individuals, civil litigator Steven Perles has sufficient power to win 
and collect hundreds of millions of dollars from state sponsors of terrorism in 
part because he understands both how to sue pursuant to existing U.S. federal 
law and how to amend federal law to facilitate new avenues or types of litigation 
and collection.

Analysis of these types of lawfare power would undoubtedly benefit from a 
systematic application of international relations and other scholarly theories of 
power. Perhaps data on power in the lawfare arena could also inform and help 
advance those existing scholarly theories of how to understand, measure, or 
maximize power.

IV. WHAT CAN COMPLIANCE THEORY LEARN FROM LAWFARE 
SCHOLARSHIP, AND VICE VERSA?

The question of to what extent and why states comply with international law is 
one of the most important and hotly debated topics in international legal scholar-
ship. José Alvarez has explained that “compliance scholars” in the field of inter-
national law “are hoping to identify which characteristics of the actors involved 
in an activity, the international environment, or the instrument involved (such 
as a treaty) have an impact on the likelihood that any international norm will be 
given effect.”10

International relations scholars also periodically address these issues, 
although they tend to be more wary of claims that international law significantly 
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impacts how states behave. Beth Simmons observed that while “most legal schol-
ars and practitioners believe that” international laws “matter to the design of for-
eign policy and the conduct of international relations,” scholars of international 
relations “have been far more skeptical.”11

As this book has illustrated, lawfare case studies can provide interesting data 
and raise interesting questions regarding compliance with international law. 
The data are most applicable to questions relating to compliance with the law of 
armed conflict and its sibling, human rights law (with regard to which there is a 
richer compliance literature).

A. Increasing Costs of Noncompliance?

For example, international law has frequently been denigrated because of its lack 
of enforcement mechanisms. It is worth considering to what extent lawfare does 
or could represent the beginning of a change to that paradigm, at least for some 
actors.

The book includes several examples of significant costs incurred for actual 
or alleged violations of international law. These costs have, in most cases, been 
incurred as a result of one or more of the same four factors that this book asserts 
are making lawfare an increasingly powerful and prevalent weapon of war. For 
example, the increased reach of international law—as reflected in the willingness 
of many national courts to apply it as part of their jurisprudence—has resulted 
in universal jurisdiction cases threatening various Israeli and U.S. officials and 
former officials, as described in Chapters 1 and 6. The increased reach of inter-
national tribunals has subjected the U.S., U.K., Israeli, and other militaries to 
preliminary examination, and possible prosecution of their officials, by the ICC 
for alleged war crimes, as described in Chapter 5.

The rise of NGOs focused on promoting general compliance with human 
rights and the law of armed conflict has, as described in Chapter  1, increased 
awareness of the law of armed conflict and of asserted violations of it, thereby 
increasing the reputational cost—especially to democracies—of lawfare-
instigated actual or alleged failures to comply with the law of armed conflict. For 
example, Israel has been heavily criticized by international human rights NGOs 
for its alleged violations of international law during the Gaza wars, as described 
in Chapter 7. The information technology revolution has empowered NGOs and 
even individuals to record and publicize various types of evidence of actual or 
alleged war crimes, as described in Chapter 2.

Finally, and perhaps most important, globalization and economic interdepen-
dence has made it much easier for relative outsiders—including foreign govern-
ments, sub-national jurisdictions, and even individual civil litigators—to impose 
costs for actual or alleged violations of international law. The numerous exam-
ples in this book include the hundreds of millions of dollars in costs imposed 
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directly on Iran for its illegal acts of terrorism and killings of U.S. servicemen, 
as described in Chapter 2, and the billions of dollars in costs imposed on foreign 
banks for facilitating Iran’s illicit activities, as described in Chapter 3. Examples 
also include the various companies including Riwal and G4S that incurred costs 
for their alleged involvement in purported Israeli violations of international law, 
as described in Chapter 6.

The increased costs of noncompliance associated with the rise of NGOs are 
consistent with various theories long-referenced in the compliance literature, 
including the transnational legal process model (with its focus on the role of 
NGOs in internalizing international norms, such as through the formation of 
epistemic communities);12 liberal international relations theory (with its focus 
on domestic NGOs and other actors pressuring their own governments);13 and 
the theory of transnational advocacy networks (with its focus on such networks 
generating outside pressure on governments).14 However, such effects are largely 
lacking with regard to authoritarian governments and non-state actors such as 
Hamas, the Islamic State, and the Taliban, which are far less susceptible and sub-
ject to these influences.

As Eric Neumayer concluded from a detailed cross-national empirical study, 
a country more likely will comply with its human rights treaty obligations “the 
more democratic the country is” and “the stronger a country’s civil society, that 
is, the more its citizens participate in international NGOs.”15 This is consistent 
with liberal international relations theory, pursuant to which it has been widely 
observed that “governments based on the rule of law and, especially, the inde-
pendence of the judicial branch are … much more likely to comply with interna-
tional obligations than those that are not.”16 Oona Hathaway put it as follows: “as 
liberalists note, liberal democracies contain powerful domestic interest groups 
that mobilize to pressure their governments to comply with their international 
legal obligations.”17

Conversely, “in the absence of democracy and a strong civil society, treaty 
ratification has no effect and is possibly even associated with more human rights 
violations,” said Neumayer.18 This book’s analysis of lawfare indicates that the 
increased reach of international law and tribunals and the rise of NGOs focused 
on promoting general compliance with human rights and the law of armed con-
flict has, unsurprisingly, intensified the compliance pressure on governments 
that are based on the rule of law.

However, this book also documents how the rise of another significant 
factor—the dramatic increase in economic interdependence—can be used to 
enforce compliance with international law. It appears as if this factor provides at 
least some compliance leverage over state actors, such as the PRC and Iran, that 
do not have governments based on the rule of law but are heavily dependent on 
international commerce.

For example, Treasury’s use of economic lawfare to pressure Iran to com-
ply with its nonproliferation law obligations had a significant impact despite 
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the lack of rule of law in Iran. The impact occurred because Iran’s heavy 
dependence on international trade in goods—including crude oil export 
sales and gasoline import purchases, and on the international financial and 
insurance transactions necessary to facilitate that trade—left Iran vulnerable 
to curtailment of each of those types of commerce (and especially all of them 
together).

Treasury’s use of economic lawfare to pressure Iran benefited not only from 
Iran’s heavy dependence on international commerce but also from the general 
economic interdependence of third countries. The rise of economic interde-
pendence has made nearly every country in the world heavily and increas-
ingly dependent on the integrity of the international financial system and 
other underpinnings of international commerce. Many third countries may 
be unwilling to help hinder, or impose costs for, foreign human rights or state 
sponsorship of terrorism or even nonproliferation violations because they see 
such violations as political or as not implicating their core interests. In con-
trast, Treasury’s financial lawfare against Iran cleverly made the issue not just 
Iran’s desired ends but also Iran’s means to achieve those ends: Iran’s decep-
tive and other abuses of the international financial system, on which nearly 
every country is heavily and increasingly dependent. As far back as 1997, 
Professor Harold Koh noted that “in areas such as international commercial 
law … states tend to abide fastidiously by international rules without regard 
to whether they are representative democracies.”19 That fastidiousness is pre-
sumably even more pronounced today, with the vast increase in economic 
interdependence as described in Chapter 1.

To the extent that the imposition of costs for human rights, state sponsor-
ship of terrorism, law of armed conflict, or nonproliferation violations can 
directly leverage the increasing economic interdependence of target states (as 
with the seizure of Iran’s office building in Manhattan on behalf of victims of 
Iranian terrorism), that could help increase target state compliance. To the 
extent that human rights and other such violations can, as in the Iran case, be 
identified as integrally connected to violations of international commercial law, 
that could help engage third countries in imposing noncompliance costs on the 
target state.

Writing in 2002, Oona Hathaway asserted that “direct sanctions in the form 
of economic or military reprisal for human rights treaty violations are so rare 
… that states are unlikely to conform their actions to a treaty solely on that 
basis.”20 Future compliance scholarship might profitably give consideration 
to whether and how the rise in economic interdependence over the last fifteen 
years—combined with escalating outside pressure from NGOs and the IT 
revolution— might help increase compliance leverage and counter the phenom-
enon, identified by Hathaway and discussed in Chapter  1, of countries enjoy-
ing the benefits of treaty ratification without actually observing the obligations 
assumed.
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Such an analysis of whether and how the rise in economic interdependence 
could help increase compliance leverage might make an interesting contribution 
to the scholarship on how commercial linkages between states influence the like-
lihood of armed conflict between them. As Stephen Brooks has noted, “scholars 
and statesmen have debated the influence of international commerce on war and 
peace for thousands of years.”21 Brooks asserted that scholars’ arguments for how 
the international economy can influence security “can be boiled down to three 
general mechanisms:  the global economy can influence security by changing 
capabilities, incentives and the nature of the actors.”22

John Stuart Mill famously predicted in the nineteenth century:  “It is com-
merce which is rapidly rendering war obsolete, by strengthening and multiplying 
the personal interests which are in natural opposition to it … the great extent 
and rapid increase of international trade [is] the principal guarantee of the peace 
of the world.”23 If Mill’s prediction is finally to be reflected in an actual diminu-
tion of armed conflict in the twenty-first century, at least between nation states, 
perhaps lawfare can help by leveraging globalization to deter states from violat-
ing international laws and by providing states with a robust nonkinetic alterna-
tive for achieving some of their lawful objectives.

B. Widening Compliance-Leverage Gap Between State and  
Non-State Actors?

While the increased reach of international law and the rise of NGOs, informa-
tion technology, and economic interdependence have imposed on some state 
actors—including the United States, the U.K., Israel, and even Iran—new costs 
for purported or actual noncompliance with international law, violent non-state 
actors—including Hamas, Islamic State, and the Taliban—seem to be escaping 
these same costs even for clear-cut violations of international law. Future compli-
ance scholarship, informed by lawfare, might usefully address questions such as 
the following: Is this a sign of a widening compliance-leverage gap between state 
actors and violent non-state actors? If so, what does it mean for international law, 
and how can it be addressed? How can the United States and its allies develop and 
implement new ways of holding violent non-state actors accountable, including 
for their law of armed conflict violations (as suggested in Chapter 7)?

V. WHAT CAN SCHOLARSHIP ON THE ROLE OF NON-STATE 
ACTORS LEARN FROM LAWFARE SCHOLARSHIP, AND 
VICE VERSA?

The role of non-state actors—including international organizations,24 sub-state 
actors,25 terrorist groups and other violent non-state actors,26 non-governmental 
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organizations,27 multinational corporations,28 and individuals—has received 
considerable scholarly attention in recent decades. Liberal international relations 
theory, the transnational legal process model, the theory of transnational advo-
cacy networks, and the debates on asymmetric warfare have all examined the role 
of non-state actors of various types. This has been an important departure from 
the traditionally state-centric focus of international relations theory.

As this book has demonstrated, all of these types of non-state actors can and 
do play significant roles in lawfare. Their engagement in lawfare has been not only 
frequent but in many cases also very impactful.

The study of lawfare and of particular lawfare case studies can help further 
inform and sharpen scholars’ understanding of non-state actors’ roles in the 
international arena. Future international relations scholarship might benefit 
from examining and integrating the following types of lawfare case studies and 
the referenced questions they raise. Conversely, future lawfare scholarship would 
benefit by systematically drawing from and applying the literature regarding the 
role in international relations of each of these types of non-state actors.

A. International Organizations

As described in Chapters 1, 5, and 6, the PA and its allies have turned numerous 
international organizations into lawfare battlegrounds. As a result, one interna-
tional organization (UNESCO) has been weakened by having its budget slashed, 
and another (the U.N. Human Rights Council) has been largely diverted from 
accomplishing its original mandate. If such lawfare continues or becomes more 
prevalent (with other actors using other international organizations as lawfare 
battlegrounds), it could have a significant impact on the efficacy and legitimacy 
of a broad range of international organizations. The relationship between lawfare 
and international organizations might therefore be a fruitful area of investigation 
for scholars interested in such organizations.

B. Sub-State Actors

Sub-state actors have been usefully defined as “semi-autonomous territorial enti-
ties that are legally dependent upon, or associated with, independent sovereign 
states.”29 They include sub-national components of federal states (which, in the 
United States, would include such sub-national components as states, coun-
ties, and cities) as well as overseas “and other dependent territories of existing 
states.”30

Chapters 2, 3, and 6 provide examples of U.S. sub-state actors (including both 
states and cities) waging impactful lawfare. These include states divesting their 
hundreds of billions of dollars in pension funds from companies transacting with 
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Iran or Sudan, New York State imposing a $640 million penalty on a foreign bank 
laundering money for Iran, and Governor Pawlenty threatening to block a for-
eign company from receiving Minnesota infrastructure subsidies and construc-
tion permits until it withdrew from investing $5 billion in an Iranian refinery. 
Lawfare against America’s adversaries by U.S. states and cities will almost cer-
tainly continue to be a source of conflict between those sub-state actors and the 
U.S. federal executive branch, which prefers to maximize its control over foreign 
policy. As discussed particularly in Chapter 2, the role in lawfare of such sub-
state actors can inform future scholarly inquiry into the benefits, detriments, and 
practice of decentralized control over U.S. foreign policy.

C. Terrorist Groups and Other Violent Non-State Actors

As discussed earlier in this chapter, lawfare raises broadly important questions 
regarding the compliance-leverage gap between state actors and violent non-
state actors with regard to the law of armed conflict. Chapters 1 and 7 describe 
and analyze in detail the successful waging of compliance-leverage battlefield 
lawfare by the Islamic State, Hamas, the Taliban, and Colombian rebel groups 
against the United States and its allies.

For example, Chapter  7 discusses how Hamas’s battlefield lawfare against 
Israel has proven to be one of the most valuable weapons in its arsenal, heavily 
influencing the behavior of Israel, other state actors, and the international com-
munity as a whole. It has led to Israel being condemned by much of the interna-
tional community (including traditionally allied states) and being pressured to 
make concessions to Hamas. On the battlefield, it has required Israel to sacrifice 
the benefit of surprise and otherwise fight Hamas with one hand tied behind its 
back, including by deterring Israeli attacks against Hamas’s headquarters in Shifa 
Hospital and, on many occasions, against Hamas fighters and weapons elsewhere.

This raises broad questions for future scholarship such as: the extent to which 
such non-state actors are currently empowered by the disparity; how state actors 
should adjust their wartime tactics in light of this phenomenon; whether con-
tinuing to allow Hamas, Islamic State, and other leaders to hide among civilians 
actually saves fewer civilian lives than it costs (by extending the conflict in gen-
eral and enabling them in particular to keep on purposefully killing civilians); 
and how such non-state actors can more effectively be held accountable or other-
wise encouraged to comply with international law.

D. Non-Governmental Organizations

Chapters  1, 2, 6, and 8 provide examples of non-governmental organizations 
(NGOs) such as United Against Nuclear Iran (UANI), Shurat HaDin, and the 
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Palestinian Centre for Human Rights (PCHR) waging significantly impactful 
lawfare, including by developing and advocating legislation, bringing lawsuits, 
instigating prosecutions, and using information technology to collect and dis-
seminate evidence of violations. Among the questions within the scope of Section 
IV of this chapter is what compliance theory can learn from the role of awareness-
raising by human rights NGOs in increasing the cost of actual or alleged failures 
to comply with the law of armed conflict. Future international relations scholar-
ship could also be informed by analyzing the direct engagement in lawfare of 
NGOs such as UANI, Shurat HaDin, and PCHR.

In light of the scholarly literature on public-private partnerships,31 another 
interesting subject for future scholarship to either draw upon or focus on could be 
the potential synergies and pitfalls of public-private partnerships to wage lawfare. 
Relevant case studies in this book include: Congress passing laws repeatedly enhanc-
ing the ability of private civil litigators to wage lawfare using U.S. courts, as described 
in Chapter 2; the U.S. executive branch’s occasional provision of bank account num-
bers, expert witnesses, and other assistance to private civil litigators suing Iran and 
terrorist groups, as described in Chapter 2; the EU’s funding of NGOs waging law-
fare against Israel, as described in Chapter 6; and the mixed results of the Israeli gov-
ernment’s use of Shurat HaDin as a lawfare proxy, as described in Chapter 8. Future 
scholarship on public-private partnerships could also be informed by lawfare’s inter-
esting illustrations, as described in Chapter 2, of how and why the most effective 
U.S.  non-governmental lawfare practitioners are benefiting from being more cre-
ative and nimble and less insular than their government counterparts.

E. Multinational Corporations

In several of this book’s case studies, multinational corporations have served 
as targets or vehicles for lawfare. Some of the reasons multinational corpora-
tions have been a focus of attention are addressed in Chapter 1’s discussion of 
the relationship between the rise of lawfare and the rise of economic interde-
pendence. The phenomenon of lawfare focusing on multinational corporations 
is epitomized by Treasury’s financial lawfare against Iran, which, as discussed 
in Chapter 3, innovatively and effectively emphasized directly pressuring third-
country banks doing business with Iran rather than pressuring the governments 
of the countries in which the banks were located.

This appears to be a significant development in the international relations role 
played by multinational corporations. Treasury’s innovative direct approach to 
banks has already been replicated with insurance and energy companies doing 
business with Iran, and it seems likely to be replicated with regard to future eco-
nomic lawfare against other targets. It has already cost several foreign banks 
hundreds of millions of dollars each (in the case of BNP Paribas, $8.9 billion). 
Furthermore, its politicization of U.S. financial regulatory authorities threatens 
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the primacy of the dollar and perhaps the legitimacy of some types of interna-
tional commercial law.

In addition to its significant alteration of the international relations role 
played by at least some multinational corporations, Treasury’s financial lawfare 
campaign against Iran has also resulted in the release, during the proceedings, of 
banking records that have provided fascinating documentation of and insights 
into the disdainful attitudes and circumventing practices previously adopted by 
several multinational banks toward U.S. regulations.

The book also includes several case studies of multinational corporations that 
were held liable for, or nearly held liable for, actual or alleged crimes by actors 
to which they provided services. This includes the lawsuit in U.S. court (Linde 
v. Arab Bank), which, as described in Chapter 2, resulted in Arab Bank being held 
liable for damages suffered by victims and family members of victims killed or 
injured in terrorist attacks by Hamas. The amount of damages, which was sched-
uled to be set in a separate trial scheduled to begin on August 17, 2015, was esti-
mated to be around $1 billion.32

However, on August 14, 2015 (as this book was in its final copyediting stages), 
Arab Bank reportedly reached a framework settlement agreement with the plain-
tiffs.33 The amount of the agreement was not publicly announced before this book 
went to press. The American Lawyer reported the settlement was for “slightly more 
than $1 billion,” but an Arab Bank spokesman called that statement inaccurate.34 
Jimmy Gurule, a former Under Secretary of the Treasury for Enforcement, said 
the settlement would send “shock waves across the global financial services com-
munity,” with other banks “concerned that they could be next.”35

Another example of a multinational corporation serving as a lawfare target 
was the Dutch company Riwal. As described in Chapter  6, Riwal was investi-
gated at length by Dutch police for war crimes allegedly committed by its rental 
of construction equipment to Israel for sixteen days. Israel allegedly used the 
equipment during those days for work on construction of the separation fence 
and settlements in the West Bank.

In light of these various examples, the relationship between lawfare and mul-
tinational corporations might be a fertile area of investigation for scholars inter-
ested in the international relations role played by multinational corporations.

F. Individuals

The vast majority of scholarship about the impact of individuals on international 
relations is, of course, about kings, presidents, foreign ministers, and other politi-
cal figures who directed vast bureaucracies, movements, or other large organiza-
tions. There is also a considerable amount of scholarship about the impact on 
international relations of various theorists and other scholars. For a variety of 
reasons discussed in Chapters 1 and 2, there have until recently been relatively 



C O N C L U S I O N  [343 ]

few Raphael Lemkin-type private citizen practitioners of international relations 
who singlehandedly, without institutional support, affected international rela-
tions in a sustained and sophisticated way (as opposed to, for example, a lone 
assassin who takes a single blunt action).

As Chapters 2 and 8 illustrate, the rise of lawfare litigation, economic interdepen-
dence, and information technology enables solo attorneys (or a very small team of 
attorneys) to have a significant impact on international relations. While such attor-
neys typically work through courts (which limits their discretion to some degree), 
they nevertheless retain a significantly different type of independent maneuvering 
ability than do most or all political leaders or even non-governmental organizations. 
In addition, as illustrated by the United Against Nuclear Iran name-and-shame 
tactic described in Chapter  2 and the Gaza-bound flotilla case study described 
in Chapter 8, individual lawfare practitioners could sometimes have a significant 
impact by directly communicating threats and other information to other non-state 
actors—in other words, without working through any governmental entity at all.

It is possible that the international relations roles and motivations of the solo 
practitioners (and very small teams of attorneys) described in this book do not 
meaningfully differ from the roles and motivations of much larger private sector 
non-profit or for-profit organizations. However, in light of the growing influence of 
such individual lawfare practitioners, it seems like it might be worth further analysis.

* * * * *
Lawfare is a weapon that can be used for good or for ill. This first wide-ranging 
English language book on lawfare has been written in full awareness that there is 
a long history of weapons inventors and developers who came to regret their role 
in creating, enhancing, or popularizing the weapons on which they worked.36

However, as this book has explained in great detail, the United States—of 
which this author is a former official and grateful citizen—has the potential to be 
the dominant lawfare superpower. As Philip Bobbitt eloquently put it, the United 
States is not doomed to a binary “stark choice” between “supporting law to the 
exclusion of strategic concerns . . . or ignoring law altogether on allegedly stra-
tegic grounds.”37 This book advocates and illuminates a third way: more effec-
tively using (but not abusing) law to achieve strategic objectives. The United 
States leads the world in the quality of its attorneys, many of whom are already 
experienced in aggressively leveraging its domestic legal system. All the United 
States government has to do is develop and implement a strategy for waging and 
defending against lawfare in a more sophisticated, systematic, and coordinated 
manner. Recommendations for how the United States could do so are included 
throughout this book, and particularly in its first four chapters.

The U.S.  government’s current approach to lawfare represents tremendous 
missed opportunities and poses increasingly important vulnerabilities, but could 
be rectified quickly and at relatively little cost. The benefits would include achiev-
ing some U.S. national security objectives with less or no kinetic warfare, thereby 
saving U.S. taxpayer dollars and some U.S. and foreign lives.
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